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[Tpobaembl M NPeAnOChINKM

KonnyectBo 1 pasHoobpa3une cpeacTs 3allMTbl pacTeT. Yrpo3 Toxe
«HexBaTKa pyK W Apyrnx4dacten Tena...»
MHorve npoueccbl onmMpatoTca Ha bymaXkHble U py4YHble npoLeaypbl

OWKNOBKM MU 04ENATKM NPU PYYHOM KOHPUTYPUPOBAHUN - YCUNNA U BPEMA

IT ywno paneKko snepea no nytm aBTomatusaumm, «obnakos» n SDN

®3 187 - noABAeHMeE cpeAcTB 3alMTbl TaM, FAe UX paHblle He Obl10 1 BOB/IeYEeHME B

npoueccbl UT n Ub HOBbIX, «HENPOPUNbHBIX» COTPYAHUKOB AAMT



[Tpobaembl 1 NPeAnOChINKM

YT0ObI BbIXUTb N PA3BUBATLCA OPraHM3aLMAM HYXKHO NOBbLICUTb CKOPOCTb B NpoL,eccax

obecneyeHuna b

— ynpasAeHMe npaBamun 1 40CTYNOM
— ynpaBiAeHUE U3SMEHEHUAMM

— WHBEHTapu3aums 1 ayaut

— pearnpoBaHue U paccieoBaHUE

Jednunt KBanMdmULUMpPOBaAHHbIX KaapoB - 3HaHUE B ronoBax npodeccnoHanos(“tribal

knowledge”).
[Mpobnembl cCOXpaHEHMS 3HAHUN - «eANHAsA TOYKA SKCMNEPTHOro 3HaHUA», KCMEHA KOMaHAbI»
YBeNIMYeHUe KOAMYECTBa CNeLmasncToB MOXKET CHU3UTb CKOPOCTb

OnepaTUBHOCTb pPearnpoBaHMA UrPaeT KJYeBYHO POJib AAMT

--GROUP




Mwnposble TeHaAeHUMKn — ABTOMaTM3aumAa B b

CmeHa napaaurmbl - oT ﬂpe,ﬂ,OTBpaLLl,eHMFI K ObHapyXeHuto n PearnposaHuto™

Tech. Investments in Past Decades Today’s Priority

[lpepoTBpalleHmne Ob6HapyKeHune PearnpoBaHue

*CornacHo nccnepgosaHmam SANS Institute

« “By year-end 2020, 15% of organizations with a security team larger than five people will leverage SOAR tools for
orchestration and automation reasons, up from less than 1% today.”

— Gartner, Innovation Insight for Security orchestration, Automation, and Response, Nov. 2017

* “Due to staff shortages in security operations, there is a growing need to automate, streamline workflows and

orchestrate security tasks.” - Gartner, Innovation Insight for Security orchestration, Automation, and Response, Nov. 2017 Gartner




ABTOMATM3aLMA NPAMO BAMSAET Ha 9IPPEKTUBHOCTb

[To3BonsoT CnpaBUTbCA CO CINIOXHbIMA Kemcamun u 6bICTpO aanTnpoBaTbCA

Knaccol UHumpeHtos Ub YpoBeHb NpUMeHeHnAa aBTomaTusaumm
O
]
BblCOKMIA % Hanpasnsaemblii YenoBeKom
YTeuku aaHHbIX, HenpasomepHoe mucnonb3osaHne UT = >
YPOBEHb O NpoBeaeHUe CAOXKHbIX paccnegoBaHUMN.
cuctem n uHpopmauyuun, HCA, K undopmaumm ©
PUCKa T
E BcTpanBaHMe aBTOMaTUYECKUX
g AeucTBUn
=X VCKopeHme pearnpoBaHnAa n CHUxeHumne
MHOFOBEKTOPHHG DDOS, Ransomware, % oWnboK. ABTOMaTM3aumA cneunPuyHbIx
aTaKu APT 4 LIaros.
(a]
2
9 Automation Dashboards
PecypcoeMKme duwuHr, BpegoHocHoe IO, = KomnneKkc aBTOMaTU3MPOBAHHbIX TECTOB U
N - 0,
bnokunposaHue URL uau IP agpeca T 70-75% Tpeeulls el e e
onepaunn fIU WHUWNAEHTOB MOHATHbIE ONepaTopam
)

NonHaa aBTomaTusauma

[MpocTbie Cébpoc napons
P POAA, End-to-End aBToMaTHyeckoe

nosTopAroLmeca BAoKupoBaHue YJyeTHOI 3anucu
onepauuu

pearnpoBsaHue 6e3 BmeLlaTeIbcTBa
YyesiIoBEKa.




BHeapeHne No3TanHo, 3QPEeKT cpasy

[losTanHoe BHEOPEHNE. aBTOMAaTN3NPOBATb e BO3IMOXHO, YCKOPATb ornepaunn TaM rge rnoka
HEJ1b3A aBTOMAaTU3NpPOBAThb

Tunosoe Bpems BbINONHEHWUA ONepaLLnii BPyYHYIO O6wee MTTR

MTTI =30 muHyT 4 muH 7 MWH 10 muH 10 muH

61
MWH
Ty e ek ieene) Validate Diagnose Remediate aHue(Ticket
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[Tpumep Kenca

—
S E IVI AI e rt Retrieve ; Lookup for the right
Asset info Retrieve team based on the
Asset info event criteria
(malwaretype and
!Vlalw?re Symantec EP Critical r _INT_ERETWE_l el —
infection asset ? |_ AUTOMATION _, < Security Analyst Review
- Resolve Dashboard
Yes
New alarm LogRhythm i A
Change Human _E;:jM-ﬂ close ticket |
AT .. ot found
riticalit Decision
Retrieve Alarm LogRhythm ? Shared drive | Assign to service
infa Email Other laptop... desk team
ist
A 4 ll“ Quarantine (SEPv14) Ouarantine
Create ticket m IS the 1nfo Reboot & - endpoint
availableinthe Send SMS textmagic Scan VL Pl
ticket, ifitis not. v Reboot & Out of scope for POC
We would lookat Che:cI.(.AV Run Scan Will be mocked up
No the ticlos definition
I “INTERACTIVE | AV def un T Human Rebuild —
AUTOMATION . _ o date 2 Desktop team Decision close ticket
Run DNS ?
requests Analyst will copy/paste the e Close ticket
REC1918 CSV fil e_ orprovi d.e theright Run scan close ticket
information *

Host Private

oo Cleaned
Origin? Scan Results Closed
? ticket
Scan URL/ m Not Cleaned
n - Close
Critical asset ticket
Analyse URL/IP ?




ABTOMATM3aUMA — 3TO NOAX0A, @ HE MPOAYKT

Llenn asBTomaTmnsaumnmu

* CKOpOCTb U3MEHEHUIN U peaKkuumn
* MosblweHne 3¢dPEeKTUBHOCTM NEPCOHaNA

e AZleKBaTHbIN OTBET COBPEMEHHbIM
yrpo3am

MpUHUKMNbI aBTOMaTU3aL UM

* OT NPOCTOro K CI0}KHOMY
* N3mepnmocCTb
* Bosneyenne UT n Ub cneumanmncrtos

ABTOMATU3UPYIOT NpoLecchl

* YnpasieHne nameHeHnamm
* MHBeHTapu3auua v aygur

e 1InarHoCTUKa, OTYETHOCTb U
pearMpoBaHue

YTO y*Ke aBTOMaTM3NPOBAHO

* COb0p 1 KOHCOMIMAaUmA cobbITUI
* Koppenauma
* MIOHUTOPWHT U aHA/INTUKA



YTO 414 3TOr0 HYXKHO?

<>
o] 3 5|
T ] .
KoHconb AUB, nctema
onepartopa Playbooks, Scripts, asTomMatusauuu
SOC KB (SOAR)

* [lpouecchbl — BbIABUTb, ONMUCATb, BbICTPOUTL/YNOPAA0YNTD.

 CueHapuu u «Ponesble urpbl», baza 3HaHun, Case management
 CoBpemeHHblie C3U 1 APl — xopoLwuo, ¢ Legacy ToxXe MOXKHO paboTaTb.

 Appo - Nnatpopma opkectpauum n aBtomatnsaumm (SOAR, Security Orchestration

Automation Response) E£AMT

--GROUP




KTo 310 ByaeT Aenatb?

Moaxoa K BHEAPEHUIO — CBOUMM CUIAMU UM NO3BaTb HA MOMOLLb
MHTerpaTopa”?

* BblABNeHUe, 4OKYMEHTUPOBAHME N ONTUMMU3ALMA NPOLECCOB

 MopenupoBaHue cuctem B Tpebyemon cpege, paspabotka HM/

 (ObneryeHne NPoaBUMKEHMA NOAXOAA BHYTPU OpraHuU3aumm — He3aBMCMMOE MHEHUE
* KayecTtBeHHaA uHTerpauma pasHoobpasHbix C3M TpebyeT sKCNepTHbIX 3HAHUN

* OnbIT, TMNOBbIE WAabNOHbI, BUBNANOTEKM KOAAQ — KapANHANbHO BAUAIOT Ha CPOKM

* WNHPpacTpyKTypa ANAa OTNaAKU KOAa U «NEeCOoYHMLa»

* [loppaeprkKa, moanduKkauma n agantauma K U3MEHALWMMCA NpoLeccam

npoueaypam CAMT



CpeacTBa 3alWuTbl «co3penn» - APl nosctoay

* BpemeHa 3akpbITbiX C3U yxooAaT B npoLusioe.

paloalto

HETWHOEE R

* Bo3moXHoCTU MHTerpaunm yepes CLI orpaHuyeHsbl

AP1 > Reports > predefined > top-applicatio

 MHorune ceTteBble ycTpoincTBa noaaepxumsatoT Netconf

* REST API - coBpemeHHble NGFW, NGIPS, SIEM, Anti-APTu 1.4 Rest API Url

=g |api/ 7type=report&async=yestreporttype=pre
* Bo3smorkHOCTU

<O FireEye

* Inventory, CRUD, Monitoring, Reporting L5 AP

API INFO of all application category obs.

FMC Version: 6.2.2 (build 81) e = PPy
‘api/fmec_config/vi/domain/e276

 bubnnotekn - SDK ot npounssogutena,GitHub

At Retrieves the application filter objec

Deployment application filter objects.

Device Groups
Japiffmc_config/vi/domain/e276

o Devices 6d9ed49b625/object/applicatior
* C(Ciscoco3aana DevNet
Retrieves the application productivi
list of all application productivity ob
Policy
altalie _ ) _ _ st - Policy Assi 1t /apiffmc_config/vi/domain/e276
e DEVNET Discover Technologies Community (] i ; e A
s Retrieves the application risk objeci
System Information application risk objects.
& & I = = 0 @ 5 i
s /api config/vi/domain/e276
=3 — b ¥} FooRRy/it g
loT Cloud Networking Data Center Security Mobility Open Source Collaboration Retrieves the application object ass

application objects.



«BbecnnatHO» MOXKHO?

MCTOpM‘-IeCKI/I CNOXKUBLLUAACA NMPAKTUKA - HANMMUCaHHbIE aAMUNHUCTPATOPOM CKPWUNTDI

* Python, sh, *.bat... o g
* PyyHown napcuHr (ao noasnexnna REST APl n netconf) Rythen @%gu

 PyyHaa moandunKaumsa —
* [oaaep:kka v AOKyMeHTUpoBaHME — best effort

CucTembl yrnipaBneHmsa KoHOUrypaumnamm — moaynm, bubnmorteku
* Puppet n Chef (agent)
* Ansible n Ansible Tower (agentless)

ANSIBLE

A npuyem 3aecb Cisco?
e (OpenDayLight & OpenFlow, APIC, pxGrid, VIRL, SandBox, Onbox Scripting)
* B ocHoBHOM «3aTto4deHbl» noa SDN
* [laketbl ana APIC
e SDK, Python, Github...

EAMT

--GROUP




Huwesble peleHnA

ABTOMATU3aUMA 3apaHee orpaHnyeHHoro Habopa 3aaa4 1 npoueccos Mb. Ho
KauyeCTBEHHO.

YnpasneHue npasamu goctyna—IDM
o ABaHnocrT, SailPoint, One Identity... (cnctematmsaumna ynpasneHua Y3 u Avanpostﬂ
npaBamm)

Ynpasnenue npasunamm MC3 — Firewall Management oa|gosec tuflns SKYBOX
o Algosec, SkyBox, Tufin (+yckopeHne 06paboTkn 3aABOK Ha NU3BMEHEHMNE)

NHBeHTapu3aumna n YnpasieHne obHoBAEHMAMMU U ya3BumocTaAMmK N0 —
o MaxPatrol, lvanti... (naeHTUPMKaUMA, KaTanor ya3BMMOCTEN, KOHTPOb)

YnpasneHne puckamum n opraHmsaumoHHbiMu npoueaypamm — SGRC cuctemsl

EAMT

(aBTOMaTM3auMA ByMaXkHbIX MPOLLECCOB, MHTErPasibHbIM aHaus3) & RVision “Pnons

At the root of your security



ABTOMaTM3aUMA paboymx onepaLmnim — naaThopmMbl OPKeCTpaLmmM U pearnpoBaHua

MN3HayasibHO 3aAyMaHbl KaK cpeacTBa aBTOMaTU3aL MM LUMPOKOro NpUMeHeHun

Capture Data

* Bonble yem Incident/Case Management

D ayehu s;mm
* WHTerpaums c SD, SIEM, Bl, KM, Conf/Change Management eyeShareTM g/
e ABTOMaTM3aLMA NPOU3BO/bHBLIX 3a4a4 n workflow 2 Aj&mﬁﬁ-‘f
e MWHUMM3ALMA HANUCAHMA KOAA — 1erKo MOANPULMPOBATb <& RVision
* bBbicTpaa n aBTOMaTUYECKasa AMArHOCTUKA 0 s | |G v e
X
* NHTepaKTMBHOE ynpaBaeHUe NpoLeccoM pearnpoBaHmA £] RESOLVE
=l |55 =0 =) =2
* PearmpoBaHMe B peXnme «LInapraaka» onepaTtopy | - ")
CYBERBIT =
* ABTOMATMYECKOE pearmpoBaHue : ik Ml L

PROTECTING A NEW DIMENSION



YHMBEpcasibHble pelleHms. Bo3MoXHOCTH

ABTOMaTM4yeckoe popmMmmpoBaHme NHLUUOEHTOB Ha OCHOBE AaHHbIX oT SIEM

ABTOMaTM4eckmnn cbop scriomoratenbHon nHdopmauum ¢ C3N n NUT-cuctem

Buibopka cBegeHnn 3 6a3bl 3HaHUN

/ID:2 IS on WEB-SRV is
down
To reset IIS reply: 2 reset
To restart application pool
reply: 2 app
To restart the server reply: 2

J‘rostart

~

J

OnoBelleHne onepaTtopa/agMUHUCTpaTOpPa U aBTOMaATUYECKOE BbINOJSIHEHME OEACTBUN B

3aBucumocTun ot nx peweHuda (IVR, sms, email)

brniokupoBaHue Y3, nopToB, NOAKMIIOYEHUN, CO3AaHMUE CUTHATYP
ABTOMaTUYECKMNIN COOPp OaHHbIX AN paccnegoBaHus
[lpenocTaBneHne KOHCTPYKTOpa An4a cueHapues

NHuTerpauns yepes API, CLI

i Worklcn Deigner - Untitied wodfiow =

ol Save [ Save and close i Discard end giose | (3, Zoowm + | ) Wty workllew | s Set werkdiow action rde [ Sehedule e

Sequemal Worklow

k]




Y10 B utore”?

Pa3rpy3ka goporocroswmux cneumanmucto SOC oT pyTUHHbIX 33434

CHUMKEeHMe «LIyMa» B afiepTax U KOHUEHTPALKMA Ha TOM, YTO peasibHO BaXKHO
BO3MOXXHOCTb CMPaBUTbCA C BO3PaACcTalOLWMM 06 bemom 3aaa4 6e3 paclinpeHuns
WwTaTa

CHUXKeHMe 3aBUCUMOCTU OT KYHUKANbHbIX» CNeLnanmcTos

CnaxxeHHocTb paboTbl npoueccos B UT u Ub

PeaKkuma Ha MHUMAEHTbI NPOUCXOAUT TOYHee U bbicTpee AAMT

--GROUP




CNACUBO 3A BHUMAHMUE!



