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Mbl CHMTAEM, YTO KaxkabIil — OT
NOJIb30OBaTeNS AOMALIHErO KOMMbIOTEPA
0O KPYMHOM KOMMaHUM 1
NpPaBUTEIbCTBa — OOJ/IKEH UMETH
BO3MOXHOCTb 3alLUNTUTb TO, YTO AOPOro
Ons Hero. HeBa)HO, MAOET M peyb O
YAaCTHOW XXM3HW, CeEMbE, PUHAHCAX,
6U3HECE NN KPUTUYECKOW
MHPPACTPYKTYpPE, Mbl paboTaeM Haa
TeM, YTObbl ObecnednTb 3aLLUNTY BCEro.

EBreHnn Kacnepckuu,
reHepanbHbI OUPEKTOP
«JlabopaTopumn Kacnepckoro»

4
" KASPERIKY?



DaKThbl

==

4‘5/6, [naBHOeEe

OcHoBaHa B 1997 roay, Bo3rnaBsnseTcs
EBreHnem Kacnepckmm

Pa6oTaeT Ha B KOHTUHeHTax B 200
CTpaHax 1 TEPPUTOPUAX

Pa3spabaTbiBaeT UHHOBaLMOHHbIE | T-
peleHnsa oaa 3amTbl KOPNOpPaTUBHbIX
N LOMALUHMX NOJIb30OBaTENEN

> 400000000

BeTCcTBUMM C MCPO

rldwide Endpoint Security Market Shares, 2015
*** PentuHr Gartner Peer Insights ¢
CcuUMTaThCa No3numen Gartner A Koro-améo
*xxxlaspersky.ru/top3

o Lingpoi

> 20 MUANIMOHOB aKTVBaLUN
NPOAYKTOB B oA,

> 4000 BbLICOKOKBaNNPUULMPOBAHHbIX
CcrneumanncTosB

698 mnH ponnapoB — rnobanbHas
HeayaupoBaHHas Bbipyyka B 2017 roay*

Nov 2016 US41867116

KTUBHbBIE MHEHWSA KOHEYHbIX MONb30BaTENEN, OCHOBAHHbIE Ha UX TMYHOM OMbITe. KONMYECTBO ONYOAMKOBAHHbBIX OT3bIBOB M OOLIMN PEUTUHT KOHKPETHOTO BEHAOPA HE MOTYT
napTHEPOB

HNocTunxeHusa
U MpuU3HaHue
B OTpacnaun

BxoauT B YeTBEPKY KPYMHENLLINX B MUPE
npou3BOAUTENEN PELUEHUNA A5 3aLLUMTDI
KOHEYHbIX YCTPONCTB* *

O6nanatenb Harpan Gartner Peer Insights
Customer Choice Award 2017 n 2018 B
kaTeropuun Endpoint Protection Platforms***

PelweHna KOMNaHUM NonyyYnnv 6onblue
BCEro Harpap, B He3aBUCUMMbIX TeCTax U
o630pax****

nofib3oBaTeNeN MO BCEMY MUPY
3alMLLEHbI HAWWMMWN TEXHOJIOTUAMMU



feorpacdpusna

CTpPaH U
TeppuTopumn
Q Q
98999 Q
@ ° 9
Q Q
° 9
Q
Q
Q

<« 35

Q9

PeErMoOHabHbIX

odpnCcoB

Q CeBepHas o EBpona

Amepuka

Mekcuka
CLUA

o KOxxHas
AmMmepuka

bpasuvnusa

ABCTpUS [OHKOHI
Benuko6bputanua  MHans
FepmaHus KasaxcTaH
Janusg Kutan
M3paunnb Manansus
MpnaHams OA>
McnaHns CwuHranyp
NTanus Typums
HuaepnaHabl KOxHaa
Monbwa Kopes
MopTtyranuns AnoHwns
Poccus Adpuka
PyMbliHMS IOAP
®paHums
Hexns o ABcTpanus
LLsenuapwns

° LleHTp npo3pavyHoCTMN

o A3uns

Litopux, LUBenuapms



Hawa ponb B MupoBom coobuectee no IT-6e3onacHocTHn

Mbl y4yaCcTByeM B paccsiefloBaHUAX 1N onepaumnsx No NPpOTUBOAENCTBUIO KNO6EePYrpoO3amM COBMECTHO C
MUPOBbLIM COOBLLECTBOM MO MHPOPMALMOHHOW 6E30MaCHOCTU, MeXOYHAPOAHbIMW OPraHm3aLnsaMu,
TakKMMK Kak IHTepnon, nNpaBoOOXpPaHUTENIbHbIMKW OpraHamMmu U ueHTpamm CERT no Bcemy mupy.

-

Mbl opraHusyem perynspHble Hawwu skcnepTsl
y4ebHble KypCbl A BbICTYMAtOT Ha MUPOBbIX
COTPYAHWMKOB VIHTepnona n KOHbepeHuusX,
NONULLENCKUX CTPYKTYP B psae HanpuMmep, Ha

CTpaH, Hanpumep, oas BcemumpHomMm

nonumummn JIoHgoHa 3KOHOMUYECKOM

dopyme B [laBoce

&

Mbl eXxerofHoO NpoBOAMM
KoHdepeHumo Security
Analyst Summit, koTopas
O6bEAMNHAET JTyHLLINX
3KCnepToB B Bonpocax IT-
6e30MacHOCTH

SECURING
SMART
CITIES

Mbl yyacTByem B
HEKOMMeEpPYECKOMN
MeXayHapoaHom
nHULUMaTmBe Securing
Smart Cities,
HamnpaB/IEHHOM Ha
peLleHne Npobnem
Knbepbe3onacHOCTH
YMHbIX FOPOAOB

Y

industrial infemet
CONSORTIUM

KoMnaHus aBnseTcs Yi1eHOM
KoHcopumyma
npoMbilNeHHOro MIHTepHeTa
(Industrial Internet Consortium),
KOTOPbIX MOMOTraeT
OpraHmM3aLnsamM MakKCUManbHO
6bICTPO U YAOH6HO
MHTErpmpoBaTb GU3NYECKME U
uMdpoBble cpeabl



JKcnepThbl

HaLWMX HOBbIX BPEAOHOCHbIX BEAYLLMNX MUPOBBIX
1/ 3 COTPYOHWMKOB — 3 6 o 0 0 0 bannioB ObHaPYXMBaAET 4 o + 3KCNepTOB B Chepe
R&D cneumanmcTsl «JlabopaTtopwus IT-6e30MmacHOCTH
Kacnepckoro» exxegHeBHO
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Haw rno6anbHbiv LEHTP nccnenoBaHMim 1 aHanmia yrpo3s (GReAT)
BbISIBJISET CaMble C/TOXHbIEe KN6epyrpo3bl 1 60peTCcs C HUMU



He3zaBucumbie Harpaabl U Te€CTbl

MOST TESTED'
MOST AWARDED'
« »
B 2017 roay npoayKTbl «JlabopaTopun KacrnepcKoro» npuHanm KASPERSKY LAB PROTECTION
yyacTume B 86 HE3aBMCKMbIX TeCTax U o63opax. B 72 cnyyasx oHum “Aaspersky.comitop3

3aHAM NepBOe MeCTO 1 78 pa3 BOLIM B TPOMKY ny4dwimnx (TOTM-3).
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72

nepBbIX MecTa*

5 BTOPbIX MecT*
I

1 TPEeTbUX MECT™
|

[MpumeyaHus

*  BkouaeT TeCcTbl MPOAYKTOB A8 6U3HECa, AOMALLHNX
nonb3oBaTener U MOBUbHbLIX MPUIOXeHWI 3a 2017 ros.

* B 0630p BOWAK TECThI, NPOBEAEHHEIE CNeAYIOLLMMHN
He3aBMCUMbIMKM nabopaTopuamm: AV-Comparatives, AV-
Test, SELabs, MRG Effitas, VirusBulletin, ICSA Labs, PCSL.

*  TecTMpOBaNUCh BCE AOCTYMHbIE TEXHONOTMM 3aLUNThI
MPOTUB U3BECTHBIX, HEU3BECTHBIX N KOMIMIEKCHbIX YTPO3.

e [nameTp Kpyra COOTBETCTBYET YMCNY 3aHATbIX MEPBbIX
MeCT.

100

1 SE Labs virus

BULLE

*86 He3aBMCUMbIX TECTOB, MPoBeAEéHHbIX B 2017 roay, B KOTOPbIX NPOAYKThI «JlabopaTopum Kacnepckoro» cpaBHUBaAMCH C MPOAYKTamMM 15 KOMNaHWUA-KOHKYPEHTOB



TeHAEHLUMMU U YIPO3bl

Mbl NOHMMaeM rnobasnbHble IT-TeHAEHUUU 11 YIPO3bl, CBA3AHHbIE C HUMU

'loTpetocts & ABTOMOGWIN CTAaHOBATCH YMHee
- YMHbIEe ropopa KOHOUAEHLNANBHOCTH
bnokueuH M 3aLUMTE IMUYHBIX AAHHbIX NMpo3padvHOCTb v . )
OHCblOMEpPU3aLunua N MOOUNbHOCTb
“zz IHT@PHET BEeLLen oo
BUPTYyanusauus

Kputuueckas uHdppacTpykrypa

8 sone pucka DOJIbLLMNE AaHHbIE ByM KpUNTOBANIOT v/ 1 MeLMLMHa

boTHeTbl U3
Yrpo3bl NPOMBILWIEHHOCTU  BpegorocHoe MO

YCTPOWUCTB
3a APT-aTakamu BCé yalle CTOST CoupanbHas UHXeHepus! Ans 6aHKOMaToB WHTEpHETa BeLL et KomMmepumanmsauus Lenesblx
KM6epnpecTynHUKHU aTak X
CHWXXeHne CTOMMOCTH L',eﬂeBbIe aTaKu aKTMBU3M
npOrpaMMbI-BbIMOFaTeHM APT-aTak YA3BUMOCTM YMHbIX aBTOMO6UNEn

ATaku Ha PoS-TepMmHarbl MaMHepr ATa KM qepe3 MaCCOBble yTeL‘IKM .u,aHHbIX

MHTepHeT Bewen

oerpascmporn o LLEFMTOYKU MOCTABOK

M KnéepcaboTax
v MpOMBbILLNEHHbIN yrpo3b| ans
DUHAHCOBDBIN QULLINHT  wisepunmonax YMHbIX FOPOAOR

prOBbI g MmeanunHbl

Mo6unbHble yrpo3bl



Haw noaxopn

NcTrHHaa 6e30nacHOCTb — 3TO HE NPOCTO
npeaoTBpalleHne KNOePUHUNAEHTOB, 3TO
coyeTaHne 3pPeKTUBHOCTU, TMOKOCTU U
HaAEXXHOCTU NPOrHO3NPOBAHUA, OOHAPYXKEHNA U
pearMpoBaHuA Ha KNbepyrposbi.

Hawwu npoayKTbl pewatoT 3T1 3aga4umn 6narogapsa
YHUKaNbHOMY afanTUBHOMY Noaxoay
HuMachine™, couetatowemy aHanns 6onblumnx
AAHHbIX Y aArOPUTMbl MALLMHHOIFO 0By4YeHms ¢
3KCMePTHbIMW 3HAHMUAMM B 061acTU
KnbepbesonacHocTn. 310 obecneynBaeT 3aWmUTy
Ballero 6M3Heca OT C/I0XKHbIX U HEU3BECTHbIX

yrpos.

HAOEXHOCTDb QOOEKTUBHOCTDb

3a 6onee uem 20 net mbl pa3paboTanm peleHus u [ns 06HapyXeHUs yrpos Mbl MCMO/b3yem Halu
TEXHOI0MMK, KOTOpbIE NOJyYatoT 60/blLe BCEro YHUKanbHbI noaxog HuMachine,

Harpaz, B He3aBUCMMbIX TECTUPOBAHUSAX U 0bbeamHALWMIA aHann3 60bluMX 06bEMOB
sawmwatot 400 MnnnMoHoB nonb3osateneit no AaHHbIX C aATOPUTMaMM MALLMHHOIO 0ByYeHusa u

BCEMY MUPY. 0BLWMPHBIM OMbITOM 3KCNEPTOB.

Machine

HuMachine™

Big Data /

Learning

AOANTUBHOCTDb

Bce Hawm npoayKTbl NpefoCcTaBnAT
BO3MOXHOCTb NOCTPOEHUA a4anTUBHOM CUCTEMDI
6€30MacHOCTN NOHOTO UnKnNa, BK!'IPOLIBFOLLI,EI‘;I
NnporHosnpoBaHue, npeaoTepalleHne mn
O6Hapy)+(EHME aTaK, a TakKXe pearnposaHue Ha
HUX.

_.l l._ Threat Intelligence

—
N\

TMBKOCTDb

Hawwu pelweHuns cnocobHbl afanTMpoBaTbea K
NoTpebHOCTAM K/IMEHTA HE3aBUCUMO OT pa3mepa
6usHeca v ucnonb3yembix I T-nnatdopm.



ApanTuBHas CTpaTermi 3almThbl

NMPOrHO3NPOBAHWE AHanutuka yrpos YKkpenneHue 3awuThbl NMPEAOTBPALLEHUE
KacTomusmnposaHHsie TecTupoBaHuWe Ha APT-oT4eThI Cybersecurity Security Premium Support
OTYETHI NPOHUKHOBEHME Awareness Training Professional Services

AHanwa
//I MopTtan Threat Intelligence

MEPEOOBAA AHAJIUTUKA

3awmTa BesonacHocTb 3awumTa ot
Analysts paboynx MecT o6nayHbIX cpes MOLLIEHHUYEeCTBa
‘%
CHWMXEHWNE PUCKA

@ fBlg Data /
) Threatlntelllgence

Machine
Learning

MOCTOAHHbIN MOHUTOPUHT

PearmpoBaHue Threat Management Threat Management

AHanu3 BpegoHocHoro MO PearnpoBaHue Ha [MpemmnanbHas O6HapyxeHune Endpoint Detection Cepsuc Managed MoToKM AaHHbIX 06 yrpo3ax
LindpoBas KPOUMUHANNCTMKE — WMHUWMAEHTI noAAep>KKa uenesbix aTak  and Response Protection MopTan Threat Intelligence

YINPABJIEHUE MHUWAEHTAMUA

PEATUPOBAHWE D¢ PeKTnBHbIE KOHTPMEPDI MHoOroesekTopHO€e O6HapyXeHue OBHAPY)XEHUE



PewwieHus HOBOro NOKoOJIeHUA ANA 3aWMTbl KPYNHOro 6msHeca

TexHONOrMM

©
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Threat Management and Defense

CTpaTternyeckoe peleHune ana 60pbbbl ¢ NepesoBbIMU Yrpo3amu

KoHTponb 1 3awmta paboumnx mecr

KomnnekcHoe, macwTtabrpyemoe pelleHne HOBOrO NMOKOIEeHMA A4Ns
3aLWMTbl pabounx mect

O6nauyHaa 6e3onacHOCTb

HapékHaa 3awmTa rubpugHoro obnaka

CepBucbl KnbepbesonacHoctu

UJI/IpOKVIVI CNEeKTp CepBUCOB — OT NOTOKOB AAHHbLIX U TPEHUHTIOB 40
pearmpoBaHMA Ha MHUMAEHTbI, NOUCKAa Yrpo3 U aHainsa 3aWMLWEHHOCTH

Cepsucbl gna SOC

CepBKCbl, KOTOPbIE NOBbLILIAOT BO3MOXHOCTU LEHTPa ynpaBaeHus
6€e30MacHoOCTbO

Bopbba c MOLWEHHNYECTBOM

MpoaKkTMBHOE 06HapyKeHWe Kpocc-KaHaibHOro dpposa B pexnme
peasbHOro BpemeHu

OTpacan

3awmnTa GUHAHCOBbIX yupexaeHuin

MHCTPYMEHTbI 418 NOBbLILEHWUA YPOBHA 6€30MacHOCTU GUHAHCOBBIX
yupexaeHuin

3a WnTa TeICKOMMYHUKaLUUNOHHDbIX KOMNaHui

SbdeKTnBHaA 3aLMTa TeIEKOMMYHUKALMOHHOM MHPPACTPYKTYpPbI U
MHPOPMALMOHHBIX CUCTEM

3awunTa npeanpuaTUii 34paBooXpaHeHus

3awmTa I T-uHPpacTpyKTypbl MEAULMUHCKUX YUYPEKAEHUIA U
KOHOUAEHLMANBHbBIX KIMHUYECKUX AAaHHbIX

3awmTa LeHTpoB 06paboTKMn AaHHbIX

Hapé»Han 3awmTa ueHTpa 06paboTkm AaHHbIX 6e3 notepu
npov3BOAMTENbHOCTH

3awmTa rocysapcTBeHHbIX OpraHoB

Cepsucbl 1 ycnyrm B 061actn kKubepbesonacHOCTH, yunTbiBatoLWwme
noTpebHOCTU rocyAapCTBEHHbIX NPEANPUATUI U BEAOMCTB

3awWwmTa KPUTUUECKUX MUHPPACTPYKTYP

CI'IELI,VIaI'IVBVIpOBaHHaﬂ 3awuTa I'IpOMbILIJl'IeHHOVI cpeabl Ha BCeX YPOBHAX



Hawum KaveHThl

Mbl paboTaeM B pa3HbIX CEKTOPAX SKOHOMUKK. Halun pelleHns ycnelwHo 3awmwaot 270 000
KOPNOPaTUBHbDIX KJIMEHTOB MO BCEMY MUPY BHE 3aBUCUMOCTU OT 1X pasMepa nnmn chepsl

NedaTeJibHOCTU
@ O6wecrTBeHHble opraHusauumn @ YactTHbie KOMNaHUMU
~9 500 __
~38 800 MpaButenbcteol < cHTOBE aesas y
KIMEHTOB B > O6pa3oBaHue 100
89 A | CTpaHax ~6 ooo .
cTpanax L5 3ppaBooxpaHeHngy — MEHTORE
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= + cTpaHax

I@I@I@II@II@I@I@I ||||||Z|I]D " R oo

@ﬁ‘.’a:‘h a A & -

~8 000

KINEHTOB B
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cTpaHe BbaHku n
CtpoutenbcTBo $PUHAHCDI T
UMHdopmauusa | TpaHcnopT ypu3im
HedTerasosas TexHonorum
TeneKoMMyHUKaLUmn

oTpachb
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