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Knbepyrposbl gnsa TC ctanun peanbHOCTbIO

KonnyectBo «noakKn4YeHHOro»
|| KonnyecTtBO Knbeparak
TpaHcnopTa
80% 70
70% 60
60%
50
50%
40
40%
30
30%
20% 20
10% 10
0% 0
2017 2018 2019 2020 2021 2022 2023 2024 2010 2011 2012 2013 2014 2015 2016 2017 2018
B [1pogaxu HOBLIX aBToMobunel ¢ TenemaTuyecknmm énokamum (Global) B 3aperncTpupoBaHHble KMbep-atakn Ha TPaHCMOPTHYH MHPACTPYKTYpY

Kaspersky | KnbepbesonacHocTb TpaHcnopTa: yrpo3bl U Mepbl NPOTUBOAENCTBMS

lkaspersky



Knbepyrpo3sbl ana TC ctanm peanbHOCTbIO %

Wi-Fi connectivity for mobile app control v unusual

| NOT Wi-Fi for internet access, as per some VAG
vehicles

The
Car Hacker's

Handbook

A Guide for the Penetration Tester

Craig Smith

Forewerd by Chris Evans



Xakepsbl B aBTonHayctpum (2017-2018)
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JKOCUCTEeMA

SOC

Fleet Management

Connected Car Cloud




O630p KNbepyrpos

LleneHanpaBneHHble SOC
aTaku un BpegoHocHoe MO

Fleet Management

MITM-aTaku Connected Car Cloud
BpenoHocHoe 10
PnwmnHr

Kpaxa / YTepa yctpoiictea e

MITM-aTtaku
BpeaoHocHble o6HoBAeHMsA 10
JKcnayaTauma yassMmocTen
BadUSB
Atakun OBD-Il/SAE J1939:
False RTS/Request overload nT.n. e




O630p KNbepyrpos

ToyeyHana 3awwunTa y3n08 LleneHanpaeneHHble SoC
== aTaku u BpegoHocHoe MO

06LL||aF| 3aWnTa Fleet Management

MITM-aTaku Connected Car Cloud
BpenoHocHoe 10

PnwmnHr
Kpaxka / YTeps ycTpoiictea e

MITM-aTtaku
BpeaoHocHble o6HoBAeHMsA 10
JKcnayaTauua ya3BUMOCTEN
BadUSB
Atakun OBD-Il/SAE J1939:
False RTS/Request overload nT.n. e

Passutmne V2X ycnoXHUT aKOoCcMCTEMY U AONOAHUT CIUCOK KNbepyrpos



Ayanut 6e30nacHOCTU MOBUAbHBLIX NPUNTOKEHNN

2016: NabopaTopua Kacnepckoro npotectuposana 9 npnnoxeHnii ot
aBTOMODOW/IbHbIX BEHA0POB HA YCTOMUYMBOCTb K pAAY KnbepaTtak

* HY 01HO U3 HUX He BbIN0 3aLLULLLEHHbIM

2017: NabopaTtopusa Kacnepckoro npotectnposana 13 aBTomobUnbHbIX
NPUNOXKEHUN

* /Wb OAHO NpuIoKeHUe HBbIS10 3aLWMLLEHO U TOIbKO OT O4HOI0 BUAA aTakK
2018: MosTOp 3aKPbITbIX TECTOB 13 aBTOMOOUNBHbBIX NPUNOKEHU
* 1N 2 NpUNOXKEeHUN 3aBepLuMNach NoaaepHKa, U oHM Bbln yaaneHbl NOCTaBLIMKaMM
1 NPUNOXKEHUE HE 0H6HOB/IANOCH C MOMEHTA nocnegHero TeCtTuposaHuA
® 3 NPUAOKEHNA NMENTUN KAaKYHO=TO 3alLUNUTY OT OAHOIO U3 BUOOB aTaK

* 10 npunoxKeHui NoKasanu cebs He B NyYLEM BUAE C TOUKU 3peHUsA
KnbepbesonacHocTH

2018: NabopaTopua Kacnepckoro npotecTupoBana NPUNOKEHUs ANS
KaplepuHra
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YTeuka Mepekpbitne lNepeynakoska
BHYTPEHHMUX NPUNONKEHUA NPUNOXKEHUA
AaHHbIX

HepoctaTouHada 3alimMTa OT aTak NepeKpbITUS
XpaHeHne NormHOB M NApoJien B BUAE NPOCTOro
TEeKCTa

OTcyTCcTBME 3aWMUThI OT PEBEPCUHTA

HeT npoBepKuM LeNoCcTHOCTU Koaa

HeT 06HapykeHusa rooting




RapLlwepuHr n MOLWEeHHNYeCTBO

New Android Malware
Disguised as Uber App

January 4th, 2018 Wagas Malware, Security 0
comments

It is just another day with just
another Android malware targeting
unsuspecting users.

Last time Uber was in news for hiding
massive data breach of 75 million
accounts from its users and paying
$100,000 to the culprits. Now, the IT
security researchers at Symantec have
discovered malware that secretly spies
upon Uber’s Android app and extracts
private, sensitive data such as users’
passwords. This allows attackers to hijack
the accounts owned by Uber users and

Hackers Steal More Than
100 Mercedes-Benz Cars
in Chicago by Hacking
Car2Go Car-Sharing App:
Report

At least 12 suspects believed to be
involved have reportedly been
taken into custody.

By Dave Bartosiak

Suspect Arrested for Hacking
GoGet Car-Sharing Service

By Catalin Cimpanu « 31 January 2018

Australian police have arrested a 37-year-
old man on accusations of hacking GoGet, a
car-sharing service.

Police say the man hacked the company last
year in May and used access to the
company's servers to gain free access to the
company's fleet of cars, but also
downloaded data on the company's
customers from its database.

GoGet only now notifying
customers
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[loaxoAabl K 3allMTe TPAHCNOPTA
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KomnnekcHas 3aWmTa 3KOCUCTEMbI TPAHCNOPTA

3

Ycnyru 3awmTa MHPPACTPYKTYpPbI 3awumTta TC
Ayaut 6e3onacHOCTH Mobile Security SDK Mobile Security SDK
TecTbl Ha NPOHUKHOBEHME Threat Intelligence data feeds Security for IVI & TCU
NHAMBMAYaNbHbIM OTYET 06 yrpo3ax Noptan Threat Intelligence Secure Hypervisor

KOS AUTOSAR Adaptive Platform

—_



ObecneyeHmne 6e3onacHocTtu (war 1)

O6HapyXeHue cnabbix mect U popmynnposaHue
TpeboBaHUM K pa3paboTke

SOC
TecT Ha npoHnKHOBeHMe (Penetration testing)
AyauT 6esonacHocTu (Security Assessment) SRS

UHanBmAayanbHblvi otyeT 06 yrposax (Custom Threat Report) Connected Car Cloud

OnepaTuBHoe 3dKpbiTUeé U3BECTHbIX Yrpo3

MobunbHble npunoxeHusa (Mobile Security SDK)
UHdpactpykTypa (Fraud Prevention, Cloud Security)
Threat data feeds (Threat Intelligence)



Ob6ecneyeHune 6e3onacHocTu (war 2)

3aLLmMTa 31eKTPOHHbIX 6/10KOB MaLLUHDbI U

OG'bE,DMHEHMe B O4HY 3KOCUCTEMY sOC

3awmTa ansa pas3nmyHbix ECU

Fleet Management

Connected Car Cloud
anaBneHMe n pearnposaHue

MocTaBKa cobbiTn n aHanntnkm B8 SOC

«OXx0Ta» Ha yrposbl U paccnegoBaHNe UHUMUAEHTOB
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PelleHue
JlTabopaTtopnmn KacnepcKkoro



Haw noaxoa

dokyc Ha Hanbonee KpuUTn4HbIX 610Kax ECU
Head Unit
Central Gateway

Telematics Unit

ADAS Platform

[MpnMmeHeHMe TEXHONOMUIN 3aLUUTbI

KasperskyOS AUTOSAR Adaptive Platform s
KauecTBe C/105 3aLWnThl

Kaspersky Secure Hypervisor

,ﬂ,OI'IOI'IHVITEI'IbeIe peweHnA
KoHTponb noptoB ycTpoicTea (Device Port Control)
KoHTponb KommyHukauuii (Communication Control)

KoHTponb npunoxenuii (Application Control)

TecTupoBaHMe U BHeAPEHUE NOIUTUK
6e30nacHOCTHU

HenpepbIBHbIN MOHUTOPUHT COObLITUIN Be3onacHoCTY,
CBA3aHHbIX C TPAHCNOPTHLIMK CpeaCcTBaMM

Pa3paboTKa 1 TeCcTUpoBaHUE NOAUTMK Be3onacHOCTH

[MaTum B cywecTBytoLWEM MPOrpaMmmHOM obecneyeHumn



KasperskyOS AUTOSAR Adaptive Platform

Peanunsauyus ctaHaapta AUTOSAR Adaptive MILS architecture
MILS-apxuTeKTypa (He3aBUCUMbIX YPOBHEN PaspeneHve/n3onauma JOMEHOB
6e3onacHoCTH)

[MBKMIN KOHTPONb BHYTPEHHUX KOMMYHMKaLuin yepes Kaspersky
KOHTPO/Ib BCEX BHYTPEHHUX KOMMYHWUKALUIA CUCTEMDbI

_~——lsolation Isolation——
- hY

X

NoBepeHue Kaxkgoro moayna npeasapuTtesnibHoO
OoNncaHo B NoAUTUKe B ob6n1acTu be3onacHoOCTH

* MukpoagepHaa OC

® CTpOI'aﬂ M NOJIHAA U3onAuunA

* YeTKo onpeneneHHble TUNU3UPOBAHHbIE
nHtepdencol

* CraTnyecKas KoHourypauma 6esonacHocTm

—1

HKernel
Security
> policy !
L enforcement

Kaspersky Security System

* MNonntuka «Default deny»
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Security _
configuration



KomnoHeHTbl 3awmtbl Kaspersky Mobile Security SDK

Kaspersky Mobile Security SDK - 3To moaynb Ana 3awmTbl cEpBUCOB 1 MOBUbHbIX
YCTPOMCTB, paboTatoLmx Ha onepaumoHHbix cuctemax Google Android, Hanpumep B
Infotainment aBTomobunsa nam mobnabHOM yCTPOMCTBE €ro No/ib3oBaTens.

SDK npepoctasnseT WnpoKkuii cnektp GyHKUMn ana obecnevyeHuna 6esonacHocTy,
KOTOpPble MOTyT ObITb MHTErPUPOBAHbI B Balle NPU/IOXKEHUE.

SDK
ana Android

[ | | | [ [ [

ObHapyrkeHune AHTU-PULWINHT & 1
BPEAOHOCHOrO 3awmTa ot Fake-
no NPUAOXKEHWUI

3awmuLeHHoe Penytaumna

o 3awmTa AaHHbIX CamosawuTa AHTK-BOP
coeguHeHue yCTpoicTBa




Kaspersky Security for In-Vehicle Infotainment (1VI)

KOHTpO/b NOPTOB YCTPOWUCTB KOHTPONb NPUNOKEHU
AHTUBUpPYCHaA 3awmTta ans USB-Hakonutenein (KSN) Hardening npunoxeHuit, koHTponb noseaeHus (KSN)
3awmTa ot BadUSB-aTak O6HapyKeHne Noao3pUTeNIbHON AeATEIbHOCTU Ha OCHOBE

MalLlMHHOTO O6y‘-IeHMFI
EJ'IOKMpOBKa BHEWHNX ANarHOCTUYECKNX Ce€aHCOB

(OBD-I) NHTerpaumsa c BHELHMMM CUCTEMAMMU
MpoTnBOYroHHas 3aliuTa aBToMobmaa (reonokaums,

KOHTpOﬂb KOMMYHWUKaUnNH“ 6/10KMPOBKA, O4MCTKA AAHHbIX)

Penytauma Wi-Fi Touek goctyna (KSN), 3awuTa ot Fleet Management systems (mecTononoxeHue, cobbiTuA)

aTaK UX NoAMEHbI
NuTerpaums ¢ SOC: «oxoTa» Ha yrposbl U pacc/iefoBaHue

Cuctema npegoTspalleHus sTopxkeHnit (Virtual MHUNAEHTOB
patching)
< Sie
—_ — [ X
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Kaspersky Security for Telematics Control Unit (TCU)

KOHTpOAb NOPTOB YCTPOMCTB
AHTUBUpPYCHaA 3awmTta ans USB-Hakonutenein (KSN)
3awmrta ot BadUSB-arak

BJ'IOKMpOBKa BHEWHNX ANarHOCTUYECKNX Ce€aHCOB

(OBD-II)

KOHTPONb KOMMYHUKaLWNI

Penytauma Wi-Fi Touek goctyna (KSN), 3awuTa ot
aTaK UX NoAMEHbI

3awmTa oT danbwmBbIX 6Aa30BbIX CTAHL UM

Cuctema npegoTBpaLLLEeHNA BTOPXKEHUN
Virtual patching

MpaBuna / 3BpUCTUKa / MawmHHOE 0byyYeHne
Wi-Fi n Bluetooth

Kaspersky | KnbepbesonacHocTb TpaHcnopTa: yrpo3bl M Mepbl NPOTUBOAENCTBMA

KOHTpOAb NPUNOKEHUN

Hardening npunoxeHuit, koHTponb noseaeHus (KSN)

O6Hapy>KeHme I'IO,£I,O3pMT€I'IbHOVI 4eATe/IibHOCTU Ha OCHOBE
MalLMHHOTO O6y‘-IeHWF|

MHTeraLI,VIFI C BHeWWHNMWN CUCTEMaMU

MpoTMBOYyroHHas 3awmTa aBTomobuns (ryosokaums,
6/10KMPOBKA, OYMCTKA AAHHbIX)

Fleet Management systems (mecTononoxeHue, cobbiTuA)

NuTerpaums ¢ SOC: «oxoTa» Ha yrposbl U pacc/iefoBaHue
NHUNOEHTOB



Kaspersky Secure Hypervisor for ECU consolidation

MnepBu3op 2 TMNA PacwmpeHHbIn Habop wabnoHoB Be3onacHOCTH
Isolation guaranties for system resources access JloBepeHHaA 3arpys3ka

Transparent security control of interacting BesonacHoe o6HoBNEHUE

components

[loBEPEHHbIN KaHan CBA3N

AyanT 6e3onacHocTuH
BcTpoeHHble mexaHM3Mmbl 6e3onacHOCTH

3awuTa cTpaHnL, GUsnYeckomn NnamaTm SDK
KoHTponb goctyna K nepudepunitHomy obopyaoBaHuio
P Y pudep Y Py HacTpanBaeman nosnTmMka 6e3onacHocTu
Toukun obecneyeHns rocTteBoi NOAUTUKK
®OYHKUMOHaNbHbIE MOAYNM

CTaTmMyecKaa KoHPUrypaums

Kaspersky | KnbepbesonacHocTb TpaHcnopTa: yrpo3bl M Mepbl NPOTUBOAENCTBMA



Pe3ome

KomnneKcHbIN ayauT BCEMN 3KOCUCTEMDI } a —
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Ayant 6e30nacHOCTU BOPTOBbLIX KOMMNOHEHTOB U CBA3AHHOM C HUMM
aBTOMOOWUbHOMN MHGPACTPYKTYpPbI

AyanT nocTaBiAaembix NPOrpamMmmHbIX Moayneln ana byayumx

moaenem |
4, bk

PeneBaHTHble peKOMeHAaLUnM No cTpaTermm
KnbepbesonacHocTH

Momolb B BbICTPAaMBaHUKU CTPATErNNM
®opmupoBaHune TpeboBaHM K NOCTaBLLMKAM

|/|HT€I'paLI,I/IFI CO 3peJibiIMn TeEXHOJZTIOrMAMU BEHAOOPA
3awmTa TC 1 nogKNtOYEHHON MHOPACTPYKTYPbI

HapexHblh nocTaBWMK KMbepbesonacHoCTH
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Cnacmnbo 3a BHUMMaHue




