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SDL - unkn 6e3onacHoii pa3paboTku

% 2. REQUIREMENTS 3. DESIGN 4. IMPLEMENTATION 5. VERIFICATION 6. RELEASE .

1. Core Security 2, Establish Security 5. Establish Design 8. Use Approved 11. Perform Dynamic 14. Create an Incident Execute Incident
Training Requirements Requirements Tools Analysis Response Plan Response Plan

3. Create Quality 6. Perform Attack 9. Deprecate Unsafe 12. Perform Fuzz 15. Conduct Final
Gates/Bug Bars Surface Analysis/ Functions Testing Security Review
Reduction
4, Perform Security 7. Use Threat 10. Perform Static 13. Conduct Attack 16. Certify Release and
and Privacy Risk Modeling Analysis Surface Review Archive
Assessments

OTHOCUTeNbHasi CTOMMOCTb YCTPaHeHUs ounbok
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10

Tpe6osaHus/ Wnrerpauns/ ®durHanbHoe
ApxuTekTypa KoanposaHne TectuposaHue

Mocne
KOMMOHEHT Bbinycka

TecTupoBaHue



Paspa6oTka B JIK: undpbi

* ~750 paspaboTunkoB

* ~200k cTpoKk KOga MeHAeTCH eXXerogHo

« ~70 npoaykToB (NPUIOXXEeHNN) Ha noaaepIKKe
* 100+ KpynHbIX penn3oB exxerogHo



Paspa6oTka B JIK: undpbi 5

Scheduled AllPdk-PullRequest status

11:06:40
09:43:20

08:20:00

>600 pennsos
B2019r.

04:10:00

02:46:40

00:00:00
2:00 6/4 00:00 6/412:00 6/500:00 6/512:00 6/6 00:00 6/612:00 6/7 00:00 6/7 12:00 6/8 00:00

InProgress Current: 00:48:18 == Succeeded Current: 07:03:58 Failed Current: 01:30:22 == PartiallySucceeded Current; 05:51:44




BezonacHoe NO: c uero Hauancsa SDL

—

Mogaenn yrpos n pucku oT BUPYCHbIX aHaNINTUKOB
MHnumnaTtrea 6e30nacHOCTM OT KOMaHA N OTAESbHbIX pa3paboTumkos
3auaTku npoueccoB, KOTOpPble NOAAEPXKNBANUCL U3HYTPU KOMaHAAMM pa3paboTku

TecTnposaHue

o > D

Mpoueaypa 06paboTku o6paLLeHNIA BHELLHMUX NCcregoBaTenei

» KonuuecTBo n3BecTHbIX Npo6nem 6e3onacHOCTU Ha MoMeHT ctapta SDL ~ 115

» [MpoekTHasa komaHAa (YacTUUYHOE BOBNEYEHNE) COTPYAHUKOB ~ 7 Yen



Be3onacHoe NO: ¢ yero Havancs SDL
,“IWikiLeakS Leaks News About Partners Q s

Vault 7: CIA Hacking Tools Revealed

Tavis Ormandy &
o ( Follow | ~
Kaspersky "heapgrd" DLL Inject ol

g\élse;ez\kilA?P.\gE process references a DLL called WHEAPGRD.DLL. 1 O kay! fi rSt Ka S p e rS ky eXD 1 0 it fi n i S h Ed L] WO rks
by the PSP). Due to a UNICODE/ASCII processing mistake, the DLL name is

typicall installations, this causes Kaspersky to look for the DLL “CWHEAPGRD g re at 0 n 1 5 a n d 1 6 " Wi | I m a il re po rt afte r

process enables us to bypass Kaspersky’s protections

This vulnerability is limited to some of Kaspersky’s previous releases (on both ) d l n n e r- !”GC @ ry a n a ra I n e

Vunerable T REEEEL . LU e e ] - LU L 2 e LT
o= muhc g 3.0 KB 548K BOE 2468 Miciouoft Datnbuled Trara
1.KIS7 i Samchindse e B B 1.3 B 1T K 13800 K 3744 Micoah Wirdoess Seach |
2.KIS 8 ]
3 WKSTN MP3 [, vpmie mo D126 MB [ A SI2IT2E 3532 Kamperdy Anl'Viou
T L 1.09 1F M8 [l ] &rIA2K NTaE2 K I Koamperiy Arbr Yy
Not Vulnerable 7 werrubd gt naE 208 1500 K 4K FBE0 Wl bl Helps
{ | e wn -1 1K 1552 Windows Caleulston
1 KIS 9+ n " bhasiom 9318 KB 131 KB JE04 K IOLTEAE 636 Local Secusly Auhanly Proc
w7 larm e PN ATRE Al Locel Sesson Manage Seiv

743 PM -4 3ep 2015



SDL. [lokymeHTbI

Nmsa pokymeHTa CraTtyc

IN PROGRESS

I'Ianma npoesegeHnda TecTupoBaHngd Ha NPOHUNKHOBEHNE

APPROVED

Mpouecc Secure code review

Secure coding guideline (checklist) IN PROGRESS

IN PROGRESS

I'Ioecc mMoaesimpoBaHugd yrpos

IN PROGRESS

WHcTpykuma gna Security Champion no npoueccy mogennpoBaHus
yrpos

MNpouecc das3nHr TecTUpoBaHng IN PROGRESS

IN PROGRESS

rloecc ynpaejieHUda ya3sBuMoCTaAMUA

APPROVED

PykoBoacTBO no paspaboTke 6e3onacHOro NporpaMmmMHoro
obecnevyeHus

APPROVED

Floecc cTaTun4vyeckoro adaamsa Kkoga

APPROVED

Floecc AnHaMunyeckKkoro aHaamsa Kkoga

APPROVED

Mpouecc ncnonb3oBaHUA CTOPOHHUX BUGANOTEK




SDL. Jliogn n ponu

Security 4eMnMoHbI

MeHep>xepbl NPOAYKTOB

KomaHpa ceptndunkauun

QA (KoHTpoOnb KavecTBa)

OTtpen 6e3onacHOCTU NPOAYKTOB



OTtpen 6e3onacHocTu NO 10

. Tpe6oBaHus no 6e3onacHocTn
Vulnerability Response & i . Security Risk Assessments . Mopenu Yyrpos Ha OCHOBaHUM

cueHapues

. Crparterus muTurauuii puckoB

. NMpoBepka 3aKkpbITUS pUCKOB

. ®da33uHr U TeCTUPOBaHMeE Ha

- - MPOHUKHOBEHWE
Pentest === prOdUCt b Security Requirements Whack-A-Mole P
Security Elimination *  ABTOMaTM3aLMsi TECTUPOBAHMS
Tpe6oBaHuiA
Testing Analysis, . AsTomaTtusauus passuHra

Design

Develapmient Attack Surface Analysis




SDL. O6yueHne

Require- Design Imple_men Verificati Release Response
ments -tation on
Developers, Leads, Architects

PMs, Leads, Architects, sr. Developers.

Developers, Leads, Architects




SDL. VULN. O6wue TpeboBaHuns

=
-tation on

Title
Up-to-date third party software

Perform static analysis

Prevent local privilege escalation

Mitigate network vulnerabilities (incl OWASP's Top 10)
Mitigate risks of sensitive data disclosure

SDL

Basic security requirements

Secure communication with KL infrastructure

12



SDL. MopgennposaHue yrpo3s

Require- Implemen Verificati
. Release Response
ments -tation on

MeToponorus: Data Flow Diagram

1. STRIDE

2_ DREAD S Validate user
3. PASTA ; e ;

4. Kill Chain A o Frefile Account -
5. OWASP % Eu?oum ery ﬂ
6.

..... mixed? ,
magas efe
Products @ Load product

PexomeHpauum rypy:

KoHueHTpurpoBaTbcs Ha BaXXHbIX NPoAyKTax/Mmopynsix

OnuncbiBaTb 1 06Ccy>xaaTb UBMEHEHNS

PucoBaTtb gnarpammel, cxembl, naeanbHo — apxuTekTypy (Ha pocke, 6ymare, rae yaobHee)
3apgaBaTb BOMPOCHI «a YTO ecnn»

WpeHTnonumposatb prckn 6e3 npmBA3KM K peanusaumm

oo NS

13



SDL. MopgennposaHue yrpo3s

Require- Impleme Verificat Respons
. . Release
ments n-tation ion )

OTtpen 6e3onacHOCTU NPOAYKTOB OTBEYAET 3a OpraHM3auuio npouecca
MOAENMPOBaHNS Yrpo3

Cospanue HLA (BbicokoypoBHeBoe onucaHune apxutektypbl): Security Champion (komaHpa
pa3paboTku)

OnucaHue cueHapues, BAusowWwmx Ha 6esonacHocTtb: Security Champion (komanpa pa3spaboTkn)
Co3zpaHue mogenu: otaen 6e3onacHOCTU NPOAYKTOB

PeBblo Mopenu: apxutekTop otaena 6e3onacHOCTU NPOAYyKTOB

- N
OcHoOBHble cueHapun, Bavsiiome Ha 6e3onacHoCTb: ﬁ_- | '
1. TMpepocTaBneHue nHTepdeiica — NOBEPXHOCTb aTakun il
2. [lapcuHr paHHbIX — yaaneHHble aTakuy C BbiNOJIHEHMEM Kopa - ‘ |
3. CeTteBoe B3aumopaencTBMe — packpbiTe AaHHbIX, MepexBaT yrnpaBneHns i - )
4. N3meHeHne okpy>KeHue — okanbHOE NOoBbILUEHWE NPUBUNIErni - -
5. XpaHeHue paHHbIX — pacKpbiTVE AaHHbIX ®

14



SDL. AHanns ncxogHoro Kkoga

ments ~tation on

LleHTpanusoBaHHbI oT4yeT no nokpbiTnio CodeReview
C6op apTedakToB U NOCTPOEHUE OTHETOB poboTamm

Commits

WITH REVIEW

60

REVIEWED
100%

I Wih revew [ VWithout review

WITHOUT REVIEW

0

|
o

"
w
w

2 p|8p|B o

1
)
-
t
ri]
n

1

n

L ER|ITR

+458 -3872

Q

+154:59

Q

+16-7

Q

+30 71

Q

+25 -6
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SDL. CtatTnueckuin aHanuns

Require-
ments

Design

NHcTpymeHTb!:

*PVS Studio
Clang

*PMD (android)
Lint (android)

CraTnuyecknini aHannsaTop [OMKEH ObiTb B
6nokupyiowem pexxume

16

Verificati
Release Response
on
ﬂ i - Micsosoft Visual Seudi ¥ Ao a x
ERE EDIT YIEW PROIECT BUILD DEBUG TEAM TOO4S TEST ANAIYZE  PVS-STUDIO WINDOW  HELP Sign in E
-0 |B-LMs P Local Windcws Detiugger = Sl Riicaze ~ 164 m s %!

maincpp @ X [

. - &l vdicmdry 1 (Glota | =% create_transiation -
@ e-2FH o & B R cur g = 'L'alT"lEj Y [ ereate sansiationn =
&2 Solution ‘ViruaDub' (10 projectsi - i { \\
% Dita (Visual Studio 2000} = = a
b %) Setup (Visusl Studio 2010) if (cur_id != BDGUS_DRIUE‘ ID && cur_id) {
b ] Sylia (Visual Studio 2010} if (!find_xlator_by idilefgur_id)) { =
fest (Visuial - briverftrTranslater *dplg

Salution Explorer B

| if (!(dpt = new Dr‘i\rerpr.’-T\'anslamP)) return 8;

create_translation V(CodeFunction

al B8 dpt-»prev = NULL; va - S'l'Ud |o
I i," s = dpt-»next = active_opens;’o

Cuselfiesterisrelvirtualc dpt->id16 = cur_id; rs

create_transiation -

start_id = (cur_id+)f& axffff;
4

100% =4 0

5 Faifs 0 Levels A 12 2 483 30 Anaheers GA OP 64 €5 <33 = § #1 4% N VirualDub.plog

Message Project File Lire: o -
8 A call of the ‘memcmp function will lead to underow of the buffer tmpbuf” test testhufferedsireamcop b | v
3 The VDPiwrnapButfer class smplements a copy constnector, bist Jacks the ‘=" test pixmaputisn 124

operator. It is dangesous 1o use such & class.

& VGGE  There iz no sense in testing the ‘dpt’ pointer against null, a5 the memory was velicmdry maincpp 7
allocated using the ‘new’ operator, The exception will be generated in the case of
memory allocation ermos

it &5 odd that the otyect which was created using ‘new’ operator is smmediately velicmdry coompremote.cop 40 v
cast to another type.

4 y535  The lphiCutput pointes was utilized befare it was verified againgt nuliptr. Check  veicmdry coompremote.cop 105 (.




SDL. 3-rd party 6ubnuotekn

ments on

[Mpouecchi:

1. E>xepHeBHasi npoBepka Ny6aNYHbIX YI3BUMOCTEN
2. MMpuopurtesauns
3. lMepepaua 6aros B NpoayKTbl U KOMMOHEHTDI

MpoayKTbl, KOMNOHEHTbI, CEPBUCHI:
YcTpaHeHune 6aros

17



18

3-rd party libraries

190+ 6ubnuoTek Ha NnopaaepXKe
2000+ 6ubnnoTek 3asBNEeHO

Require- .

CraTtucruka:
2090+ 6aros 3aBeaeHoO

1800+ 6aroB 3akpbITO

BUBJINOTEKWN C 10+ BATOB

3RD PARTY

397
331
256

400
350
300

250
200
150

Q f Mpsum
=] [ JwxAun
=} a deljsjooq
S @ uouyd
e @ aoan
=§ yoowb
o @ oness [ssuado
o B wensql
© B aAndeoled
0 [ Wy psguIm
© @ eAlydleq)
© { Anigessuinp
2 [ 1s00q
& B XP0TIMY
< [ onejs-|ssuado
9 [ ledxs
2 [ osuado
& [ badlq
Q B Usxqll
QI en
5 B Aenbl
5 B 1shw
& [ buday
3 B uossuer
S8 auz
S B clwuxar
o N qlewz

S R dzup

=
% aybs
e o
% |ssuado

o ©
'e]

100



SDL. InHamu4yeckuin aHanuns 19

Require- g Implemen
Release Response

NHcTpymeHTb!I:

i application Verifier 4.0

Ble Edt View Help

‘App|icati0n Verifier mmmpppmﬂys*amepﬂcm.mm{qmm,ddtmmm;umm,wm

. . — 4/ praperties and logs. To stop testing an application dick Ctr+D. For more detalled information see the Hely
*Driver Verifier

*Dr.Memory/compiler specific

—Applications Tests
=} o] Basics
¥ Exceptions
v Handles
v InputOnstput
v Locks
v Mermory
v Threadpocl
vs
i ] Compatibiicy
[ Low Resource Sirmulz
[ LuaPriv
& [ Miscellaneous
1 [ ] Prinking




SDL. InHamnyeckunin aHanus

Require- . Implemen

DLL Hijacking:

* DLL is loaded by short or invalid path

* DLL is loaded by unsafe path

* Resource is accessed by path with weak ACL
Data corruption:

* Write to external folder under priveleged user
MNpoBepka 3aronoeka ucnonHsemoro gaina:
* DLL does not support DEP

* DLL does not support ASLR

* DLL does not support isolation

* DLL does not support GS

Release Response

Mpouee:

*  Write & Execute memory detected
* Using insecure protocol detected

* Inprocess loaded unsigned module

20



SDL. Fuzzing 21

Require- : Implemen

+ [o6aBneHbl MoAynn NapcuHra ansa psp npoayKToB

* [epecobpaHbl TynueliHbl Ang c6opku ¢as3vHr TECTOB

* Web API ang nepepayn TecToB Ha TeCTMpPOBaHNE

* Hoebii Web ans koHTpons ctaTtycoB pasnHr-tecTos

* ABTOMaTUuUeckmin 3anyck HoBoro ¢pasuHr-tecTta Ha pepme

Fuzzing with AFL




SDL. Fuzzing

AlL runni

All builds

/s Fuzzing statistics

Require-

ments

26 Finished

13 Finished
13 Finished
|* Finished
|* Finished
|* Finished
|* Finished
|* Finished
|* Finished
|* Finished
|* Finished
|* Finished
|* Finished
|* Finished
|* Finished

|* Finished

Implemen
-tation

Design

W KSVLA
> KSVLA 6/28/2019 12835 PM
W KSVLA _6/28/2019 25916 PM
viis_client HostInfo
viis_client_|nfrastructureitem
viis_client Infrastructureitems

ient_|nfrastructur

viis_client [nve

viis_client_In

viis_client ra
viis_client_ViisAccountinfo
viis_client ViisApilnfo

viis_client ViisBoardRecord

viis_client ViisGeneratedCertificatelnfo

viis_client Viis

viis. client ViisServicelnfo

K5V LA

K5V LA

K5V LA

K5V LA

K5V LA

KSV LA

K5V LA

K5V LA

K5V LA

K5V LA

K5V LA

K5V LA

K5V LA

K5V LA

K5V LA

K5V LA

94%

965

96%

965

97%

87%

87%

91%

965

91%

905%

97%

Response

(X}

(X}

(X}

w

(X}

22



SDL. My6nuyHbie ys3BMMocTH 23

Require- Desi Implemen Verificati
esign . Release
ments -tation on

Hayano — Moaaspska — OT4ET NO YASEMMOCTAM

O6paTHag cBa3b: -
t ‘= Bce npoaykThl Otuet no yaseumocTam: CoobwuTe Ham

I C61an WHpopMaLMA

Monutuka «MabopaTtopum Kacnepckoro» B OTHOWEHNN cooBILeHMA 00 YASBMMOCTAX U p
vHopmaumy 00 YASEMMOCTAX

Vu I nera b“itV@KaSDerS ky.com I OT4eTsl Med MPUSHATENEHS! MCCNSA0BITENAM B 0BN3CTH BE30NACHOCTH 33 WX BEKHYH JSATENEHOCTE N0 0BHapyHEHKIO NoTSt

YASBMMOCTER B HALLMX NPOOYKTaX, 3 TakKe 33 cooBleHA O HUX B «MabopaTopuio Kacnepckoros.

0 MouToBbIN AWMk

Q q)OpYM support.kaspersky.ru |1aCker0ne FORBUSINESS FORHACKERS HACKTIVITY COMPANY  TRYHACKERONE

U Web-®opma obpaTHoI cBA31n
Kaspersky Lab

Kaspersky Lab is the waorld's largest privately held vendor of Internet security solutions for businesses and

U Mnowapka HackerOne KASPERSKYS |  consumers.

www.kaspersky.com - @kaspersky - Launched on August 2nd, 2016

Policy Hacktivity Thanks Updates (0} Insights




SDL. My6nuyHbie ys3BMMocTH

Require-
ments

Design

KAs PERs KY-g Create Request | Personal Account

SOLUTIONS RENEW DOWNLOADS SUPPORT RESOURCE CENTER PARTNERS ABOU

Home — Support — Vulnerability Report

RGeS el \Vulnerability Report: Report a vulnerability

Qverview
l — Kaspersky Lab Policy on Vulnerability Reporting and Disclosure
i a vulnerability
Repoitd z Kaspersky Lab apprediates the important work of security researchers, who identify ar
l List of Advisories vulnerabilities in the products of Kaspersky Lab.

If you believe that you have discovered a security vulnerability in a Kaspersky Lab pro
To contact us, use the form below.

Please provide as much information as possible so that we understand the level and u
Kaspersky Lab will review this information and inform you of the results of the analysi
We kindly ask that you not make any vulnerability public until it is fixed by Kaspersky
Please note that Kaspersky Lab may or may not make additional disclosure of a vulnel

You can also contact us by email at Vulnersbility@kaspersky.com using the PGP key.

Was this information helpful? “

Implemen Verificati

. Release
-tation on

Vulnerability Report: List of Advisories

Kaspersky appreciates the ongoing efforts of the independent researchers that help us make our products and solutions more efficient
and better protected. Below you can find a list of disclosed vulnerabilities and researchers that reported them to us.

Advisory issued on 11th July, 2019

Advisory issued on 8th July, 2019

Advisory issued on 8th May, 2019

Advisory issued on 24th December, 2018

Advisory issued on 15th July, 2018

Advisory issued on 12th April, 2018

24



SDL. My6nnyHble ya3sumocTn 25

Require- Implemen Verificati

ments -tation on Release

Kaspersky Lab

Kaspersky Lab is the world's largest privately held vendor of Internet security solutions for businesses and

KASPERSKY! CONSUMETS, .BugBounty I'IpOFpaMMa
www kaspersky.com - @kaspersky - Launched on August 2nd, b4 I-In aT¢ (o) p Ma H ac kero ne

Policy Hacktivity Thanks Updates (0) Insights .ﬂo $100 000 BOSHarpa)l(neHme

Polic Total Submissions i
y Satabmbnissians Founty Time
Kaspersky Lab is running its public Bug Bounty Program from August 1, 2016. All researcher

participate. Open R_epqrt_s

In accordance with our Global Transparency initiative 7, we have updated our Bug Bounty | a s 2
program is epen to individuals who comply with the following criteria: (1) are over the age ¢ A\lerﬂge ReSO|Utl0n Tlme 4 mont hS
time of entry; (2) employees of Kaspersky Lab, their subsidiaries, and their immediate familie CiosedReports

participate in the program.

How to Participate: Reports Rewarded

Total Bounties $50,950

Eligible participants may enter by submitting a report as detailed in the requirements below
Bug Bounty Program at Hackerone,

Reports Resolved
Scope products: e S

= Kaspersky Internet Security 2019 Beta (https://forum. kaspersky.com/indexphp?/topic/395
kiskav-2019-official-released-kis-19001088-merged ™} Hﬂ ':ke rs ThankEd

« Kaspersky Endpoint Security 11 (https://www.kaspersky.com/small-to-medium-business- ) _
security/downloads/endpoint P#). v
Flatform: Desktop Windows version 8.1+ operating system, with the latest updates installed

™ chszhil
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ments ~tation on

Description

Kaspersky Lab has fixed a security issue CVE-2019-8285 in its products that could potentially allow third-parties to remotely execute
arbitrary code on a user's PC with system privileges. The security fix was deployed to Kaspersky Lab customers on 4th April, 2019
through a product update.

This issue was classified as heap-based buffer overflow vulnerability. Memory corruption during 1S file scan could lead to execution of
arbitrary code on a user machine.
CWV55v3 Score: 8.0 o

CVSS:3.0/AV:N/AC:H/PRIULR/S:C/CH/LH/AH 1 Remote code execution #
List of affected products Stste  ® Resolved (Closed)
Kaspersky Lab products with antivirus databases. Reported To  Kaspersky

Asset - Add
Fixed Versions

References  Edit
Kaspersky Lab products with antivirus databases rele

Heap Qverflow
Edit

Weakness
Acknowledgments

We would like to thank researchers from the Imagin i



FOCT no 6e3onacHoii paspaboTke

DPENEPANBHOE ATEHTCTBO

NO TEXHWYECKOMY PEMYNHUPOBAHWID W METPONOIMK

HALMOHANBLHLIRA rCTP
c
POCCHACKO 56939—
GEOEPALMWM 2016

3awmTa nHcpopmauum

PA3PABOTKA BE3OMNACHOIO
NMPOrPAMMHOIO OBECINEYEHWA

O6wmwne TpeboBaHUA

Hapanue ouuransHoe

27






