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A BbiTb yBepeH, UTo ero AaHHble He ByayT AOCTYMHbI
CO CTOPOHbI KomnaHum?
3anycKaTb [10 1 npuioxKeHns no ceoemy Bbibopy?
YBoautca ns KomnaxHum 6e3 notepun cBomnx
AAHHbIX?
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MoxeT nm ¢ C
A [loepsaTb yCTPOWCTBY yAaneHHbIV 4OCTYN K
cepsucam KomnaHuun?
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PabOTHUK — A [oBepaTtb obpabaTbiBaeMbIM Ha YCTPOICTBE Cepswuchl
Bnagenel, NAHHbIM (KOHOUAEHUMANBHOCTb U LENOCTHOCTb)? KomnaHuu
YcTpoiicTea A [osepsaTb ycTpoiicTBy 06paboTKy AaHHbIX?

A 3akpbITb gocTyn K cBOEN MHDOPMaLMK B NO6OV

MOMEHT?
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- CUCTEMA, UCMO/Ib3YIOLLLAA
annapaTHbIe N MPOrpaMmmHble
cpeacrtsa Ana obecneyeHus
ogHOBpPeMeHHON 06paboTKu
MHPOPMaALLIMMN PA3HOMU
KaTeropmm CeKPeTHOCTn
rpynnowv nosb3oBarteneun bes
HapyLeHMA Npas A0CTyna.
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[Mpobnembi:

A RAID? LWndposaHue amcka (FDE)?

A Ultrabook, Tablet PC, smartphone? A uto
c rapaHTMen? CoBMecTMMmoCTb?

A YnaneHHas ayTeHTUdUKaLMA
- nnatpopmbl?
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TRUSTED

COMPUTING GROUP™
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Black Hat 2010: Christopher Tarnovsky coobuwmn, 4yto

emy yaanocb B3nomatb TPM Infineon
SLE 66 CL PC
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Stefan Ruping, Marcus Janke n Andreas Wenzel —
HOMWHaAHTbI Hemeukon npemun byayulero
3a 2012 rop,
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c_ © e e Integrity Guard

KoHTpmepa

SawuweHHas

HesawuwexHas

HenposepeHxHas,
HeussecTtHas
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A MonHoe wudposaHume B umne (Full On-
Chip Encryption)

A TonHbIi KOHTPO/Ib LE/IOCTHOCTU
(Comprehensive Error Detection)
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DEUTSCHER ZUKUNFTSPREIS

Preis des Bundesprdsidenten
fiir Technik und Innovation
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ANaHHble Bnagenbua

Yctpoinctea — 10,
_ KopnopatusHas
y 3/1EKTPOHHAA NoYTa
: CTOpOHHME

_ NPUNOXKEHUA,
; * couManbHble CeTH,

S e S OSTET 1 ° mynsthmeaa

¢ —= 7 - 3a A9 3alWMTbl Ha YCTPOMCTBE
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o HeaBTOPM30BaAHHOIO A0CTyNa < <
A NWuHbIX AaHHbIX OT HeaBTOPM30BaHHOIO
A0CTyna BnagenbueB MHGopMaLUM
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AnnapaTtHbIn BcTpoeHHoro MO
YPOBEHb
Kernel
oy and Memory Initialization Code
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MH¢0pN§hMOHHuﬁ
YPOBEHb
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YpoBeHb
NPUNOXKEHUM

Information
AppHCation «— Context -\

Context -\ o
.

\ntormation
Application Context - 2

Context - 2w,

CeTeBoli onepaTop

Bnageney, y.CTp0|71CTBa Bnagenbupl MHGOpMmaLmnm

Mpoun3BoauTenb YyCTPONCTBA
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Secure Boot Scope

iy BIOS
Scope of Boot Guard L _________________

CMO 3/1BUC+, pa3paboTaHHOE B COOTBETCTBUM C TPEOOBAHUAMM PErYNATOPOB,

npegHasHavyeHo ANA:

A poBepeHHOI HauaNbHOM 3arpy3KM KOMMbBIOTEPA C KOHTPOIEM LLESIOCTHOCTM
ero KoHopurypaumu, BIOS, HauanbHoro cektopa aucka, CMNoO 3/1BUC+ n
KPUTUYHbIX dannos u HacTpoek OC;

A obecneyeHuns KOHOUAEHLMANBHOCTU XPAHUMbIX AAHHBIX NPU yTEPE UK
KpaXe KoMNboTepa 3a cYeT WndpOoBaAHUA KECTKOTo ANCKA aITOPUTMaMM,

I COOTBETCTBYIOLWMMM POCCUICKOMY 3aKOHOAATE/IbCTBY.
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YpOBHMU
OC, npunoxeHnii u
nuoopmauum (10,)

YpoBeHb
BCcTpoeHHoro MO

AnnapaTHbIn
YpPOBEHb

lnitialization
Code

st

Security Module
--________-

Periphera|s

]
=¥ Bootloader
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o= Windows 8 |
Tablet Phone elvis.ru
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A B TCG BxoZAT NpaKTUYECKU BCe BeayLLme
KOMMNbOTEPHbIE GUPMBbI;

A CneunduKaLMM OTKPBITbI, U3YYAIOTCA YYEHBIMMI U
XaKepamum;

A Yunbl TPM npoun3BoaaTcs B pasHbIX CTPAHAX;

A PenyTauusa BeayLux NPOU3BOAUTENEN «KENE3a» U
MO, ncnonb3ytowmx TPM;

A TexHonorvs ABNAETCA CEroAHA eANHCTBEHHbIM
NPaKTUYECKNM MeTogom obecrnevyeHnsa foBepUs K
MOOUNbHbIM YCTPOUCTBAM.
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