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BelllkoB? A 3TO KTO?

HbiHe coTpyaHuk MS otBevatowmn 3a Vb
nporpamMmmel B cTpaHax CHI

KoHcynbTaHT B 06nactu Tenekoma u
KPYMHbIX MHPPACTPYKTYP

Cneumnanuct B obnactn UNIX n Windows

B npolunom nponaraHaucT oneHcopca




Kaxxabin mecsL, y»xachb!!

CTpax
Tak 3apasnTterneH



OTKyna JaHHbIE O 3rMoBpenax?

« 600 000 000 ceHcopoB aHTUBUpYca Microsoft

« 300 000 000 ceHcopoB cobuparoLnx obpasubl
BpeaoHocHoro MO n3 noutbl Outlook.com

* lMouckoBble poboTkl Bing

« SmartScreen B Windows 8 cobupaeT xaLu

dannoB ckauMBaemMbIX U 3anyckaemMbix cpannon

http://www.microsoft.com/security/sir



http://www.microsoft.com/security/sir/

Win32/Alureon

Win32/Alureon Miscellaneous Trojans
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[lpegnaraet noctaBuUTb
KOAEKU anga npourpbiBaHnUS
BMAEO.

KTO0 e oTka)ketca?
BecnnaTtHo!

BbizbiBaeT BSOD npu
obHoBneHun OC



Win32/Zwanqi

Win32/Zwangi Misc. Potentially Unwanted Software 542,011 859,801

Screen Saver Properties

Merry Xmas Holidays

Jookz.com - Jookz.com

ke Sound

Whakch beautiful snowf Fall F in thie world with this

free Christmas s ko start off the

e authorzl,

irate Edition

[1pepnaraet
becnnaTHbIN
CKpUHCeUBeEP.

YcTaHasnmBaeTcs C
paspeLleHnsd
rnornb3oBaTeny.



Win32/Conficker - Kido

Win32/Conficker Worms 1,496,877 1,663,349

Yearly Conficker Population

NcnonbayeTt ans pacnpocTtpaHeHns 3 yassmumoctn B Windows. B nuke anugemmn
aoxoawusn Ao 6,5 MIH 3apaXXeHHbIX XOCTOB.

O6HoBNEHNE YCTPaHSAOLEE YA3BMMOCTb BbiMyLLEHO 3a 3 Mecsaua 4o anunaemun!
bonee 90% knNneHToB 06HOBUNOCH B TEYEHUM NEPBON HEAENWU. 3apaXkeHbl Te,
KTO HE YCTaHOBUNM OOHOBEHME B TEYEHUMN TPEX NET.



TexHonornyeckaa npobrnema?

9 n3 10 wmpoko
pacrnpocTpaHeHHbIX
3rIOHaMepPEeHHbIX NPUNOXEeHUN
yCTaHaBNIMBAKOTCA B CUCTEMY C
cornacuvda nonb3oBartens!



nn He TexHonorndyeckasa?

[To aaHHbIM AVG Technologies 3apaxeHue
yepes coumarnbHY NHXEHEPUN
nponcxoauT B 4 pasa 4alle 4em C
nomoLlbto yassumocten B OC un
NPUNOXeHUAX noboro nponssoanTens.



http://www.virusbtn.com/conference/vb2010/abstracts/Hughes.xml
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SmartScreen 6nokupyeT 99,9%
N3BECTHbIX 3MTOBPEOOR

Both Figure 1 and Figure 2 illustrate this challenge.

Internet Explorer
10

Chrome 25/26

Safari 5

Firefox 19

Opera 12 .B7%

0% 10%% 20% 30% 40% 50% 60% 70% 80% 90% 100%
B Block rate

Figure 1 - Overall Malware Block Rate By Browser (Higher Values Are Better).




MeToabl pacnpocTpaHeHns 3NoBPEAOB
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Microsoft Security Intelligence Report Bbinyck 11
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ATtakn Drive-By Download

1. Monb3oBaTenb ¢ ysa3BumMon 2. IFrame ceKkpeTHO 3. CtpaHuua 4. Ecnu akcnnout
cucTteMon noceljaet 3arpyxaet nepeHanpaBnsiet cpaboTtan,
CTpaHUUy C HEBUAUMbIM APYrylo CTpaHuLy Ha Apyryto cKaumBaeTcs

IFrame CTpaHULY C 3KCNJIOUTOM 3noBpea u
3apaxaeT XepTBy

Monb3oBaTtenb B3nomaHHbIN MepeHanpaBneHune CepBep c akcnnoutom CepBep ¢ BpeQoOHOCOM
WU 3rI0OHaMepeHbIN CanT




YTO cenyac BbIroaHO aTakoBaTb ?

5 NPoOAYKTOB C MHOXECTBEHHLIMU YA3BMMOCTAMU HE
OOHOBIEeHHbIX Ha nonb3oBaTtenbckux NK n Hanbonee yacTo
aTakyeMbIX 3110YMbILLNEHHNKAMMN

* Oracle Java

« Adobe Flash Player

* Apple QuickTime

* Apple iTunes

« Winamp

« Adobe Shockwave Player

23% nonb3oBaTenien noceLwarT MHTEPHET C yCTapeBLUNX
bpay3epos. 14.5% mncnonb3yloT NpeabiayLLyo BEPCULo,

8.5% oTCcTaloT Ha HECKOMNbKO BEPCUN .
Kaspersky IT Threat Evolution Q3 2012



http://www.securelist.com/en/analysis/204792250/IT_Threat_Evolution_Q3_2012

Zero day?




Zero day ya3BumMocTu - dpetuill b
NHOYCTPUN?

PacnpeneneHne aKkcnionToB
ncnosib3yemMblx B 3riospegHom MO 1MM11

He Zero-Day
9KCMoUTHI
99.88%

Zero-Day
3KCMNNOUTBI
0.12%

Microsoft Security Intelligence Report Bbinyck 11
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KT0 nroont ooHoBNeHna?

JocTtynHo oOHOBNeHue

KpyTo! Ewe
oonbLie
oecnnaTtHoro!

HeT! Tonbko He
cHoBa!




Kak nena c obHoBneHnamy B Mmupe?

Microsoft Microsoft Adobe Reader Oracle Java Adobe Flash
CraTyc Windows Word Player
oOHoOBNeHunA
Oe3onacHocTH

Het
nocregHero
obHoOBNEeHUd

HeT nocnegHunx 16%

Tpex
OOHOBNEHUN

CtaTtuctmnka no coctoaHunto Ha okTsbpb 2011. MNMocnegHee obHoeneHne gapa Windows BbiMyLLEHO
3a 9 mecsaueB Oo gatbl cbopa ctatuctuku, obHoBneHne ans Word BbinyLeHo 3a rog 4o 3Toro.

Microsoft Security Intelligence Report Bbinyck 13



http://download.microsoft.com/download/C/1/F/C1F6A2B2-F45F-45F7-B788-32D2CCA48D29/Microsoft_Security_Intelligence_Report_Volume_13_English.pdf
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YnpolieHne obHoneHnn SUVP

» Security Update Validation Program
» becnnartHo

» MoxHO nony4vyaTb OOHOBNEHUA ONA NPOAYKTOB
Microsoft 3a mecsy 4o Ux oduLmanbHOro Bbinycka.
OTO NO3BOSISIET TECTUPOBATL UX TLUATENbBbHEE Nepean
pa3BeEpPTLIBAHMEM UX Yy CeDSA B MHPACTPYKTYpE.

» BkntoyeHne B nporpammy rno npurialeHnsm.
Heobxoanmo noanucaTtb cornallieHne o
HepasrnaweHun



Kak 3ailupiatsca?

PaboTta B cucteme ¢ npaBamm o6bIMHOIO NOMb30BaTENS
npeaoTBpaLlaeT aTaku Ha:

75% - KpuTnyecknx yassmmocten Windows 7

100% - yassmmocTtein Microsoft Office onybrnnkoBaHHbIX B
2010 .

100% - yassBumocTen Internet Explorer onybnmkoBaHHbLIX 3a
2010 .

64% BCex ysa3BmMmMocTen B npoayktax Microsoft
onybnukoBaHHbIX B 2010 .

ccnepnosaHue BeyondTrust 3a 2010 r



http://www.net-security.org/secworld.php?id=10886
http://www.net-security.org/secworld.php?id=10886
http://www.net-security.org/secworld.php?id=10886
http://www.net-security.org/secworld.php?id=10886
http://www.net-security.org/secworld.php?id=10886

EMET 6noknpyet 89% akcnnonTon

200
180
160
140
120
100
80
60
40
20

181

21

- :
| I
Windows XP SP3 Windows XP SP3 + EMET Windows 7 RTM

[na tectnposaHna EMET ucnonb3oBanuck 184 Hamnboree nonynsipHbIX aKCronTa



bopbba ¢ boTHETAMN



3roToBneHne 60THeTOR

BoTHET KOMNNEeKTbI B Npogaxe:
« Zbot (Zeus)

* Spyeye

* Mariposa

» Black Energy

« ButterFly

* Reptile

« Zombiem

* Ice-X

Information Builder

Config and loader building | ue H a H a Ko M n n e KT Ba p b M pyeTCH OT

Source config file:

[ 10000% po 5%.
[ oon |
CnpaBurtca gaxe pebeHoK!

| Loading succeeded!

Loading config from file 'C:\zbot\config.txt'...
| Loading succeeded!

lBuilding baot file. ..

botnet=-- default --
timer_config=3600000ms, 60030ms
| timer_logs=60000ms, 60000ms
timer_stats=1200000ms, 60000ms
url_config=http:{flocalhost/test3fbot cfg.bin
url_compip=http:}/localhost test3/bot/ip.php
encryption_key=0K

Build succeeded!




daN>30ID

Linux n Android boTHeTH!

PsybOt
100.000 ADSL 3apaxeHHbIx MmapupyTtmndatopoB Netcomm NBS5.

3apaxaet npowunskn OpenWRT n DD-WRT.
[Monbupaet naponu SSH, FTP, telnet
AtakyeTt phpMyAdmin n MySQL.

Chuck Norris - AHanorndyeH PsyBOt + atakyet TB npuctaBku

BoTHeTbl Ha Android ot 40 go 150000
http://sl.securityweek.com/report-reveals-emerging-trend-
android-botnet-infections
http://www.xakep.ru/post/58265/default.asp



http://www.symantec.com/security_response/writeup.jsp?docid=2009-032400-0103-99
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TunoBag cTpykTypa boTHeTa

Command & Control




OBbHapy»KeHNe akTUBHOCTN DOTHETOR

IP anpeca y3noB
Cnam coobLieHum oTNpaBuUTENEN

R

Rustock

Rustock _
Cutwall

Con e




[ToBeneHne boTHETA NPY pacchIrike criama

Lethic

To: useri@example.com
To: user2@example.com
To: user3@example.com
To: userd@example.com
To: userS@example.com
To: user6@example.com

hod - ‘
J

Mail server
bifurcates message

Rustock

To: user1@example.com

Q

Mail server
bifurcates message

J

G
user1@example.com

v °

\d

J user2@example.com

user3@example.com

a

userd@example.com

A

1

userS@example.com

user@example.com

€2

user1@example.com

Lethic kpanHe
arpeccuBHO pacchbinaeT
cnam c manoro
konuyecTtBa |IP agpecos.

Rustock ucnonb3yet
MHoro [P agpecoB u wnet
C Ka)kaoro noHeMHOory.

3a cyeT 3TOrO
oOHapyXutb Rustock
CIOXHee.



MexaHn3me! ynpaeneHus C&C y3namm

P2P_
2,3% T

HTTP_—
29,1%



BapnaHTtb!l yHn4YTOXEHNS BOTHETA

» CynebHbin uck n 3axeat C&C ysnos
* DD0S Ha C&C yanbl

 XXanobbl npoBanaepy

« 3axBaT DNS nmeH

* bnoknpoBaHue IP agpecos

* ApecT BnagenbLa boTHeTa



OnepaLpnsg b49

3axBaT boTHeTa Waledac



CtpykTypa 6oTHeTa Waledac

Bot Herder

<

Fast Flux Main Command & Control Fast Flux

DNS Server I I DNS Server

s Commands
mmmp Web Traffic
5 2 ; mmmp Repeater Traffic
Middle Tier (TSL) e
Controller s Fast Flux DNS

/ \\ oo SPAM Traffic
NN - &
/ Repeater Repeater \
: q \ilarn Messy : g
Spammer ‘ Uninfected Host




277 DNS mmeH Waledac

newyearcardcompany.com e

® ® ®© 0 o 0 ° 0 0 o 0o 0o 0 0 o

bestchristmascard.com
bestmirabella.com
bestyearcard.com
blackchristmascard.com
cardnewyear.com
cheapdecember.com
christmaslightsnow.com
decemberchristmas.com
directchristmasgift.com
eternalgreetingcard.com
freechristmassite.com
freechristmasworld.com
freedecember.com
funnychristmasguide.com
greatmirabellasite.com
greetingcardcalendar.com
greetingcardgarb.com
greetingguide.com
greetingsupersite.com
holidayxmas.com
topgreetingsite.com
whitewhitechristmas.com
worldgreetingcard.com
yourchristmaslights.com
yourdecember.com
yourmirabelladirect.com

. IO I I INK BN I BN BN I BN I BN BN BE BE X B BN BE BN BX BN BE B BN

newyearcardfree.com
newyearcardonline.com
newyearcardservice.com
smartcardgreeting.com
superchristmasday.com
superchristmaslights.com
superyearcard.com
themirabelladirect.com
themirabellaguide.com
themirabellahome.com
yourregards.com
youryearcard.com
bestbarack.com
greatobamaguide.com
greatobamaonline.com
jobarack.com
superobamadirect.com
superobamaonline.com
thebaracksite.com
topwale.com
waledirekt.com
waleonline.com
waleprojekt.com
goodnewsdigital.com
goodnewsreview.com

® ®® ®°® 9 9 9 ° O O O O O O 0 00

linkworldnews.com
reportradio.com
spacemynews.com
wapcitynews.com
worldnewsdot.com
worldnewseye.com
worldtracknews.com
bestgoodnews.com
adorelyric.com
adorepoem.com
adoresongs.com
bestbaracksite.com
bestobamadirect.com
expowale.com
bestadore.com
bestlovelong.com
funloveonline.com
youradore.com
yourgreatlove.com
orldlovelife.com
romanticsloving.com
adoresong.com
bestlovehelp.com
chatloveonline.com
cherishletter.com
cherishpoems.com

® ®© o 9 9 9 25 o 5 0 o

lovecentralonline.com
lovelifeportal.com
whocherish.com
worldlovelife.com
worshiplove.com
yourteamdoc.com
yourdatabank.com
alldatanow.com
alldataworld.com
cantlosedata.com
justchristmasgift.com
lifegreetingcard.com
livechristmascard.com



Y3nbl MapLupyTtusatopbl Waledac

Waledac Infected
“Repeater” Node

Waledac Peer List
10.0.0.2;10.0.0.b;10.0.
0.c;10.0.0.d;10.0.0.e;1
0.0.0.7;10.0.0.g:10.0.0

he10.0.0.5; 10.0.0,):10.
0.0,k 10,0,0.1:10.0.0.m
;10.0.0.n;10.0.0.0;10.
0.0up; 10.0.0.9;10.0.0.r

;1000005 10.0.0.t

Waledac Infected
Victim

Waledac Infected
“Repeater” Node

Waledac Peer List
192.168.x.5;192.168.w.b
192.168.x.c;192.168.x.d;
52.168.x.6;192. 168 x.1;
92.168.x.¢;192.168.x.h;
192,168 x.i:192.168.x.j;
192.168.0.k;192.168.1.1;
192,168 x,m;192.168.x.n;
192.168.%.0;192.168.x.p;
192.168.%.0;192.168.x.r;
192, 168.%.5:192.168.5.1

NAT Router/
Firewall




P2P obmeH BHYTpr Waledac ¢ nomottsto fast flux DNS

Wi
“Repeater” Node

NAT Router/
Firewall

Register to DNS

Waledac Infected
"Repeater” Node




pokcmpoBaHue Tpadhdumka Waledac

Waledac Infected
“Repeater” Node
S "

Waledac Upper Command
and ControlServer

(

X

\ NAT Router/

Firewall

Waledac Infected
Victim
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YBeOoMreHue o peLleHnn cyna
www.noticeofpleadings.com

Date of First Publication: February 24, 2010

UMITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

MICROSOFT CORPORATION,
a Washington corporation,

CIVIL ACTION NO. 1:10 CV 156 (LMB/IFA)

Plaintiff,
V5.

JOHN DOES 1-27, CONTROLLING
A COMPUTER BOTNET THEREBY
INJURING MICROSOFT AND ITS
CUSTOMERS,

Defendants.

NOTICE AND SERVICE IN ENGLISH NOTICE AND SERVICE IN CHINESE

Plaintiff Microsoft has sued defendants John Does 1
-27 associated with the Internet domains listed
below. Microsoft alleges that Defendants have
violated Federal and state law by operating a
computer botnet through 276 internet domains,
causing unlawful intrusion and dissemination of
unsolicited bulk email to the injury of Microsoft.
Microsoft seeks a preliminary injunction directing
Verisign to take all steps necessary to lock these
domains at the registry level and remove them from
the zone file to ensure that changes to the
domains cannot be made absent a court order and
that all such domains be held in escrow by Verisign
pending resolution of the dispute. Microsoft seeks a
permanent injunction and damages. Full copies of
the pleading documents are available at

http rw.noticeofpleadings.com.

NOTICE TO DEFENDANT: READ THESE PAPERS



OTtparneHune Waledac

0.0.0,510.0.0,§;1
100

O.r

Waledac Infected
"Repeater” Node

\’ Waledac Infected

"Repeater” Node

NAT Router/

Waledac Infected
Victim Microsoft Sinkhole




AkTnBHble IP anpeca botHeTa Waledac

[ - -

\
Legend of World Map

Data column: Infection rate

[] 0.001-008
[7] 0.08-025

[ 025-1
W5

Il 5- 10000

[ Mo Date ) 2-v kBaptan 2010 .




AKTUBHbIE IP anpeca 60THeTa Waledac

Legend of World_Map

Data column: Infection rate

[] 0.001-008
[] 0.08-0.25

I 0.25-1
B-s

B ;- 10000
[ ] No Data ) AuBapb 2011 .




AHanutnka n yrpossl B OTIS

Online Threat Information Sharing
BecnnatHo

Cnncok pacchbifiku o npobriemax 6e3onacHoOCTH

Y4yacTBYIOT rpynnbl paspadbotkm MS u
cneunanuctbl b

KaHan mexay cneymanuctamm Vb knneHtos
MCNONb3YHOLWMUX HaLLUX NPOAYKTbI U
cneumanuctamm b Microsoft

TpebyeT nognucaHnsa NDA



[Tocne 3axBaTa

bes komaHg ¢ C&C cepBepa 60Tbl BnagatoT B CNSIYKY.

MS He MOXeT yaanuTb 60ToB € 3apaxeHHbix K. O1o 6byaet
BMELLATENbCTBOM B YACTHYH KU3Hb.

O6pasubl 60oTOB [06aBNAKTCA B aHTUBUMPYCHbIE NpoayKTbl MS 1 apyrmx
npounssoguntenen. ObmeH obpasuamu naet Yyeped Microsoft Active Protection
Program (MAPP)

NHTepHeT npoBangepam coobLualoTcs agpeca 3apaXeHHbIX MaLlnH Yyepes
nporpammy Global Infrastructure Alliance for Internet Safety

[Tonb3oBaTensM pekoMeHAYyeTCs NCMNOoSib30BaTh:
Malicious Software Removal Tool

Microsoft Safety Scanner

Microsoft Security Essentials

[TocTeneHHO 60Tl yaanaTca aHTUBMPYCaMMN.

CRIMES
UNIT



http://windowsteamblog.com/windows/b/springboard/archive/2011/02/16/understanding-microsoft-active-protection-program-mapp.aspx
http://windowsteamblog.com/windows/b/springboard/archive/2011/02/16/understanding-microsoft-active-protection-program-mapp.aspx
http://www.microsoft.com/security/msra/default.mspx
http://www.microsoft.com/security/pc-security/malware-removal.aspx
http://www.microsoft.com/security/pc-security/malware-removal.aspx
http://www.microsoft.com/security/scanner/en-us/default.aspx
http://www.microsoft.com/security/scanner/en-us/default.aspx
http://www.microsoft.com/security/scanner/en-us/default.aspx
http://www.microsoft.com/en-us/security_essentials/default.aspx
http://www.microsoft.com/en-us/security_essentials/default.aspx

YHUYTOXEHMEe OpYyrmx OOTHETOR

Onepauumsa b49

3axBaT botHeTa Waledac

1.5 munnmnapgoB cnam coobLeHnn exxeagHeBHO. B npoLlecce nccnenoBaHus
HanaeHo NONMUNINOHA Naporen OT NOYTOBbLIX ALLIMKOB Nofnb3oBartenen u ftp
cCepBepoB.

Onepauusa b107
3axBaT 6boTtHeTa Rustock. B nuke csoen aktuBHOCTU paccohinan 80%
MnpoBoro cnama. NpumepHo 2000 cnam cooOLLEHNN B CEKYHAY.

3axeat 6oTtHeTa Coreflood
®BP npun cogenctemn Microsoft 3axsatuna 6otHeT Coreflood oTBevaroLmin
3a (puHaHcoBble npecTynneHmda Ha cymmy 100 MunnuoHoB gonnapos

Onepauuns b79

3axBaT 6oTHeTa Kelihos

CoBmecTHag onepauus Jlabopatopum Kacnepckoro n Microsoft. Kelihos
MOXHO Ha3BaTb Waledac 2.0
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Bonpochl?

http://twitter.com/abeshkov
abeshkov@microsoft.com
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IononHMTENBLHBIE pecypchl

http://blogs.technet.com/mmpc/
http://blogs.technet.com/msrc/
http://www.microsoft.com/security/sdl/
http://www.microsoft.com/security/sir/
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