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HepocTatolee 38eHO

MporpammHoe obecneyeHue Ha 0AHOM U3 A3LIKOB,
npeaycMmoTpeHHbIX cTaHgapTom M3K 61131-3

BcTpoeHHoe nporpammuoe obecnedyeHue

Henezo
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Y NCTOKOB

He Haw onbIT

The Rainbow Series is six-foot tall stack of books on
evaluating "Trusted Computer Systems" according to
the National Security Agency. The term "Rainbow
Series" comes from the fact that each book is a different
color. The main book (upon which all other expound) is
the Orange Book.

NSA/NCSC Rainbow Series — 27 KHwur.

Defense Department Rainbow Series — 10 KHwur.

Other NSA/NCSC Publications — nopaaka 18 KHur.
Bcero 56 KHur.

Haw onbiT

®CTIK Poccum:

1.

KoHuenuua 3awmtbl CpeacTB BbIMUCAIUTE/IbHOMU
TEXHUKM U aABTOMATU3IUPOBAHHbIX CUCTEM OT
HEeCaHKLMOHUPOBAHHOIO A0CTYNa K uHpopmaumu.
3awmTta OT HeCaHKUMOHUPOBAHHOro AocCTyna K
nHpopmauyun. TepmuHbl U onpeaeneHus.

CpenctBa BbIYUCAUTENIBHOM TEXHUKWU. 3awuTta oOT
HECaHKUMOHUPOBAHHOIO A0CTyna K MHpopmauum.
MNoka3aTtenu 3aWMLEHHOCTHU ot
HEeCaHKLMOHUPOBAHHOIO A0CTYNa K uHpopmaumu.
ABTOMATM3MpPOBaAHHbIE  cUCTEeMbl. 3awmra OT
HECaHKUMOHUPOBAHHOIO A0CTyna K MHpopmauum.
Knaccudpukauma astomatmsmpoBaHHbIX CUCTEM U
TpeboBaHMA No 3awmre MHPoOpMmaLun.

CpepctBa BblUMCAUTENIbHOU TEXHUKU. MexKceTeBble
3KpaHbl. 3awura OT HeCaHKLUOHUPOBAHHOrO
poctyna. MNokasaTtenu 3aLLMLLEeHHOCTH ot
HEeCaHKLMOHUPOBAHHOIO A0CTYNa K uHpopmaumu.
3awmMTa OT HeCaHKUMOHMPOBAHHOro Ao0CTyna K
nHpopmayun. Yactb 1. MporpammHoe
obecneyeHne cpeacTB 3awWuUTbl  MHPOPMaLMW.
Knaccnpumkauma no ypoBHIO KOHTPONA OTCYTCTBUA
HeAeKNapUPOBaAHHbIX BO3MOXHOCTEMN.

Bcero 6 KHur.
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He Haw onbIT

Haw onbiT

NSI' National Institute of Standards and Technology SEARCH CSRC: _ lﬂla H H bl ﬁ I'I e p M Opl Xa pa KTe pM 3yeTcﬂ

Information Technology Laboratory

. 4l ! !
Computer Security Division MHOTOBEKTOPOHOCTbIO B CTU/IE Nebeas, paKa U LLYKN.

Computer Security Resource Center

CSRC Home About CSD Projects / Research Publications News & Events

CSRC HOME = GROUPS > SMA = FISMA

FEDERAL INFORMATION SECURITY MANAGEMENT
ACT (FISMA) IMPLEMENTATION PROJECT

Protecting the Nation's Critical Information Infrastructure

QOur Vision

To promote the development of key security standards and
guidelines to suppert the implementation of and compliance

with the Federal Information Security Management Act
including:
- |

Risk Management Framework

Starting Point
FIPS 199 / SP 800,60

o

» SP 800-137 ?mm._mu";‘lmg ” ] »
SP 800.37 / SP 800.53A FAGs i FIPS 200/ SP 80053
1 - i Rogs &kﬂset:poasi!;iliﬁes ( SFl ECT ‘
uic! rt Guides ‘E;E’i "ii ORI
FAQs FAQs
Roles & Responsibilities Roles and Responsibilities
Quick Start Guides z X Quick Start Guides
Security Life Cycle
SP 80037 SP 80039 SP B00.70
o, A
FAQs FAQs
Roles & Responsibilities Roles & Responsibilities
Quick Start Guides I Quick Start Guides
« FAQs «

Roles & Responsibilities
Quick Start Guides

ELI,VIHbIﬁ 3ambliCenl He NPOCMaTPUBAETCA.
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YMmyapeHHble onbITOM

He Haw onbIT
MNATIOMAL INSTITUTE OF STANDARDS AND TECHMNOLOGY

DEVELOPMENT SCHEDULE FOR FISMA IMPLEMENTATION PROJECT PUBLICATIONS

As of May 4, 2015
Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb
2015 | 2015 | 2015 | 205 | 2015 | 2045 | 2015 | 2015 | 2015 | 2015 [ 2046 | 2016
FIPS 199 Fina
FIPS 200 Fina
SP B00-18, Rev 2 Delayed RVC RVC RVC RVC RVC RVC RVC RVC IPD RVC RVC Final
SP 800-30, Rev1 jrg Final
SP 800-37, Rev1 1¢ Fima
SP 800-39 JTF Fina
SP 800-53, Rev 4 JTF Errata Update Fina
SP 800-53A, Rev 4 JTF Errala Update Fima
SP 800-59 Fina
SP 800-80, Rev 1 Fina
SP 800-60, Rev 2 Delayed RVC RVC RVC RVC RVC RVC IPD RVC RVC Final
SP 800-137 Fina
SP 800-180 Delayed RVC RVC RVC RVC RVC 2PD RVC RVC FPD RVC RVC Final
Ongoing Authorization Guidance Fina

LEGEMND: qpp. Initial public draft; FPD: Final public draft, DEV: Development cycle: RVC: Revision cycle; ER: Errata Update; JTF: Joint Task Force Transformation Initiative

FIPS PUB 199: Standards for Securty Categorization of Federal Information and Information Systems

FIPS PUB 200: Minimum Security Requirements for Federal Information and Information Systems

SP 800-18, Revision 2: Guide for Developing Security Plans for Federal Information Sysiems and Organizations ™

SP 800-30, Revision 1: Guide for Conducting Risk Assessmenis &

SP 800-37, Revision 1: Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach
SP 800-35: Managing Information Security Risk: Organization, Mission, and Information Systems \iew ™

SP 800-53, Revision 4: Recommended Security and Privacy Controls for Federal Information Systems and Organizations ¥

SP 800-53A, Revision 4: Guide for Assessing the Security and Privacy Controls in Federal Information Systems and Organizations
SP 800-59: Guideline for ldentifying an Information System as a National Security Sysfem

SP 800-60, Revision 1: Guide for Mapping Types of Information and Information Systems to Securily Categonies

SP 800-60, Revision 2: Guide for Mapping Types of Information and Information Systems fo Security Categories '

SP 800-137: Information Security Continvous Monitoring (ISCM) for Federal information Systems and Organizations

SP B00-160: Systems Security Engineering: An Integrated Approach to Building Trustworthy Resilient Systems

2h (4%

" publication refocused to address only risk assessments.

2 publication developed as part of the Joint Task Force Transformation Initiative (DOD, ODNI, CNSS, and NIST).

™ publication being updated to be consistent with MARA Controlled Unclassified Information (CUI) types in response to Executive Order 13556,
* Publications delayed due to a change in organizational priorities.
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Haw onbiIT
®CTIK Poccuum

lMNnaHomepHaa aeATeNbHOCTb NO NOAAEPHKAHUIO XKUZHEHHOIO UMK OKYMEHTOB OTCYTCTBYET.

INOCTEXKOMHCCHA POCCHH

PYKOBO/JSALINI JOKYMEHT

BE30OMACHOCTh HHOOPMAIIHOHHBIX TEXHOJIOTHIil

KpuTepun onenkn de3onacHocTH HHGOPMALHOHHEIX TeXHOTOrHiH

Beenen B gefictene [lpukazom
Focrexkomuccnn  Poccun
or 19.06.02 r. Ne 187

2002

®EAEPAJNIbHOE ATEHTCTBO

NO TEXHUWYECKOMY PErYNIUPOBAHUIO U METPONOrMK

HAUWOHANBbHLIN FTOCTP
CTAHOAPT MCOIMSK
POCCUUCKOMN
QEQEPALUMN 15408-1—
2012

MHdopmMaunoHHas TexHonorms

METOAbI U CPEOCTBA OBECINEYEHUA
BE3OMNACHOCTMW.

KPUTEPUMN OLIEHKW BE3OINMACHOCTH
MHO®OPMALIMOHHbIX TEXHONOIMU
YacTtb 1
BBeAEHMe n o61uaﬂ Moaenb
ISO/IEC 15408-1:2009
Information technology — Security techniques — Evaluation criteria for IT

security — Part 1: Introduction and general model

(IDT)

WUapanne ocpuymansHoe

Mocksa
Crangaptundopm
2014
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He Haw onbIT

NIST, ISO/IEC, un apyrue:

FIPS — nopagka 18 KHur.

SP — nopagka 177 KHwur.

Common Criteria for Information Technology
Evaluation — 3 KHuru.

Common Methodology for Information Technology Security
Evaluation — 1 KHura.

15408 — 3 KHurum.

15446 — 1 KHura.

19791 — 1 KHwura.

Security

Haw onbiT

®CTIK Poccmn n depepanbHoe areHTCTBO MO TEXHUYECKOMY
PeryiMpoBaHuI0 U METPONOTUN:

be3onacHOCTb UHPOPMALMOHHBIX TexHonorui. Kputepum
OUEeHKM 6e30MacHOCTU MHPOPMALMUOHHBLIX TEXHONOrUA (Hy
OouYeHb cTapblit 15408) — 3 KHUrKU.

MonoBuHKa YeTbipeXxToMmHMKa no 3awmrte NMNAH ot 2008 roga — 2
KHUTWU.

DokymeHTbl no obecneyeHuto 6esonacHoct uHPopmauuu B
KAKYEBbIX CUCTEMaX MWHPOPMALMUOHHON UHPPACTPYKTYpbI
(ACN) — 7 KHur.

06 yTtBeppeHun TpeboBaHui 0 3awuTe MHPOpMALUM, He
COCTaBNAIOLWEN TOCYAAPCTBEHHYIO TaliHy, cogeprKalieiica B
rocyAapcTBeHHbIX MHGOPMALMOHHDbIX cuctemax (npukas Nel7) —
1 KHwura.

06 ytBepaeHun CoctaBa U coaepKaHUA OPraHU3aLMOHHbIX U
TEeXHUYECKUX mep no obecneyeHuto 6e3onacHocTH
NepcoHaNbHbIX AAHHbIX NPU UX 06paboTke B MHPOPMALMOHHDbIX
cucTemax NepcoHasbHbIX gaHHbIX (Mpukas Ne21) — 1 KHura.

06 ytBepaeHun TpeboBaHMIA K obecneyeHUIo 3aLUTDI
mHpopmauMm B aBTOMATU3UPOBAHHDLIX CUCTEMAX ynpaBieHUA
NPOU3BOACTBEHHBIMU U TEXHONOTMYECKMMM MpoLeccamm Ha
KPUTUYECKM BaXKHbIX O6BEKTaX, NOTeHUMANbHO OMaCHbIX
ob6beKTax, a TakKe 06beKTax, NpeAcCTaBAAIOWMX NOBbILEHHYIO
ONacHOCTb ANA XU3HU U 3[4,0POBbA NOAEN U ANA OKPYrKaloLei
npupogHoi cpeabl (npukas Ne31) — 1 KHura.

15408 — 3 KHuru.

15446 — 1 KHura.

19791 — 1 KHwura.
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NIST Special Publication 800-53

Revision 4

Security and Privacy Controls for
Federal Information Systems
and Organizations

JOINT TASK FORCE
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This puilication ks avallabie free of change from:
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Rebecca M. Blank, Acting Secretary
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Pafrick 0. Galiagher, Under Secretary of Commerce for Standards and Technology and Directfor

Haw onbiT

®CT3K Poccuu:

06 yTtBeppeHun TpeboBaHuit 0 3awuTe MHPOpMaLUM, He
COCTaBNAIOLWEN TOCYAAPCTBEHHYIO TaliHy, cogeprKallieiica B
rocygapcreeHHbIX MHGOPMALMOHHbBIX cuctemax (npukas Nel17) —
1 KHura.

06 yrBepaeHun CocTaBa MU COAEpP>KAaHUA OPraHU3ALUOHHDbIX U
TEXHUYECKUX  mep no obecneyeHuto  6e3onacHocTH
NepcoHaNbHbIX AAHHbIX NPU UX 06paboTke B MHPOPMALMOHHDbIX
CMUCTeMaXx NepCoHasbHbIX AaHHbIX (NpuKa3 N221) — 1 KHura.

06 ytBepaeHnn TpeboBaHMii K obecneyeHUIO 3aLUTDI
mHpopmaumm B aBTOMATU3MPOBAHHDLIX CUCTEMAX ynpaBAeHUA
NPOU3BOACTBEHHBIMU M TEXHONOTMYECKMMM MpoLeccamm Ha
KPUTUYECKM BaXKHbIX O6BEKTaX, NOTeHUMANbHO OMaCHbIX
obbeKTax, a TakKe 0b6beKTax, NpeAcCTaBAAIOWMUX NOBbILEHHYIO
OMacHOCTb ANA XU3HU U 3[4,0POBbA NOAEN U ANA OKPYHKaloLen
npupogHoi cpeabl (npukas Ne31) — 1 KHura.

PaKTUYEeCKM BCe TPWU [AOKYMEHTa codeprKaT
Hekyto npeambyny 3a KoTopoW cneayet
TBOpYeCckn ypesaHHaa Bepcma «APPENDIX D
SECURITY CONTROL BASELINES — SUMMARY» un3
SP 800-53. lpun 3TOM MNONHOCTbIO OMYyLLEH
«APPENDIX F SECURITY CONTROL CATALOG»
KOTOPbIN O4YeHb MNOJie3eH A1A NOHUMAHUA
APPENDIX D.
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YMmyapeHHble onbITOM

He Haw onbIT

1A-9 Service Identification and Authentication

1A-8(1) SERVICE IDENTIFICATION AND AUTHENTICATION | INFORMATION
EXCHANGE

1A-9(2) SERVICE IDENTIFICATION AND AUTHENTICATION | TRANSMISSION OF
DECISIONS

SERVICE IDENTIFICATION AND AUTHENTICATION

Control: The organization idemtifies and authenticates [Assignment: organization-defined
information svstem services] using [Assigrmment: organization-defined security safeguards].

Supplemental Guidanca: This control supports service-oriented architectures and other distributed
architectural approaches requiring the identification and authentication of information system
services. In such architectures, external services often appear dynamically. Therefore, information
systems should be able to determine in a dynamic manner, if external providers and associated
services are authentic. Safeguards implemented by organizational information systems to validate
provider and service authenticity include, for example, information or code signing, provenance
graphs, and/or electronic signatures indicating or including the sources of services.

Contrel Enhancerments:

(1) EERVICE MENTIFICATION AND AUTHENTICATION | INFORMATION EXCHANG E
The erganization ensures that service providers receive, validate, and transmit identificatien and
authentication Information.

{2) SERVICE PENTIFICATION AND AUTHENTIGATION | TRANSMISSION OF DECISIONS

The erganization ensures that identification and authentication declslons are transmitted between
[Assignment: organization-defined services] consistent with erganizational policies.

Supplemental Guidance: For distributed architectures (e.g., service-oriented architectures), the
decisions regarding the validation of identification and authentication claims may be made by
services separate from the services acting on those decisions. In such situations, it is necessary

to provide the identification and authentication decisions (as opposed to the actual identifiers
and authenticators) to the services that need to act on those decisions. Related control: SC-8.

Refersnces: Mone.

Friorty and Baseline Allocation:

PO | LOW NotSelected MOD HNot Selected HIGH Kot Selected

Haw onbIT
Mpukas Ne31:

NAD.7 - WaeHTUdUKauma n ayTeHTUPUKauma
obbekToB  pannoBOM CUCTEMDBI,  3aMyCKaembIX W
MCNONHAEMbIX Mmoaynen, 0b6beKToB  cUCTEM

ynpas/ieHna 6asamun AaHHbIX, 06BEKTOB, CO34aBaeMbixX
NPUKNAAHbIM U cneuyanbHbIM NPOrpamMmmHbIM
obecneyeHmnem, MHbIX 06bEKTOB AOCTYNA
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Haw onbiIT

Mpuka3s Ne31:

/*

CTeneHb BO3MOXHOrO yulepba:

*/

BbICOKAaA, €c/n B pe3ynbTaTe HapylleHWs OAHOro M3 CBOMCTB 6e30MacHOCTU MHPOPMaLMM BO3MONKHO
BO3HMKHOBEHWE YPEe3BblYANHON CUTYyaLUUU deaepasibHOro UIN MEKPErMOHaNbHOrO XapakTepa WUAU UHble
CyLEeCTBEHHbIE HEeraTMBHbIE NOC/NEACTBMA B COLMANbHOM, MOANTUYECKON, IKOHOMMUYECKOM, BOEHHOMN WU
MHbIX 06NaCTAX AeATeNbHOCTY;

cpeaHel, ecnn B pesynbrTaTe HapylweHWs OAHOro U3 cBOMCTB 6e30nacHOCTM MHOPMALMN BO3SMOXKHO
BO3HUKHOBEHWE YpPEe3BblYaMHOM CUTYyaLUUWN PETMOHANIbHOTO UIN  MEXMYHULMNANAbHOIO XapakTepa Wau
MHble YMepeHHble HeraTUBHbIE NOCNeACTBUA B COLMANbHOM, MOAUTUYECKOM, IKOHOMMYECKOM, BOEHHOWM
WM UHbIX 0BNacTAX AeATe/IbHOCTY;

HMU3KOM, €eCNIn B pe3y/nbTaTe HapyweHus o[HOro M3 cBOMCTB 6He3onacHOCTM MHPOPMALMKM BO3MONKHO
BO3HMKHOBEHME Ype3BblYaMHOMN CUTYaALMN MYHULIMMANbHOTO (NOKa/IbHOTO) XapaKTepa Ui BO3SMOXKHbI UHble
He3HayuTeNbHble HeraTMBHble NOCNEACTBUA B COLMAZIbHOM, MOAUTUYECKOMN, SKOHOMUYECKOMN, BOEHHOM
WMAN UNHbIX 06NacTaxX AeATENbHOCTW.

LLIkana rpagaumn He paboyas!!!

Echm peanusoBaHa npoTtuBoaBapuiiHasa 3awmta (MA3), TO BEpPOATHOCTb BO3HUKHOBEHUS YpPEe3BblYaANHOM
CUTYaLMKM NPAKTUYECKU CTPEMUTLCA K HYAIO.

Ecnm 6paTb 3KOHOMMYECKYO MAKN COLMaAbHYHO COCTaBAAIOLLYIO, TO CTeNeHb yuwepba Bceraa byaeTt cTpemmTbes K
BbICOKOMY 3HaYeHMUIO.



YMmyapeHHble onbITOM

Haw onbiIT

FOCT P 51583-2014 «3awmta nHpopmauumn. NMopaaok co3gaHma aBTOMATU3NPOBAHHbIX CUCTEM B 3aLLULLEHHOM
ncnonHeHun. Obuwme NoNoKeHUA».

Npunoxexune A
{cnpaBouHoe)

MpuMepHbIM NepeveHb ¥ CoaepXaHue HOPMaTUBHOW MH(POPMAUNK HAUMOHANbHBIX CTAHAAPTOB,
PEKOME HAYE MLIX K NPUMEHEHMIO NPU CO3AAHMK ABTOMATUIUPOBAHHLIX CUCTEM B 3aLULLEHHOM UCNONHEHUKU

PYKOBOACTEO NO MEHEAMMENTY - Sragua 1 s Mertoasl NPOeKTNPOBAHUA
pUCKa MHOPMEUMOHHOR e & DOPMUPOBEHNE TREOOBIHUN K ACH Be30N2CHOCTY NDHMEHUTENBHO
rocf;;( Gesonackoctv (VB) B cggumaunu | K pa3apaboT«e, IKCAryaraums, FOCTP
“co (B 9acTK BANAHNA Ha TReGoBaHuA YNPABNGHMIO H PAIBUTHIO WCOMIK
'S —
27005 |y TexHUIECKHM ¥ NPOTDAMMHEIM «Pa3pab og:;af::uinuwn ACs : cHeTeM, x paspaliorke, nocrasxam, | 21827
cpescTeam) ot WCNONBZ0BAHMID ¥ MOJEPHNIZLMA
NPOAYKLMK, 8 TEKXE K yeayram
KpuTepsn OLEHS# W PEXOMEHOSLMK Craams 3 [
N0 OLIEMKE ACHEKTOB BE3ONACHOCTH, - STAETACKGR BE/aimY I KaTanor cpeacTs KoHTPONR
rocr e CBAIAHHLIX X3k € UHDOPMALNOH- W ynpaanesus odecneqesnem rocrp
MGOM3K |y rexHononmmm, Tak n Cragun 4 =1 5e30NacHOCTY MHDOPMaLML- MCOM3K
019791 | ¢ NPAMEHEHWEM ¥X B ABTOMATHIK- e 3CKNIMLIA NPOeXT ODrasn3alyn Ha OCHoB2 27002
DPOAMHBIX CHCTEMAX OLEHOK W PUCKOB
Craama 5
TpeGOBEHUS K YNPABNEHHIO . «TEXHUUECKAR NPOSKT» Pykoeoncreo no paspabotke roCT P
roCT P | npoekvom ans odecnevermn NpOhHned aumTsl U 384aHNA MCOIM3K
54860 | ad@DEKTMBHOMO AOCTHXEHUR Lened e no BesonacuocTv TO 15446
npoeKTa >
= ALK RORBHTA i DYHKUMOHANBHBIE TREDOBIHUA MocTP
Nismsyn 28#CTBUN, BLNONHAEMER » Craama 7 Gesonacuoci T&%’gw?;
TOCT P | OUEHL#KOM NE# NPOBEAEHWA OLEHKM «Baoa 8 geicTenes all
HCOM3K | no FOCT P UCOMIK 15408 >
18045 C MCNONL30BaHHENM KPUTEPUEE Tpebosanus KoBepHs OCTP -
N CONZOTENLCTE OUEHKN, QIDBAENEH- " Craaua 8 K Be30NacHoCTH NCOIM3K
Hex 8 FOCT P UCOMIGK 15408 aConposcxaesme ACo 15408-1.3
YenoeHoa obozHavesne

I Ob6ozHauesne crau.qapfq Copepanue HOPMaTUSHON Mmbopuauml

¥10Z2—€851S d 100}
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YT1o penatb TO?

«MobenoHocHas apmMuA cHayana OCO3HaeT ycnoBuA nobeabl, a 3aTem WLWET OUTBbI;
NnpourpaBsLlan apMusa CHavyana cpaxaetcs, a 3atem muet nobeay» (CyHb Li3bI )

Ycnosus nobeapl
HayunTtbcs BUAETb M NPABU/IbHO MHTEPNPETUPOBATL YBUAEHHOE.
[OTOBHOCTb K Koonepauuu.
PelwweHne BonpocoB 6e30MacHOCTM Ha 3Tane pa3paboTKu cMcTtembl ynpasaeHus.
BcTpamMBaHMe B KOMMOHEHTbl CUCTEMbI YMNPaBAEHUA U UHTErPUPOBAHHYIO cpeay
pPa3paboTkn GyHKUMIN 6e30NacHOCTU peasibHOro BPpeEMEHMN.

W e

\ 4

| Padouui nuKJI

YreHune BbinonHeHue koaa 3anuce Mpouue
COCTOAHUA nporpamMmmbl COCTOSAHUA dasbl
BXonos BbIXoAoB

Bce 3aBMUCUT OT HacC

nav7ad@mail.ru, Hekntopos AHApEN
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