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Ⱦɟɧиɫ Ƚɨɪчɚɤɨɜ, 

Рɭɤɨɜɨɞиɬɟɥɶ ɝɪɭɩɩɵ ɮɪɨɞ-ɚɧɚɥиɬиɤи 

Kaspersky Fraud Prevention 

ɍяɡɜɢɦɨɫɬɢ ɩɨɜɵɲɟɧɢя ɩɪɢɜɢɥɟɝɢɣ: 
ɧɨɜɚя ɭɝɪɨɡɚ ɞɥя ɦɨɛɢɥɶɧɨɝɨ ɛɚɧɤɢɧɝɚ 



ɉɈȼɕɒȿɇɂȿ ɉɊɂȼɂɅȿȽɂɃ (PRIVILEGE ESCALATION) 



ɉɈȼɕɒȿɇɂȿ ɉɊɂȼɂɅȿȽɂɃ – PC vs MOBILE 

 



• Ɇɨɞɢɮɢɤɚɰɢɹ ɈС ɩɪɨɞɜɢɧɭɬɵɦɢ ɩɨɥɶɡɨɜɚɬɟɥɹɦɢ 

• Уɩɪɨɳɟɧɢɟ ɩɨɥɭɱɟɧɢɹ ɩɪɢɜɢɥɟɝɢɣ ɱɟɪɟɡ ɩɪɢɥɨɠɟɧɢɹ ɞɥɹ PC ɢ ɦɨɛɢɥɶɧɵɯ 

ɂɋɌɈɊɂə ȼɈɉɊɈɋȺ 

• ȼɫɬɪɨɟɧɧɵɟ ɜɨɡɦɨɠɧɨɫɬɢ 



• Adverts 

• Ransom 

ɄɌɈ ɗɄɋɉɅɍȺɌɂɊɍȿɌ? 

• SMS-ɬɪɨɹɧɵ 

• Ȼɚɧɤɟɪɵ 



ɁȺɑȿɆ ɗɄɋɉɅɍȺɌɂɊɈȼȺɌɖ? 

• Зɚɤɪɟɩɥɟɧɢɟ • ɉɪɨɬɢɜɨɞɟɣɫɬɜɢɟ 

ɦɟɯɚɧɢɡɦɚɦ ɡɚɳɢɬɵ 

• ɇɨɜɵɟ ɜɟɤɬɨɪɵ 

https://securelist.ru/analysis/obzor/28121/attack-on-zygote-a-new-twist-in-the-evolution-of-mobile-threats/ 



ɋɌȺɌɂɋɌɂɄȺ ɍəɁȼɂɆɈɋɌȿɃ ȼ ANDROID 

* http://CVEdetails.com 



Trojan-Banker.AndroidOS.Tordow.a 

https://securelist.ru/blog/issledovaniya/29343/the-banker-that-can-steal-anything/ 



Hummer / HummingBad: 

ȼ ɫɨɫɬɚɜɟ – 18 ɷɤɫɩɥɨɣɬɨɜ 

ɞɥɹ ɩɨɜɵɲɟɧɢɹ ɩɪɢɜɢɥɟɝɢɣ 

ȾɈɋɌɍɉɇɈɋɌɖ ɂɇɋɌɊɍɆȿɇɌȺɊɂə ȾɅə ȺɌȺɄ 

• https://github.com/darxmorph/root-mtk • https://github.com/android-rooting-tools 
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ȼ ɷɤɨɫɢɫɬɟɦɟ Android ɧɨɜɟɣɲɚя ɜɟɪɫɢя ɩɥɚɬɮɨɪɦɵ ɧɢɤɨɝɞɚ ɧɟ ɛɭɞɟɬ ɡɚɧɢɦɚɬɶ ɡɧɚɱɢɦɨɣ ɞɨɥɢ 

THE ROOT OF ALL EVIL / ɄɈɊȿɇɖ ȼɋȿɏ ɁɈɅ 
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Сɬɚɬɢɫɬɢɤɚ ɩɪɨɞɚɠ ɫɦɚɪɬɮɨɧɨɜ H1/2016 ɤɪɭɩɧɨɝɨ ɪɢɬɟɣɥɟɪɚ 



ȽȿɈȽɊȺɎɂə ɆɈȻɂɅɖɇɕɏ ɍȽɊɈɁ 

50% ɢɡ ɫɩɢɫɤа TOP20 

ɜɪɟɞɨɧɨɫɧɨɝɨ ɉɈ 

ɫɨɞɟɪɠаɬ 
ɢɧɫɬɪɭɦɟɧɬаɪɢɣ ɞɥя 
ɩɨɜышɟɧɢя ɩɪɢɜɢɥɟɝɢɣ 



ɊɍɌɈȼȺɅɖɓɂɄɂ 

# ȼɟɪɞɢɤɬ 

% ɚɬɚɤɨɜɚɧɧɵɯ 

ɩɨɥɶɡɨɜɚɬɟɥɟɣ* 
1 DangerousObject.Multi.Generic 80,87 

2 Trojan.AndroidOS.Iop.c 11,38 

3 Trojan.AndroidOS.Agent.gm 7,71 

4 Trojan-Ransom.AndroidOS.Fusob.h 6,59 

5 Backdoor.AndroidOS.Ztorg.a 5,79 

6 Backdoor.AndroidOS.Ztorg.c 4,84 

7 Trojan-Ransom.AndroidOS.Fusob.pac 4,41 

8 Trojan.AndroidOS.Iop.t 4,37 

9 Trojan-Dropper.AndroidOS.Gorpo.b 4,33 

10 Trojan.AndroidOS.Ztorg.a 4,30 

11 Trojan.AndroidOS.Ztorg.i 4,25 

12 Trojan.AndroidOS.Iop.ag 4,00 

13 Trojan-Dropper.AndroidOS.Triada.d 3,10 

14 Trojan-Dropper.AndroidOS.Rootnik.f 3,07 

15 Trojan.AndroidOS.Hiddad.v 3,03 



• Ɇɚɤɫɢɦɭɦ, ɱɬɨ ɢɫɩɨɥɶɡɭɸɬ ɜ ɫɚɦɨɫɬɨɹɬɟɥɶɧɨɣ ɪɚɡɪɚɛɨɬɤɟ 

ɦɨɛɢɥɶɧɨɝɨ ɛɚɧɤɚ – ɩɪɨɜɟɪɤɚ /bin/su 

• ɉɪɨɬɢɜɨɞɟɣɫɬɜɢɟ ɜɪɟɞɨɧɨɫɧɨɦɭ ɉɈ, ɢɫɩɨɥɶɡɭɸɳɟɦɭ 

ɩɨɜɵɲɟɧɢɟ ɩɪɢɜɢɥɟɝɢɣ? 

• ɉɚɬɱ-ɦɟɧɟɞɠɦɟɧɬ ɢ ɛɨɪɶɛɚ ɫ ɮɪɚɝɦɟɧɬɚɰɢɟɣ ɫɨ ɫɬɨɪɨɧɵ Google 

ɋɂɌɍȺɐɂə ɋ ɁȺɓɂɌɈɃ 



 https://github.com/n00neimp0rtant/xCon-Issues - ɫɤɨɥɶɤɨ ɡɚɩɪɨɫɨɜ 

ɩɨɫɜɹɳɟɧɨ ɫɤɪɵɬɢɸ jailbreak ɨɬ ɛɚɧɤɨɜ? 

iOS? 
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iOS - ɋɌȺɌɂɋɌɂɄȺ 

# ȼɟɪɞɢɤɬ % ɚɬɚɤɨɜɚɧɧɵɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ 

1 Trojan.IphoneOS.AceDeceiver.a 39% 

2 RemoteAdmin.IphoneOS.Tbshell.a 20% 

3 Trojan-Downloader.IphoneOS.Tiniv.a 17% 

4 Trojan-Spy.IphoneOS.WireLurker.a 5% 

5 Trojan-Spy.IphoneOS.Ssthie.b 4% 

6 Trojan-Spy.IphoneOS.WireLurker.b 3% 

7 Trojan-Spy.IphoneOS.Mekir.b 3% 

8 Trojan-Spy.IphoneOS.Mekir.c 3% 

9 AdWare.IphoneOS.Muda.a 3% 

10 Trojan-Spy.IphoneOS.Ssthie.a 2% 



ɋɩɚɫɢɛɨ ɡɚ ɜɧɢɦɚɧɢɟ 

Denis.Gorchakov@kaspersky.com 


