
ǨȒȚțȈȓȤȕȣȍ 
ȊȖȗȘȖșȣ ǰǩ 
Ȋ ȘȐȚȍȑȓȍй 



2 



3 



3PL ȖȗȍȘȈȚȖȘȣ ȕȈ ǸǾ 

4 

ǵȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȑ ȌȖșȚțȗй 

ǸȐșȒȐ 

ǴȐȚȐȋȈȞȐȧ 
ȘȐșȒȖȊ 

ǬȊțȝȜȈȒȚȖȘȕȈȧ ȈțȚȍȕȚȐȜȐȒȈȞȐȧй 

ǴȖȠȍȕȕȐȟȍșȚȊȖй 

ǹȐșȚȍȔȈ ȔȖȕȐȚȖȘȐȕȋȈ ȈȒȚȐȊȕȖșȚȐ ȗȖȓȤȏȖȊȈȚȍȓȍȑй 

ǸǾ 

Outstaff 
ǶȜȐș ǽ5 

ǪȍȌȍȕȐȍ ȚȖȊȈȘȈ Ȋ н șȐșȚȍȔȈȝ Ȑ ȒȖȘȘȍȓȧȞȐȧй 

ǭǫǨǰǹ ǸǨǸ 

ǸǾ ǴȈȋȈȏȐȕȣ 



Ǽǯ-54 Ƕ ȗȘȐȔȍȕȍȕȐȐ ǲǲǺ  

5 

ǲǺ ȗȍȘȍȌȈȍȚșȧ ȚȘȍȚȤȐȔ ȓȐȞȈȔй 

ǸȐșȒȐ 

ǴȐȚȐȋȈȞȐȧ 
ȘȐșȒȖȊ 

ǹȖȏȌȈȕȐȧ șȊȖȍȋȖ ǶǼǬ ȐȓȐ ȐșȗȖȓȤȏȖȊȈȕȐȍ ȈȜȜȐȓȐȘȖȊȈȕȕȖȋȖй 

ǷȘȐ ȊȣșȖȒȖȑ ȕȈȋȘțȏȒȍ ȔȐȒȘȖȗȘȖȞȍșșȖȘȈ Ǽǵз ȗȘȖȞȍșș 
ȠȐȜȘȖȊȈȕȐȧ ȟȍȒȖȊ ȕȍ ȉțȌȍȚ ȖșțȡȍșȚȊȓȧȍȚșȧй 

ǯȈȡȐȚȈ ȒȈȕȈȓȈ șȊȧȏȐй 

ǶǼǬ 
ǲȈșșȈ 

ǼȐșȒȈȓȤȕȣȑ 
ȕȈȒȖȗȐȚȍȓȤ ǶȗȍȘȈȚȖȘ 

ȜȐșȒȈȓȤȕȣȝ 
ȌȈȕȕȣȝ 



ǻȟȈșȚȐȍ Ȋ ȗȘȖȍȒȚȕȖȑ ȌȍȧȚȍȓȤȕȖșȚȐ 

6 

АȕȈȓȐȏ ȈȘȝȐȚȍȒȚțȘȣ 

ǹȖșȚȈȊȓȍȕȐȍ ȚȘȍȉȖȊȈȕȐȑ 

ǶȗȘȍȌȍȓȍȕȐȍ ȘȐșȒȖȊ 

КȖȕȚȘȖȓȤ ȘȍȈȓȐȏȈȞȐȐ 

ǶȗȘȍȌȍȓȍȕȐȍ ȗțȚȍȑ 
ȔȐȚȐȋȈȞȐȐ ȘȐșȒȖȊ 

3 
ȚȖȘȋȖȊȣȝ 

șȍȚȐ 

84 
ȗȘȖȍȒȚȈ 

20 
țȘȖȊȕȍȑ 

ȌȍȚȈȓȐȏȈȞȐȐ 



Checklist 

7 

ǶșțȡȍșȚȊȓȧȍȚșȧ ȓȐ 
ȖȉȘȈȉȖȚȒȈ 

ȗȍȘșȖȕȈȓȤȕȣȝ 
ȌȈȕȕȣȝ? 

ǶșțȡȍșȚȊȓȧȍȚșȧ ȓȐ 
ȖȉȘȈȉȖȚȒȈ 

ȒȖȔȔȍȘȟȍșȒȖȑ 
ȚȈȑȕȣ? 

ǶșțȡȍșȚȊȓȧȍȚșȧ ȓȐ 
ȊȏȈȐȔȖȌȍȑșȚȊȐȍ 

șȍȘȊȐșȖȊ ȗȖ 
ȏȈȡȐȡёȕȕȣȔ 
ȗȘȖȚȖȒȖȓȈȔ? 

ǰșȗȖȓȤȏțȍȚșȧ ȓȐ 
șȍȘȊȐșȕȈȧ țȟёȚȕȈȧ 

ȏȈȗȐșȤ Ȍȓȧ 
ȊȏȈȐȔȖȌȍȑșȚȊȐȧ ș 

ȊȕțȚȘȍȕȕȐȔȐ  
șȍȘȊȐșȈȔȐ 
ǲȖȔȗȈȕȐȐ? 

ǸȍȈȓȐȏȖȊȈȕȖ ȓȐ 
țȗȘȈȊȓȍȕȐȍ 

țȟёȚȕȣȔȐ ȏȈȗȐșȧȔȐ 
Ȑ Ȑȝ ȗȘȈȊȈȔȐ Ȋ 

ǹȐșȚȍȔȍ? 

ǷȘȖȊȖȌȐȚșȧ ȓȐ 
ȘȈȏȘȈȉȖȚȒȈ ǷǶ Ȋ 

ȘȈȔȒȈȝ ȊȕȍȌȘȍȕȐȧ 
ǹȐșȚȍȔȣ? 

ǶȗȐșȈȕȈ ȓȐ 
ȗȘȖȞȍȌțȘȈ 

ȖȉȕȖȊȓȍȕȐȧ 
ȗȘȖȋȘȈȔȔȕȖȋȖ Ȑ 

șȐșȚȍȔȕȖȋȖ 
ȖȉȍșȗȍȟȍȕȐȧ? 

ǸȈȏȔȍȡȈȍȚșȧ ȓȐ Ǫȍȉ-
șȍȘȊȍȘ ȗȘȐȓȖȎȍȕȐȑ 

Ȋ DMZ-șȍȚȐз ȗȘȐ 
ȕȍȖȉȝȖȌȐȔȖșȚȐ 

ȌȖșȚțȗȈ Ȓ ȕȍȔț Ȑȏ 
șȍȚȐ ǰȕȚȍȘȕȍȚ? 

ǹȍȘȊȍȘ ǹȐșȚȍȔȣ ȕȈ 
ȒȖȚȖȘȖȔ țșȚȈȕȖȊȓȍȕ 

web-șȍȘȊȍȘ 
ȊȣȗȖȓȕȧȍȚ ȚȖȓȤȒȖ 

ȖșȕȖȊȕțȦ ȜțȕȒȞȐȦ? 
гǵȍ șȖȊȔȍȡȈȍȚ ș 
ȜțȕȒȞȐȧȔȐ DNS, 
Firewall, SMTP…йд 

ǹȍȘȊȍȘ ǹǻǩǬ 
ǹȐșȚȍȔȣ 

ȘȈșȗȖȓȈȋȈȍȚșȧ ȊȖ 
ȊȕțȚȘȍȕȕȍȔ șȍȋȔȍȕȚȍ 

șȍȚȐ ȒȖȔȗȈȕȐȐ? 

ǶșțȡȍșȚȊȓȧȍȚșȧ ȓȐ 
ȘȍȋȐșȚȘȈȞȐȧ șȖȉȣȚȐȑ 

ǹȐșȚȍȔȣ Ȑ 
ȗȘȐșțȚșȚȊțȍȚ ȓȐ 

ȊȖȏȔȖȎȕȖșȚȤ 
ȗȍȘȍȌȈȟȐ șȖȉȣȚȐȑ ȊȖ 

ȊȕȍȠȕȦȦ șȐșȚȍȔț 
ȔȖȕȐȚȖȘȐȕȋȈ Ȑ 

ȒȖȘȘȍȓȧȞȐȐ  
șȖȉȣȚȐȑ? 

ǬȖșȚțȗ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȋ 
ǹȐșȚȍȔț Ȑȏ șȍȚȐ 

ǰȕȚȍȘȕȍȚ 
ȖșțȡȍșȚȊȓȧȍȚșȧ  ȗȖ 

ȏȈȡȐȡёȕȕȣȔ 
ȗȘȖȚȖȒȖȓȈȔ? 

ǶșțȡȍșȚȊȓȧȍȚșȧ ȓȐ 
ȗȖȌȒȓȦȟȍȕȐȍ Ȓ 
ǹȐșȚȍȔȍ ȟȍȘȍȏ 

ȔȖȉȐȓȤȕȣȍ 
țșȚȘȖȑșȚȊȈ гIOS, 

Android, Windows)  
șȘȍȌșȚȊȈȔȐ 

ȒȖȘȗȖȘȈȚȐȊȕȖȑ  
MDM-șȐșȚȍȔȣ?  

ǷȘȐșțȚșȚȊțȍȚ ȓȐ 
ȗȖȓȕȖȍ ȖȗȐșȈȕȐȍ 
Ȋșȍȝ ȒȖȔȗȖȕȍȕȚȖȊ 

ǹȐșȚȍȔȣ Ȑ 
ȗȖȌșȐșȚȍȔ? 

ǷȘȐșțȚșȚȊțȍȚ ȓȐ ȖȉȡȈȧ 
șȝȍȔȈкȈȘȝȐȚȍȒȚțȘȈ 

ǹȐșȚȍȔȣ ș ȗȘȐȊȧȏȒȖȑ Ȓ 
ȈȘȝȐȚȍȒȚțȘȍ 

ȒȖȘȗȖȘȈȚȐȊȕȖȑ  
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ șȍȚȐ 

ǲȖȔȗȈȕȐȐ ș  
ȖȚȖȉȘȈȎȍȕȐȍȔ șȊȧȏȍȑ 

гȖȌȕȖșȚȖȘȖȕȕȐȝкȌȊțȝșȚ
ȖȘȖȕȕȐȝ 

кȔȕȖȎȍșȚȊȍȕȕȣȝдз 

ǷȖȌ ȘȐșțȕȒȖȔ 
șȝȍȔȣкȈȘȝȐȚȍȒȚțȘȣ 

ȗȘȐșțȚșȚȊțȍȚ 
ȚȈȉȓȐȞȈ «ǷȈȘȈȔȍȚȘȣ 
ȗȖȘȚȖȊ Ȑ ȗȘȖȚȖȒȖȓȖȊ 
ȊȏȈȐȔȖȌȍȑșȚȊȐȧ»? 

ǰșȗȖȓȤȏțȦȚșȧ ȓȐ 
șȘȍȌșȚȊȈ 

ȈȊȚȖȔȈȚȐȟȍșȒȖȋȖ 
ȘȍȏȍȘȊȕȖȋȖ 

ȒȖȗȐȘȖȊȈȕȐȧ Ȑ 
ȊȖșșȚȈȕȖȊȓȍȕȐȧ 

ǹȐșȚȍȔȣ? 

ǸȍȏȍȘȊȕȖȍ 
ȒȖȗȐȘȖȊȈȕȐȍ 

ȗȘȖȐȏȊȖȌȐȚșȧ ȕȈ 
șȗȍȞȐȈȓȤȕȖ 
ȊȣȌȍȓȍȕȕȣȍ 

șȍȘȊȍȘȈ? 

ǸȍȏȍȘȊȕȣȍ ȒȖȗȐȐ 
ǹȐșȚȍȔȣ 

ȏȈȠȐȜȘȖȊȈȕȣ ȐȓȐ 
ȊȖșșȚȈȕȖȊȓȍȕȐȍ 

ȒȖȗȐȐ 
ȖșțȡȍșȚȊȓȧȍȚșȧ ȗȖ 

ȗȈȘȖȓȦ? 

ǰȔȍȍȚ ȓȐ ȊȕȍȠȕȐȑ 
ȗȖȌȘȧȌȟȐȒ гȊȕȍȠȕȐȍ 
ȗȖȓȤȏȖȊȈȚȍȓȐд ȐȓȐ 

ȍȋȖ ǹȐșȚȍȔȣ 
țȌȈȓёȕȕȣȑ ȌȖșȚțȗ Ȋ 

șȍȚȤ ǲȖȔȗȈȕȐȐ? 



8 

ǷȖșȚȘȖȍȕȐȍ ȥȠȍȓȖȕȐȘȖȊȈȕȕȖȑ 
ȏȈȡȐȚȣ ǲȖȔȗȈȕȐȐ 

ǷȖșȚȘȖȍȕȐȍ șȐșȚȍȔȣ ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ ȕȈ ȘȈȏȕȣȝ țȘȖȊȕȧȝ  

ǽ5 Retail Group 

ǻȘȖȊȍȕȤ ȗȘȐȓȖȎȍȕȐȧ 

- ȒȖȕȚȘȖȓȤ ȊȕȍȠȕȐȝ ȉȐȏȕȍș-ȗȘȐȓȖȎȍȕȐȑ 

ǻȘȖȊȍȕȤ șȖȚȘțȌȕȐȒȈ 

- ȒȖȕȚȘȖȓȤ ȒȖȕȚȍȕȚȈ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȗȖȚȖȒȖȊ  

ǻȘȖȊȍȕȤ ȊȕțȚȘȍȕȕȍȋȖ ȗȍȘȐȔȍȚȘȈ 

- ȒȖȕȚȘȖȓȤ ȗȍȘȐȔȍȚȘȈ  
- ȖȉȕȈȘțȎȍȕȐȍ ȊȚȖȘȎȍȕȐȑ  
- ȊȕțȚȘȍȕȕȧȧ șȍȋȔȍȕȚȈȞȐȧ șȍȚȐ 

- ȒȖȕȚȘȖȓȤ ȗȖȌȖȏȘȐȚȍȓȤȕȣȝ гȖȗȈșȕȣȝд ȗȖȌȒȓȦȟȍȕȐȑ NetFlow 
- ȔȖȕȐȚȖȘȐȕȋ șȖȉȣȚȐȑ Ȑ ȐȕȞȐȌȍȕȚȖȊ 
- КȖȕȚȘȖȓȤ ȗȖȌȒȓȦȟȍȕȐȑ țșȚȘȖȑșȚȊ Ȓ șȍȚȐ гNьюд  
 

ǻȘȖȊȍȕȤ ȊȕȍȠȕȍȋȖ ȗȍȘȐȔȍȚȘȈ 

- ȔȖȕȐȚȖȘȐȕȋ șȖȉȣȚȐȑ Ȑ ȐȕȞȐȌȍȕȚȖȊ 

- КȖȕȚȘȖȓȤ ȗȍȘȐȔȍȚȘȈ 
- ǶȉȕȈȘțȎȍȕȐȍ ȊȚȖȘȎȍȕȐȑ  
- КȖȕȚȘȖȓȤ ȗȖȌȒȓȦȟȍȕȐȑ țșȚȘȖȑșȚȊ Ȓ șȍȚȐ гNьюд  
- КȖȕȚȘȖȓȤ ȒȖȕȚȍȕȚȈ ȐȕȜȖȘȔȈȞȐȖȕȕȣȝ ȗȖȚȖȒȖȊ  



ǹȘȍȌȈ ȥȒșȗȓțȈȚȈȞȐȐ DLP șȐșȚȍȔȣй 

9 

EndPoint agents Network Sniffer 
mirroring 

Каналы связи сильно 
нагружены бизнесомг 

Корпоративная почта шифруетсяг 

Политика высокой открытости и 
доступностиг 

Большие объемы контролируемой и 
защищаемой информацииг 

Сложная архитектура сетиб 
территориальная распределенностьг 



Security Operation Center 
SOC X5 Retail Group ̏ пе̬̏у̀ 

о̸е̬ед̽ ̛̭пол̽̚ует̭́ дл́ 

̦̌̌л̛̌̚ ̛̭̭те̥ ̴̛к̶̛̛̭̌ 

̭о̼̍т̛̜ кл̸̀е̵̼̏ 

̴̛̦о̶̛̬̥̌о̵̦̦̼ ̛̭̭те̥ 

Ко̥п̛̛̦̌. С̛̭те̥̌ 

п̬ед̸̦̦̌̌̚е̦̌ дл́ ко̬̬ел̶̛̛́ 

̬̌̚л̸̛̦о̐о ̛̏д̌ ̭о̼̍т̛̜ ̛̚ 

̬̌̚л̸̵̛̦̼ ̛̭̭те̥ ̛ 

̌к̶е̦т̛̬о̏̌т̽ ̛̛̦̥̦̏̌е 

̭от̬уд̛̦ко̏ под̬̌̚деле̛̦̜ Иʥ  

̦̌ ̛̦̌̍олее ̵̙̦̼̏̌ ̛л̛ 

̦̌о̥̌л̵̦̼̽ ̭о̼̍т̵̛́.  С̛̭те̥̌ 

SOC полу̸̌ет ̭о̼̍т̛́ от по̸т̛ 

п́т̛̭от у̭т̬о̜̭т̏ д̏̌д̶̌т̛ д̏у̵ 

̬̌̚л̸̵̛̦̼ т̛по̏. ʦ ̭утк̛ ̛̭̭те̥̌ 

полу̸̌ет ̛ о̬̍̌̍̌т̼̏̌ет 

по̬́дк̌ т̬ё̵̭от ̛̥лл̛о̦о̏ 

̍̌̚о̵̼̏ ̭о̼̍т̛̜ 

̴̛̦о̶̛̬̥̌о̦̦о̜ ̍е̚оп̭̦̌о̭т̛. 

Дл́ ̼̏́̏ле̛̦́ ̶̛̛̦де̦то̏ 

̴̛̦о̶̛̬̥̌о̦̦о̜ ̍е̚оп̭̦̌о̭т̛ 

̛ ̦̌о̥̌л̛̜, ̬̬̌̌̍̚от̦̌о 

по̬́дк̌ т̬ё̵̭от п̛̬̌̏л 

ко̬̬ел̶̛̛́. Дл́ ̬̌̍от̼ 

̦̌̌л̛т̛ко̏ ̬̬̌̌̍̚от̦̌о ̍олее 

̭т̌ от̸ето̏ ̛ ̭е̛̥де̭́т̛ 

д̹̌̍о̬до̏.  



ǹȚȘțȒȚțȘȈ ȈȕȈȓȐȏȈ SAP Ȍȓȧ Ȟȍȓȍȑ șȖȝȘȈȕȍȕȐȧ 
ȒȖȔȔȍȘȟȍșȒȖȑ ȚȈȑȕȣ 

11 

ǳȖȋȐȘȖȊȈȕȐȍ SAP ER2 
• ȊȝȖȌкȊȣȝȖȌ ȗȖȓȤȏȖȊȈȚȍȓȧ 
• ȊȣȗȖȓȕȍȕȐȍ 

ȚȘȈȕȏȈȒȞȐȑкȖȚȟȍȚȖȊ 

ǪȣȋȘțȏȒȈ Ȑȏ SAP  
• șȖȖȚȊȍȚșȚȊȐȍ ȗȖȓȤȏȖȊȈȚȍȓȧ 

SAP ș ȗȖȓȤȏȖȊȈȚȍȓȍȔ AD 

ǳȖȋȐȘȖȊȈȕȐȍ AD 
• șȖȖȚȊȍȚșȚȊȐȍ ȐȔȍȕȐ 

ȒȖȔȗȤȦȚȍȘȈ ș 
ȗȖȓȤȏȖȊȈȚȍȓȍȔ Ȋ AD  

SIEM 

ǶȚȟȍȚ Ȗȉ 
ȐșȗȖȓȤȏȖȊȈȕȐȐ 
ȟțȎȐȝ ǻǯ SAP 

ǸȈșșȓȍȌȖȊȈȕȐȍ 

• SAP ȗȖȓȤȏȖȊȈȚȍȓȤ 
• ȊȘȍȔȧ ȌȍȑșȚȊȐȧ 

• ȐȔȧ ȒȖȔȗȤȦȚȍȘȈ 

АȕȈȓȐȏ 
ȕȍșȖȖȚȊȍȚșȚȊȐȑ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ AD Ȑ 
ȐșȗȖȓȤȏțȍȔȖȑ ǻǯ SAP 
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ǸȍȏțȓȤȚȈȚȣ ȘȈȉȖȚȣ ǻǰǩ ȏȈ 2013-2016 ȋȖȌȈ 
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ЭȒȖȕȖȔȐȟȍșȒȐȑ ȥȜȜȍȒȚ гȘțȉйд ǯȈȒȓȦȟȍȕȕȣȍ ș ȒȖȕȚȘȈȋȍȕȚȈȔȐ 
ȌȖȋȖȊȖȘȈ ȗȖ ȕȍȘȈȏȋȓȈȠȍȕȐȦ 
ȒȖȔȔȍȘȟȍșȒȖȑ ȚȈȑȕȣ Ȑ 
ȌȖȗȖȓȕȐȚȍȓȤȕȖȋȖ șȖȋȓȈȠȍȕȐȧ ȗȖ 
ȐȕȜȖȘȔȈȞȐȖȕȕȖȑ ȉȍȏȖȗȈșȕȖșȚȐ 
ȗȖȏȊȖȓȐȓȐ ȊȏȣșȒȈȚȤ ș ȒȖȕȚȘȈȋȍȕȚȖȊ 
ȠȚȘȈȜȣ ȏȈ ȕȈȘțȠȍȕȐȍ ȚȘȍȉȖȊȈȕȐȑ 
X5 Retail Group. 

ǲȖȓȐȟȍșȚȊȖ ȊȣȧȊȓȍȕȕȣȝ ȐȕȞȐȌȍȕȚȖȊ 

ǷȖ șȖșȚȖȧȕȐȦ ȕȈ 
ȈȊȋțșȚ нлмс ȋȖȌȈ 

ȊȣȧȊȓȍȕȖ смо 
ȐȕȞȐȌȍȕȚȖȊ 



ǹȚȘțȒȚțȘȈ IdM Ȑ ȍȍ ȞȍȓȐ 
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ǼȖȘȔȈȓȐȏȈȞȐȧ ȗȘȖȞȍșșȈ 
țȗȘȈȊȓȍȕȐȧ ȌȖșȚțȗȖȔ Ȑ 

șȊȧȏȈȕȕȣȝ ș ȕȐȔ 
ȗȖȌȗȘȖȞȍșșȖȊ Ȋ Аǹ 

АȊȚȖȔȈȚȐȏȈȞȐȧ 
țȗȘȈȊȓȍȕȐȧ Ȑ ȈțȌȐȚȈ 
ȎȐȏȕȍȕȕȖȋȖ ȞȐȒȓȈ ǻǯз 

ȗȘȈȊ ȌȖșȚțȗȈ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȓ Аǹ  

ǶȉȍșȗȍȟȍȕȐȍ 
ȖȌȕȖȒȘȈȚȕȖȑ 

ȈțȚȍȕȚȐȜȐȒȈȞȐȐ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȋ Аǹ 

• ǶȉșȓȍȌȖȊȈȕȐȍ 
șțȡȍșȚȊțȦȡȍȑ 
ȐȕȜȘȈșȚȘțȒȚțȘȣ Аǹз 
ȜȖȘȔȈȓȐȏȈȞȐȧ 
ȜțȕȒȞȐȖȕȈȓȤȕȣȝ 
ȚȘȍȉȖȊȈȕȐȑц 

• ǷȘȖȊȍȌȍȕȐȍ ȈțȌȐȚȈ 
ȗȘȖȞȍșșȈ țȗȘȈȊȓȍȕȐȧ 
ȌȖșȚțȗȖȔ Ȋ Аǹц 

• ǸȈȏȘȈȉȖȚȒȈ 
ȖȘȋȈȕȐȏȈȞȐȖȕȕȣȝ Ȑ 
ȚȍȝȕȐȟȍșȒȐȝ ȘȍȒȖȔȍȕȌȈȞȐȑ 
ȗȖ șȖȊȍȘȠȍȕșȚȊȖȊȈȕȐȦ 
ȗȘȖȞȍșșȈ țȗȘȈȊȓȍȕȐȧ 
ȌȖșȚțȗȖȔц 

• ǸȈȏȘȈȉȖȚȒȈ ȖȘȋȈȕȐȏȈȞȐȖȕȕȖ-
ȘȈșȗȖȘȧȌȐȚȍȓȤȕȖȑ Ȑ 
ȊȕțȚȘȍȕȕȍȑ ȕȖȘȔȈȚȐȊȕȖȑ 
ȌȖȒțȔȍȕȚȈȞȐȐз 
ȜȖȘȔȈȓȐȏțȦȡȍȑ ȗȘȖȞȍșș 
țȗȘȈȊȓȍȕȐȧ ȌȖșȚțȗȖȔ Ȑ 
șȊȧȏȈȕȕȣȝ ș ȕȐȔ 
ȗȖȌȗȘȖȞȍșșȖȊ Ȋ Аǹй 

• ǸȈȏȘȈȉȖȚȒȈ ȚȍȝȕȐȟȍșȒȖȋȖ 
ȏȈȌȈȕȐȧ ȕȈ șȖȏȌȈȕȐȍ șȐșȚȍȔȣз 
ȈȊȚȖȔȈȚȐȏȐȘțȦȡȍȑ țȗȘȈȊȓȍȕȐȍ 
Ȑ ȈțȌȐȚ ȎȐȏȕȍȕȕȣȔ ȞȐȒȓȖȔ 
țȟȍȚȕȣȝ ȏȈȗȐșȍȑ ȗȖȓȤȏȖȊȈȚȍȓȍȑ 
Ȑ ȗȘȈȊȈȔȐ ȥȚȐȝ țȟȍȚȕȣȝ 
ȏȈȗȐșȍȑ Ȋ Аǹц 

• ǸȈȏȘȈȉȖȚȒȈ ȐȕșȚȘțȒȞȐȑ Ȑ 
ȒȖȕșțȓȤȚȐȘȖȊȈȕȐȍ ǰǺ-
șȗȍȞȐȈȓȐșȚȖȊ ȗȖ ȌȖȘȈȉȖȚȒȍ Ȑ 
ȕȈșȚȘȖȑȒȍ Аǹ Ȋ ȟȈșȚȐ 
ȘȍȈȓȐȏȈȞȐȐ ȜțȕȒȞȐȖȕȈȓȈз 
ȗȖȏȊȖȓȧȦȡȍȋȖ 
ȈȊȚȖȔȈȚȐȏȐȘȖȊȈȚȤ țȗȘȈȊȓȍȕȐȍ Ȑ 
ȈțȌȐȚ ȎȐȏȕȍȕȕȖȋȖ ȞȐȒȓȈ 
țȟȍȚȕȣȝ ȏȈȗȐșȍȑ ȗȖȓȤȏȖȊȈȚȍȓȍȑ 
Ȑ ȗȘȈȊȈȔȐ ȥȚȐȝ țȟȍȚȕȣȝ 
ȏȈȗȐșȍȑ Ȋ Аǹц 

• ВȕȍȌȘȍȕȐȍ șȐșȚȍȔȣз 
ȈȊȚȖȔȈȚȐȏȐȘțȦȡȍȑ țȗȘȈȊȓȍȕȐȍ 
Ȑ ȈțȌȐȚ ȎȐȏȕȍȕȕȣȔ ȞȐȒȓȖȔ 
țȟȍȚȕȣȝ ȏȈȗȐșȍȑ ȗȖȓȤȏȖȊȈȚȍȓȍȑ 
Ȑ ȗȘȈȊȈȔȐ ȥȚȐȝ țȟȍȚȕȣȝ 
ȏȈȗȐșȍȑ Ȋ Аǹц 

• ǸȈȏȘȈȉȖȚȒȈ ȗȘȖȍȒȚȕȖȑ Ȑ 
ȥȒșȗȓțȈȚȈȞȐȖȕȕȖȑ 
ȌȖȒțȔȍȕȚȈȞȐȐй 

• ǸȈȏȘȈȉȖȚȒȈ ȚȍȝȕȐȟȍșȒȖȋȖ 
ȏȈȌȈȕȐȧ ȕȈ șȖȏȌȈȕȐȍ 
șȐșȚȍȔȣз ȖȉȍșȗȍȟȐȊȈȦȡȍȑ 
ȖȌȕȖȒȘȈȚȕțȦ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȦ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȋ Аǹц 

• ǸȈȏȘȈȉȖȚȒȈ ȐȕșȚȘțȒȞȐȑ Ȑ 
ȒȖȕșțȓȤȚȐȘȖȊȈȕȐȍ ǰǺ-
șȗȍȞȐȈȓȐșȚȖȊ ǯȈȒȈȏȟȐȒȈ ȗȖ 
ȌȖȘȈȉȖȚȒȍ Ȑ ȕȈșȚȘȖȑȒȍ Аǹ Ȋ 
ȟȈșȚȐ ȘȍȈȓȐȏȈȞȐȐ 
ȜțȕȒȞȐȖȕȈȓȈ ȖȌȕȖȒȘȈȚȕȖȑ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȐц 

• ǻșȚȈȕȖȊȒȈ Ȑ ȕȈșȚȘȖȑȒȈ 
ȔȖȌțȓȧ ȖȌȕȖȒȘȈȚȕȖȑ 
ȈțȚȍȕȚȐȜȐȒȈȞȐȐ ȕȈ 
ȈȊȚȖȔȈȚȐȏȐȘȖȊȈȕȕȣȝ 
ȘȈȉȖȟȐȝ ȔȍșȚȈȝ 
ȗȖȓȤȏȖȊȈȚȍȓȍȑ Ȑ 
ȚȍȘȔȐȕȈȓȤȕȣȝ șȍȘȊȍȘȈȝц 

• ǸȈȏȘȈȉȖȚȒȈ ȗȘȖȍȒȚȕȖȑ Ȑ 
ȥȒșȗȓțȈȚȈȞȐȖȕȕȖȑ 
ȌȖȒțȔȍȕȚȈȞȐȐй 



ǹțȡȍșȚȊțȦȡȈȧ ȈȘȝȐȚȍȒȚțȘȈ șȐșȚȍȔȣ 
ȗȘȖȚȐȊȖȌȍȑșȚȊȐȧ ȔȖȠȍȕȕȐȟȍșȚȊț 
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      ǰșȚȖȟȕȐȒȐ ȌȈȕȕȣȝх 
– ȌȈȕȕȣȍ Ȗ ȒȈșșȖȊȣȝ ȖȗȍȘȈȞȐȧȝ гȏȈȒȘȣȚȣȍ ȟȍȒȐд 
– ȔȈșȚȍȘ ȌȈȕȕȣȍ 

– ȚȘȈȕȏȈȒȞȐȐ ȗȘȖȞȍșșȐȕȋȈ ȗȘȖȋȘȈȔȔȣ ȓȖȧȓȤȕȖșȚȐ 

– ǰȕȚȍȋȘȈȞȐȧ ș ȐȕȜȖȘȔȈȞȐȖȕȕȣȔȐ șȐșȚȍȔȈȔȐ HR 
 

В ȕȈșȚȖȧȡȐȑ ȔȖȔȍȕȚ ȗȘȖȐșȝȖȌȐȚ ȘȈȏȊȐȚȐȍ șȐșȚȍȔȣ Ȋ 
ȕȈȗȘȈȊȓȍȕȐȐ 

ȐȕȚȍȋȘȈȞȐȐ ș ȐȕȜȖȘȔȈȞȐȖȕȕȣȔȐ șȐșȚȍȔȈȔȐ ȖȉȍșȗȍȟȍȕȐȧ  
ȓȖȋȐșȚȐȟȍșȒȐȝ ȖȗȍȘȈȞȐȑ Ȑ ȚȖȊȈȘȖȌȊȐȎȍȕȐȧ Ȋ ȔȈȋȈȏȐȕȈȝ 

ǹȐșȚȍȔȈ ȖȉȍșȗȍȟȐȊȈȍȚ: 

 ǹȉȖȘ Ȑ ȗȘȍȖȉȘȈȏȖȊȈȕȐȍ ȘȈȏȕȖȘȖȌȕȣȝ ȌȈȕȕȣȝ Ȑȏ ȘȈȏȓȐȟȕȣȝ șȐșȚȍȔ 
ȒȖȔȗȈȕȐȐц   

 АȕȈȓȐȚȐȟȍșȒțȦ ȖȉȘȈȉȖȚȒț șȖȉȘȈȕȕȣȝ ȌȈȕȕȣȝ Ȑ ȊȣȧȊȓȍȕȐȍ Ȋ ȕȐȝ ȜȈȒȚȖȊ 
ȔȖȠȍȕȕȐȟȍșȚȊȈ Ȑ ȍȋȖ ȗȘȐȏȕȈȒȖȊц 

 ǻȗȘȈȊȓȍȕȐȍ ȗȘȖȞȍșșȖȔ ȘȈșșȓȍȌȖȊȈȕȐȧ ȐȕȞȐȌȍȕȚȖȊ гworkflowд 
 



ǸȍȈȓȐȏȖȊȈȕȕȣȍ ȒȖȕȚȘȖȓȤȕȣȍ ȗȘȖȞȍȌțȘȣй 
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ǲȖȕȚȘȖȓȤ ȒȈșșȖȊȣȑ ȖȗȍȘȈȞȐȑ: 

• МȖȠȍȕȕȐȟȍșȚȊȖ ș ȒȈȘȚȈȔȐ ȓȖȧȓȤȕȖșȚȐ 

• ǼȐȒȚȐȊȕȣȍ ȊȖȏȊȘȈȚȣ 

• ǻȔȣȠȓȍȕȕȖȍ țȔȍȕȤȠȍȕȐȍ șțȔȔȣ ȟȍȒȈ 

ǲȖȕȚȘȖȓȤ ȉȐȏȕȍș-ȗȘȖȞȍșșȖȊ ȔȈȋȈȏȐȕȈ 

• ǹȖȏȌȈȕȐȍ ȜȐȒȚȐȊȕȣȝ ȐȏȓȐȠȒȖȊ 

• ǹȖȒȘȣȚȐȍ ȕȍȌȖșȚȈȟ 

• КȖȕȚȘȖȓȤ șȗȐșȈȕȐȑ 

ǲȖȕȚȘȖȓȤ ȚȖȊȈȘȖȌȊȐȎȍȕȐȧ 

• ǷȘȍȊȣȠȍȕȐȍ ȖȉȢȍȔȖȊ ȏȈȒȈȏȈ 

• ǷȘȖȋȕȖȏ șȗȐșȈȕȐȑ 

• МȖȕȐȚȖȘȐȕȋ Ȋșȍȑ ȞȍȗȖȟȒȐ ȌȊȐȎȍȕȐȧ ȚȖȊȈȘȈ ȖȚ ȏȈȒȈȏȈ ȌȖ ǸКǻ 

 



ǸȍȏțȓȤȚȈȚȣ ȜȖȒțșȕȖȑ ȋȘțȗȗȣ №1 
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2.53% 

3.34% 
2.57% 2.76% 2.43% 2.20% 

5.87% 

2.43% 

4.85% 

9.44% 

2.97% 

2.07% 
3.19% 

2.22% 2.89% 2.08% 2.32% 
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2.35% 
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2.00%

3.00%

4.00%

5.00%

6.00%

7.00%

8.00%

9.00%

10.00%

М̛̦̌̐̌̚ ϭ М̛̦̌̐̌̚ Ϯ М̛̦̌̐̌̚ ϯ М̛̦̌̐̌̚ 4 М̛̦̌̐̌̚ ϱ М̛̦̌̐̌̚ ϲ М̛̦̌̐̌̚ ϳ М̛̦̌̐̌̚ ϴ М̛̦̌̐̌̚ ϵ М̛̦̌̐̌̚ ϭϬ Ито̐о 

До По̭ле 

ǹȕȐȎȍȕȐȍ 
ȕȈ лзпма 



ǸȍȏțȓȤȚȈȚȣ ȜȖȒțșȕȖȑ ȋȘțȗȗȣ №н 
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3.40% 
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3.21% 
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2.94% 

2.95% 2.78% 

2.99% 3.14% 
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1.00%

2.00%

3.00%

4.00%

5.00%
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7.00%

М̛̦̌̐̌̚ ϭ М̛̦̌̐̌̚ Ϯ М̛̦̌̐̌̚ ϯ М̛̦̌̐̌̚ ϰ М̛̦̌̐̌̚ ϱ М̛̦̌̐̌̚ 6 М̛̦̌̐̌̚ ϳ М̛̦̌̐̌̚ ϴ М̛̦̌̐̌̚ ϵ М̛̦̌̐̌̚ ϭϬ Ито̐о 

До По̭ле 

ǹȕȐȎȍȕȐȍ 
ȕȈ 0,35% 



ǩȐȏȕȍș-ȊȣȋȖȌȣ: 
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 ВȣȧȊȓȍȕȐȍ ȔȖȠȍȕȕȐȟȍșȒȐȝ șȝȍȔ 

 

 ǹȖȒȘȈȡȍȕȐȍ ȗȖȚȍȘȤ ȒȖȔȗȈȕȐȐ 

 

 ВȖȏȔȖȎȕȖșȚȤ ȜȐȒșȐȘȖȊȈȚȤ ȗȖȗȣȚȒȐ șȖȊȍȘȠȍȕȐȧ 
 ȔȖȠȍȕȕȐȟȍșȚȊȈ Ȑ ȖȗȍȘȈȚȐȊȕȖ  ȘȍȈȋȐȘȖȊȈȚȤ ȕȈ ȕȐȝ; 

 

 ǷȘȍȌȖȚȊȘȈȡȍȕȐȍ ȝȐȡȍȕȐȑ Ȑ ȔȖȠȍȕȕȐȟȍșȚȊȈ ȕȈ ȥȚȈȗȈȝ Ȑȝ 
 ȗȖȌȋȖȚȖȊȒȐ гȌȖ ȚȖȋȖз ȒȈȒ ȔȖȠȍȕȕȐȟȍșȚȊȖ șȚȈȕȍȚ 
 șȊȍȘȠȐȊȠȐȔșȧ ȜȈȒȚȖȔдц 
 ȗȘȍȌȖȚȊȘȈȡȍȕȐȍ ȕȍșȈȕȒȞȐȖȕȐȘȖȊȈȕȕȣȝ ȌȍȑșȚȊȐȑ 
 șȖȚȘțȌȕȐȒȖȊ; 

 

 ǼȖȘȔȐȘȖȊȈȕȐȍ șȚȈȚȐșȚȐȟȍșȒȐȝ șȊȍȌȍȕȐȑ ȗȖ ȊșȍȔț ȖȉȢȍȔț 
ȖȗȍȘȈȞȐȑ Ȑ șȖșȚȈȊȓȍȕȐȍ ȔȖȌȍȓȍȑ ȌȍȧȚȍȓȤȕȖșȚȐ ȗȖ ȘȈȏȓȐȟȕȣȔ 
țȘȖȊȕȧȔ ȖȘȋȈȕȐȏȈȞȐȐ ȉȐȏȕȍș-ȗȘȖȞȍșșȖȊ гȚȍȘȘȐȚȖȘȐȈȓȤȕȣȔз 
ȖȘȋȈȕȐȏȈȞȐȖȕȕȣȔ Ȑ ȗȘйд Ȍȓȧ ȌȈȓȤȕȍȑȠȍȋȖ Ȑȝ ȈȕȈȓȐȏȈ Ȑ 
șȖȊȍȘȠȍȕșȚȊȖȊȈȕȐȧ. 
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