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LU n yMHble KodpeBapKu

«3axBaT YMHOMU KOPeBapKy,
KOTOpaA HAaXoAMTCA B TOU XKe
CaMOW CETU, YTO M Ball CMapPTPOH,
C KOTOPOrO Bbl COBepLUAETE
TPaH3aKUWKN, AAaET BO3SMOXKHOCTb
3/10YMbILJIEHHMKAM, NOJIb3YACH
3TOM YMHOU KOpeBapKOWN,
oTCNeanTb AaHHble CMApPTHOHa U
NnoTom cBO6OAHO NO/NIb30BATHLCA

BCEMMU YYETHbIMU AQHHBbIMUY», —
LB, 9 ceHTAbpsa 2016.
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KonnuyecTBo NnacTUKOBLIX KapT B MUpe pacTeT

4 KpynHeuwwune B MUpe NNaTexHble CUCTEMBI

C 2010 ropa kuTanckas UnionPay nMavpyeT no Konnyectsy BbiMyLWeHHbIX KapT

KonuuecTso Kapt B o6paueHum, mapa. 3,5 Um;‘n;;;/

Buipyuka B 2013 roay, $ mnpa

VISA ¢

[Jons ot Bcex BLINYLWEHHBIX KapT B MUpe
8 2012 roay, %

5

e
VISA (D I
2:2 Ha ptﬂgﬂncnw Wm%

pbiHke*, %

K“Ta”
!Ea AnoHna

5
~

[Mona MasterCard
Ha POCCHHCKOM
PbIHKE B nocnefxue

10

rogbl pactet
onepexalowuM1 * lonA B HAacTOAWEe BpemMA
no npuﬁnmameanuM 3KCNepPTHLIM
L ‘) OLEHKaM
@D 1o g 0070 e 0107 ${ 0,082
International”
© PBEHK, 2014 WcTounnk: Retail Banking Research, AaHHbIe KOMNaHMA

Bun 2012 20T

Growth in Global Brands

UnionPay 3,534.0
Visa 2,499.2 3,197.9
DomesticGP  600.0

MasterCard 11574 11,5764

Maestro 7250 7628
Amex 1022 1285
)8 783 9.2
Discover 61.5 796
Diners 58 63
14,440.5 20,560.5
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MoBUNbHBLIX YCTPOUCTB YXKe bonblue Yem KapT

What's driving the massive data creation?

In 2015....

4.9 billion

connected devices
In 2020....

25 billion

connected devices
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O6bembl pblIHKa MOBUNBbHLIX NAaTeXKen

B Poccuu, no oueHkam Json & Partners, B 2014 roay o6bem pbiHKa MOBUAbHbBIX NAAaTEXEN COCTaBUN
190 mnppg, pybnen, a kK 2019 oH 6yaet y:Ke 850 mappg, pybnei.

Mpenmyuiectsa MOOUAbHBIX MPUNOKEHUN AN NPOBEAEHUA NAATEKEN OYEBUAHDI:

* CmapTdOH BCeraa ¢ Noib3oBaTeNnem.

MpunnoxeHua paboTatoT bbICTpee, YeM CanThl.

NHTepdenc 3ameTHO yaobHen.
* DyYyHKUMOHAN 3HAYUTENBHO LLUUPE.

* [lpouecc aBTOpU3aLMM NpoLe.

Ha pocT pocCUMNCKOro pbiHKa MOBUABbHbIX NAATEXKEN BbI3bIBAIOT:
* POCT NPOHMKHOBEHUA CMAPTPOHOB U paclinpeHune nx PyHKLMoHana.
* PocT NpoHMKHOBEHUA BAHKOBCKMX KapT, a TaK¥e pa3Bnutue MmobuabHbiX BAHKOBCKUX YCAYT.

* [lepexon nonb3oBaTtesnien U3 Beba B MOOMIbHbIE MPUIOKEHUA.



LB 2015 - HecaHKUMOHUpPOBaAHHble onepaLnn

Xopouwaa HOBOCTb NMnoxaa HOBOCTb

— A0NA nagaet —PacCTeT MO PEeKBN3NTAM KapPT
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KonuuecTBe onepauuii, COBEPLUEHHbIX C 2014 2014 2014 2014 2015 2015 2015 2015
ucnonb3osaHuem NNaTexHbiX KapT, % ’ KapTbl, peKBM3UTHI KOTOPBIX UCMONb30BaNMUCh
O [lona HecaHKUMOHUPOBaHHbIX onepauuii B obLiem O MopaenbHble NNaTexHbie KapTbl
o6beme onepaLyii, COBEPLUEHHbIX C UCMOMb30BaHUEM O v
nnaTexHbIX KapT, % TepsHHbIe UNK YKpafeHHble nnaTexHble KapTbl

84% MmoLleHHUYECKUX onepaLmii oCcyLecTBAAETCA NOCPEACTBOM MHTEPHETA U MOBUIbHbIX YCTPOUCTB
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[Oonsa konuyecTtBa
HeCaHKUMOHUPOBAaHHbIX onepaum’a
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O [onsa KonuyecTBa HeC aHKLMOHUPOBaHHbIX onepaLuil,
COBEpLUEHHbIX Ha TeppUTOpUn P ¢ Ucnonb3oBaHneM
nAaTexHblX KapT, 3MUTUPOBaHHbBIX Ha TeppuUTopumn PP, %

[onsA KonmyecTBa HECaHKLMOHUPOBaHHbIX onepayui,

. COBEpLUEHHbIX 3a Npeaenamun Tepputopun P ¢
MCMONb30BaHNEM MaTEXHbIX KapT, SMUTUPOBaHHbBIX
Ha TeppuTtopun P, %

. [Jonsa konuyecTBa HeCaHKLMOHUPOBAHHbBIX onepayui,
COBEPLUEHHbIX Ha TeppuUTopun PP ¢ ucnonb3oBaHnEM
nnaTexHblX KapT, SMUTUPOBaHHbIX 3a npedenamu PP, %

Oons o6bema HecaHKLUMOHUPOBaHHbIX onepauun,

O COBEpLUEHHbIX Ha TeppuTopun P ¢ Ucnonb3oBaHneM

nnaTexHbIX KapT, 3MUTUPOBaHHbIX Ha TeppuTopumn PP, %

[ons o6bema HecaHKLUMOHUPOBaHHbIX onepauun,

O COBEpLUEHHbIX 3a Npeaenamu Tepputopun Po ¢

MCMonb3oBaHWeM NNaTexHbIX KapT, SMUTUPOBaHHbIX
Ha Tepputopuun PP, %

[ona o6bema HecaHKUMOHUPOBaHHbIX onepauun,

. COBEpLUEHHbIX Ha TeppuUToOpUn P® ¢ ucnonbszosaHnemM

nnaTexHbIX KapT, SMUTUPOBaHHbIX 3a Npeaenamu P, %
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CopeprKaHue

Bnabl MOBUMAbHbBLIX N1aTEXKEN

Yrposbil

MeTtoabl obecneyeHmna besonacHocTH



Buabl MOBUNBHBLIX NNaTeXKeu

* OnepaTopcKMe naaTexu:
e [TnaTeXxun co cyeta MOBUABHOTO

 SMS/USSD nnatexu
 NFC (SE, uSIM, HCE)
* mMPOS
* Bluetooth
* QR code
* [1lnaTeXXn B NPUNOKEHUNAX
* Mobu/ibHbIE KOLLEe/IbKU



OnepaTopcKkmne moaenu

* MMnaTeXku co cyeta MobUIbHOTO
 SMS/USSD nnaTtexu
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NFC

[1pOrHo3bl

Juniper Research B 2017 Kakabin 4eTBEPTbIM NO/Ib30OBATE b

cmaptdoHa B CLUA n 3anaaHoun EBpone byaeT ocyLecTBNATb ONANATy
yepe3 NFC.

Markets&Markets k 2022 pbiHok NFC ysennuutca ao $16,25 mapg,

Research and Markets pbiHok NFC TpaH3akunm no 2020 ron 6yaet
exxeroaHo pactn bonee yem Ha 50%.

Mpurnawato B rpynny NFC u MobunbHble naaTtexkn www.facebook.com/groups/nfc-mobile/

)]



Bluetooth

Wireless transmitter's (BLE Beacons) coverage radius varies  Wireless transmitter's (NFC Tags) coverage radius is very small. °
according to signal strength. Measured in Feet. Measured in centimeters. + I-I Oplple p)K Ka p p e I e a CO n

- PaboTtaet Ha bonbline
paccTtoAaHnA Yem NFC

- Heobxogmmoctb gopaboTkm POS

Supported Smartphones: iOS, Android, Windows Supported Smartphones: Android, Windows
Phone 8 and Blackberry. Phone 8 and Blackberry.

Supported Operating Systems: iOS7 (via iBeacon), Supported Operating Systems: Android 4.0 and
Android 4.3 and greater. greater, Windows Phone 8 and Blackberry X.

BLE Beacons based on technology dating back to 2006. Based upon RFID technology dating back to the 1940's

User Experience

ONE-TO-ONE: The consumer observes an NFC Tag affixed to
an object with which they wish to engage. They place their
NFC-equipped smartphone within 4 centimeters of the NFC
Tag. Radio waves from the smartphone cause the NFC Tag to

User Experience

ONE TO MANY: BLE beacons repeatedly transmit a
discovery packet. When a consumer's BLE-enabled
(Bluetooth 4.0) smartphone is within range of the
transmission, it receives the packet and measures the signal

strength to determine an approximate distance from the power-up its internal microprocessor. Once powered-up, it

beacon. The OS then extracts the beacon ID from packet executes a stored program. The program typically transmits
and makes the ID available to the appropriate app. The app the contents of the Tag's internal memory to the smartphone.
interrogates the ID to determine the next action. The smartphone executes an action based upon the received
content.
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QR code

NFC and QR Code Usage

NFC usage

One study shows an expected growth of NFC usage by 38% between 2011 and 2016
In 2016, the NFC market expected to reach more than 10 billion dollars

By 2015, more than a quarter of all mobile devices will be NFC-enabled

B Worldwide mobile phones with integrated NFC capability

Worldwide mobile phone shipments

201 2012 2013 2014 2015

QR Code Usage
Only 9% of US adults used a QR code in 2012

While QR code usage is increasing, the overall percentage of smartphone users leveraging this

technology has dropped

US Adult Mobile Barcode Users and Penetration, 2011-2014

201 2012 2013 2014
Adult Mobile barcode users 21.2 26.3 324 38.5
(millions)
% change 146.9% 24.4% 23.2% 18.7%
% of adult smartphone users 25% 25% 26% 27%
% of adult mobile phone users  10.1% 12.4% 15% 17.6%
% of adult population 8.9% 1% 13.4% 15.7%

+ CuntbiBaTb QR MoOryT Bce
cmapTdoHbl, a NFC cenyac
nopAaKa 25%

PUCK MONacTb He Ha TOT CauT

HeobxoamumocTtb gopabotku MO
POS

Kaspersky®

=2l QR

LR Scanner
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mPQOS

* Yepes natb aet mPOS-tepmuHanbl 3aumyT 40% MrnpPoOBOro pbiHKa

* B Poccuun c aHBapa 2015 roga no mapTt 2016 B cermeHTe KYpbepCKux
cepBncoB Bblipoc Ha 7103%, a B KaTteropmuun CTpaxoBbiX KOMNAHUN —
Ha 776%

Nouemy:

1. [ocTtynHOCTb

2. YpobctBO

3. WHTerpauma

4. [lpoHMKHOBeHUe
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SAMSUNG

< Pay pay pay

MobunbHble KowenbKu

* duHaHcoBble (baHKuK, MaatexkHble cnctembl VISA | =

Checkout, MasterPass) v e
* Purennepol (AliPay, ... °

xxxxxxx
mmmmmmmmm

* Mpounssogurenn (Apple-, Google-, Samsung- Pay

Bonblue nonb3oBaTeneit, 6onbLue pacxoAos,
MeHbLLEe NMOBTOPHbIX MOKYMOK

KOUWeNbKaX

MobunbHble KowenbKU BbITECHAT KapTbl K 2020 o oo B
-I. l.l

VO d a fo n e Av3aliH 1 HanonHeHue: AjanTauus u nepesoa: i
@
JAVELIN PAYSPACE

\J= ) J
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MobunbHbIN dpon,

% ¢poaa oT Aoxoaa No TMNAM TOProBau

Fraud as a Percentage of Revenue for Merchant Segments by Year

2013 : 2014
o/ _ H
Tl | 1.36%
1.25% | L2l
1.00% - §
0.80% ; QE5%
0.75% - 0.69% ; 0.68%
053%  051% !
0.50% - :
0.25% - I ?
0.00% - : : : : : ; :
mCommerce International Large Al t mCommerce International Large All
Merchants Merchants eCommerce  Merchants* | Merchants Merchants eCommerce  Merchants*
Merchants ! Merchants

Fraud asa % of
revenue

May 2013 - March 2014, n =varies 111 -1,142
Base: All merchants, Large eCommerce Merchants,
International Merchants, mCommerce Merchants

Q: What s the approximate dollar value of your company’s total
fraud losses over the past 12 months? Fraud losses as a percent
of totalannual revenue.

MeToabl 60pbbbl ¢ MOBUABHBIM Ppogom

Use of Fraud Prevention Solutions by mCommerce Merchants

m mCommerce merchantswho currently use the solution

60% -
52%
50% - 46%
40% 40%
9 40% -
c 33%
=
O 230% - 28% 28%
g i 23y 24%
5 10% 20%
Q3 20% - 17%
¢ 14%
10% -
0% - Device ; .Geolom'.lor.m "Reaktime "Rule-based ’ Erwseq‘ .Transscnoﬁ lPINanu/or‘
ID/Device wansaction filers Maware verificadory signature
fingerprinaing tracking ool tracking validation aurhentication
Automared Transactiory Authenticadon Autherricaton Adgress V% ek Card
Tansacdon customer of ransaction/ of ransactiony Verificadon verificarion Verlification
scoring profile customer using customer Service services (ovClor
databases quiz/chalienge using3-D oV
questors Secure wols

March2014, n =255
Base: mCommercemerchants

Q. Which of the following best describes your awareness
and useof the fraud solutions listed below? Current users.
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Yrposbl

* BpeaoHOCHbIE Nporpammbl 4NA MOOUNbHBIX YCTPOMUCTBAX
e [IxXennbpeunk

* HaTUBHbIE NPUNOXKEHUA

* mPOS n PCI



MeToabl obecnedyeHna besonacHOCTH

* Poini-to-Point wndposaHue (P2PE)

e KoHTtponb Wi-Fi (KopeBapku!)

* 3aMeHa AaHHbIX NNATEKHOW KAapTbl HA TOKEHOM

* EMV n NFC n HCE

* NpeHTUdUKaumMa mobmnnbHOro yCTponucTBa U Nosib3oBaTens



B3arnan VISA

Establishing a global security roadmap

Risk-based Authentication
P2P Encryption
US. EMV Tokenization
liability shift Policy Considerations

17 | Visa Asla Pacific Security Summit 2016
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Hosble Yrposbl (10-20 nert)

* Big Data — 3 6bannos, BepoATHOCTb 55%

* MHTepHeT Belwen n M2M B3anmopencteme — 4 6anna, BepoATHOCTb
65%

e ObnayHble TexHoNormm — 5 6annos, BepoATHOCTb 95%
* ICKYCCTBEHHbIN MHTENNeKT — 5 6annos., BepoATHOCTb 95%
* 33aBUCUMOCTb OT CeTeBbIX pecypcoB — 6 6annoB, BepoATHOCTb 55%

* YnpaBneHne KPpUTUYECKM BarKHOW MHPPACTPYKTYpon — 9 6annos,
BEPOATHOCTb 25%



Mcnonb3oBaHHble MaTepuasbl

BaHk Poccumn OB30P O HECAHKLIMOHWMPOBAHHbIX MEPEBOOAX AEHEXKHbIX CPEACTB http://www.cbr.ru/psystem/P-sys/survey 2015.pdf

“Mobile Banking and Payments Security: What banks and payment service providers need to know to keep their customers safe,” by Robin Arnfield Networld
Media Group http://www.networldmediagroup.com/inc/%detail/12036/18751

“Mobile Payments State of the Industry 2015 — Omnibus Edition” Networld Media Group http://www.networldmediagroup.com/inc/sdetail/12036/19754

Mobile Wallets 101 http://www.mobilepaymentstoday.com/whitepapers/mobile-wallets-101/

Mobile Payments Security 101 http://www.mobilepaymentstoday.com/whitepapers/mobile-payments-security-101/

“mPOS 101: What merchants need to know about mobile point-of-sale technology,” by Robin Arnfield Mobile Payments Today
http://www.mobilepaymentstoday.com/whitepapers/mpos-101/

Mobile Payments Today white papers http://www.mobilepaymentstoday.com/whitepapers/

“A look at the PCI guidelines for mobile POS” Mobile Payments Today white paper sponsored by Moki http://www.mobilepaymentstoday.com/whitepapers/a-look-
at-the-pci-guidelines-for-mobile-pos/

Mobile Payments Today directory of suppliers http://www.mobilepaymentstoday.com/companies/directory/companies-by-category/

“Mobile Wallet Comparison Guide, 2015 edition” Networld Media Group http://www.networldmediagroup.com/inc/sdetail/12036/20723

“End-to-End Security in an Open and Mobile World” Ingenico white paper http://ingenico.us/wp-content/uploads/2012/07/Ingenico-End-to-End-Security-in-an-
Open-and-Mobile-World-EN.pdf

Payment Card Industry Security Standards Council (PCI SSC) documents page https://www.pcisecuritystandards.org/security standards/documents.php

The LexisNexis 2014 True Cost of Fraud(SM) Mobile Study LexisNexis Risk Solutions and Javelin Strategy Solutions & Research
http://www.lexisnexis.com/risk/insights/true-cost-fraud-mobile.aspx

PCI SSC Tokenization Product Security Guidelines https://www.pcisecuritystandards.org/security standards/documents.php

“The iBeacon/BLE vs NFC Debate: Now the Truth” Mobile Payments Today white paper sponsored by Pyrim Technologies
http://www.mobilepaymentstoday.com/whitepapers/the-ibeaconble-vs-nfc-debate-now-the-truth/

Visa Digital Solutions http://usa.visa.com/clients-partners/technology-and-innovation/visa-digital-solutions/index.jsp?ep=v_sym digitalsolutions
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Cnacunbo 3a BHMMaHue!l

NMHbopmaumna n cooTBeTCTBYOLLME AOKYMEHTbI byayT pa3meweHbl B pynne NFC 1
MobunbHble nnatexxn www.facebook.com/groups/nfc-mobile/
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