
Цɟɥɟɧɚɩɪɚɜɥɟɧɧɵɟ ɚɬɚɤɢ ɧɚ 
ɦɨɛɢɥɶɧɵɟ ɭɫɬɪɨɣɫɬɜɚ 



ɉɥɚɧ ɩɪɟɡɟɧɬɚɰɢɢ 

 

1. ɐɟɥɟɜɵɟ ɚɬɚɤɢ – ɨɛɳɚɹ ɢɧɮɨɪɦɚɰɢɹ 

2. ɐɟɥɟɜɵɟ ɚɬɚɤɢ ɧɚ ɦɨɛɢɥɶɧɵɟ ɭɫɬɪɨɣɫɬɜɚ 

3. ɉɪɢɦɟɪ ɪɟɲɟɧɢɹ ɞɥɹ ɡɚɳɢɬɵ 

4. ɋɨɜɟɬɵ ɩɨ ɨɛɟɫɩɟɱɟɧɢɸ ɛɟɡɨɩɚɫɧɨɫɬɢ 

 

 

 

ɉɪɨɞɨɥɠɢɬɟɥɶɧɨɫɬɶ 20 ɦɢɧ 
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APT - ɰɟɥɟɧɚɩɪɚɜɥɟɧɧɚɹ ɚɬɚɤɚ, ɩɪɢ ɤɨɬɨɪɨɣ ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɩɨɥɭɱɚɟɬ 
ɧɟɚɜɬɨɪɢɡɨɜɚɧɧɵɣ ɞɨɫɬɭɩ ɜ ɫɟɬɶ ɢ ɨɫɬɚɟɬɫɹ ɧɟɨɛɧɚɪɭɠɟɧɧɵɦ ɜ ɬɟɱɟɧɢɢ ɞɥɢɬɟɥɶɧɨɝɨ 
ɜɪɟɦɟɧɢ  

 

Ɍɟɪɦɢɧ APT ɜɜɟɞɟɧ U.S. Air Force ɜ 2006  
• Advanced: Ⱥɬɚɤɭɸɳɢɣ ɹɜɥɹɟɬɫɹ ɷɤɫɩɟɪɬɨɦ ɢ ɢɫɩɨɥɶɡɭɟɬ ɫɜɨɢ ɫɨɛɫɬɜɟɧɧɵɟ, 

ɧɟɢɡɜɟɫɬɧɵɟ ɞɪɭɝɢɦ ɢɧɫɬɪɭɦɟɧɬɵ ɞɥɹ ɷɤɫɩɥɭɚɬɚɰɢɢ ɭɹɡɜɢɦɨɫɬɟɣ 

• Persistent: Ⱥɬɚɤɭɸɳɢɣ ɧɟ ɨɝɪɚɧɢɱɟɧ ɜɨ ɜɪɟɦɟɧɢ, ɬ. ɟ. ɨɧ ɛɭɞɟɬ ɬɪɚɬɢɬɶ ɫɬɨɥɶɤɨ 
ɜɪɟɦɟɧɢ, ɫɤɨɥɶɤɨ ɧɭɠɧɨ, ɱɬɨɛɵ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɢ ɨɫɬɚɬɶɫɹ ɧɟɡɚɦɟɱɟɧɧɵɦ  

• Threat: Ⱥɬɚɤɭɸɳɢɣ ɨɪɝɚɧɢɡɨɜɚɧ, ɦɨɬɢɜɢɪɨɜɚɧ, ɨɛɥɚɞɚɟɬ ɧɟɨɛɯɨɞɢɦɵɦɢ 
ɮɢɧɚɧɫɨɜɵɦɢ ɪɟɫɭɪɫɚɦɢ 

 

APT  

• ɫɱɢɬɚɟɬɫɹ ɧɚɢɛɨɥɟɟ ɨɩɚɫɧɵɦ ɬɢɩɨɦ ɚɬɚɤ  
• ɏɚɪɚɤɬɟɪɧɵɟ ɩɪɢɡɧɚɤɢ ɰɟɥɟɜɵɯ ɚɬɚɤ – ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɫɨɰɢɚɥɶɧɨɣ ɢɧɠɟɧɟɪɢɢ, 

ɩɪɢɦɟɧɟɧɢɟ ɷɤɫɩɥɨɣɬɨɜ «ɧɭɥɟɜɨɝɨ ɞɧɹ» 

• ɫɩɥɚɧɢɪɨɜɚɧɧɚɹ ɚɬɚɤɚ, ɦɨɬɢɜɢɪɨɜɚɧɧɚɹ ɞɟɧɶɝɚɦɢ, ɩɨɥɢɬɢɤɨɣ/ɧɚɰɢɨɧɚɥɶɧɵɦɢ 
ɢɧɬɟɪɟɫɚɦɢ ɢ ɧɚɩɪɚɜɥɟɧɧɚɹ ɞɥɹ ɞɨɫɬɢɠɟɧɢɹ ɨɩɪɟɞɟɥɟɧɧɨɣ ɰɟɥɢ (ɤɚɤ ɩɨɥɭɱɟɧɢɟ 
ɞɨɫɬɭɩɚ ɜ ɩɪɨɟɤɬɚɯ ɬɟɫɬɨɜ ɧɚ ɩɪɨɧɢɤɧɨɜɟɧɢɟ) 

 

 

 

 



Ɍɢɩɢɱɧɵɣ ɫɰɟɧɚɪɢɣ ɚɬɚɤɢ 

ɋɤɨɦɩɪɨɦɟɬɢɪɨɜɚɧɧɵɣ  
ɜɟɛ-ɫɚɣɬ 

Callback Server 

    
IPS 

Фɚɣɥɨɜɵɣ 
ɪɟɫɭɪɫ 1 

Фɚɣɥɨɜɵɣ 
ɪɟɫɭɪɫ 2 

2. Ɂɚɝɪɭɡɤɚ 
ɜɪɟɞɨɧɨɫɧɨɝɨ ɤɨɞɚ 

1. Эɤɫɩɥɭɚɬɚɰɢɹ 
ɭɹɡɜɢɦɨɫɬɢ 

3. ɋɜɹɡɶ ɫ ɫɟɪɜɟɪɨɦ 
ɭɩɪɚɜɥɟɧɢɹ  

5. Ɇɨɲɟɧɧɢɱɟɫɤɢɟ ɨɩɟɪɚɰɢɢ 
ȼɵɜɨɞ ɞɚɧɧɵɯ  

4. Ⱦɚɥɶɧɟɣɲɟɟ 
ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɟ 

0. ɉɨɞɝɨɬɨɜɤɚ 
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Ме̙̭ете̼̏е 
̾к̬̦̼̌ 

IDS/IPS 
Шл̼̀̚ Web- 

̍е̚оп̭̦̌о̭т̛ 

ˁ̬ед̭т̏̌ 
̌̚щ̛т̼ от 

̭п̥̌̌ 

ʤ̦т̛̛̬̏у̭ 

Ɍɪɚɞɢɰɢɨɧɧɵɟ ɬɟɯɧɨɥɨɝɢɢ ɧɟ ɦɨɝɭɬ ɨɫɬɚɧɨɜɢɬɶ APT 
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Ɉɛɯɨɞ ɡɚɳɢɬɵ ɨɫɧɨɜɚɧɧɨɣ ɧɚ ɚɧɚɥɢɡɟ ɫɢɝɧɚɬɭɪ 

• Ɍɪɚɞɢɰɢɨɧɧɵɟ ɩɪɨɞɭɤɬɵ, ɬɚɤɢɟ ɤɚɤ IDS/IPS, ɦɟɠɫɟɬɟɜɵɟ ɷɤɪɚɧɵ ɫɥɟɞɭɸɳɟɝɨ 
ɩɨɤɨɥɟɧɢɹ (NGFА), ɲɥɸɡɵ Аɟɛ-ɛɟɡɨɩɚɫɧɨɫɬɢ (secure Web gateways), 

ɚɧɬɢɜɢɪɭɫɧɨɟ ɉɈ— ɚɧɚɥɢɡɢɪɭɸɬ ɫɢɝɧɚɬɭɪɵ ɞɥɹ ɨɛɧɚɪɭɠɟɧɢɹ ɢɡɜɟɫɬɧɵɦ ɢɦ ɚɬɚɤ, 
ɢ ɜ ɧɟɤɨɬɨɪɵɯ ɫɥɭɱɚɹɯ, ɧɟɢɡɜɟɫɬɧɵɯ ɚɬɚɤ, ɤɨɬɨɪɵɟ ɢɫɩɨɥɶɡɭɸɬ ɢɡɜɟɫɬɧɵɟ ɢɦ 
ɭɹɡɜɢɦɨɫɬɢ 

 

Ɉɛɯɨɞ ɡɚɳɢɬɵ ɨɫɧɨɜɚɧɧɨɣ ɧɚ ɚɧɚɥɢɡɟ ɚɧɨɦɚɥɢɣ 

• ɉɪɨɞɜɢɧɭɬɵɟ IDS/IPS ɢ ɪɟɲɟɧɢɹ ɚɧɚɥɢɡɢɪɭɸɳɢɟ ɫɟɬɟɜɵɟ ɚɧɨɦɚɥɢɢ ɦɨɝɭɬ 
ɨɛɧɚɪɭɠɢɜɚɬɶ APT. Ɉɧɢ ɫɨɛɢɪɚɸɬ ɬɪɚɮɮɢɤ (e.g., NetFlow, sFlow, cFlow) ɫ 
ɫɟɬɟɜɵɯ ɭɫɬɪɨɣɫɬɜ ɢ ɫɪɚɜɧɢɜɚɸɬ ɟɝɨ ɫ “ɨɛɵɱɧɵɦ” ɫɟɬɟɜɵɦ ɬɪɚɮɢɤɨɦ ɜ 
ɢɦɟɜɲɟɦ ɦɟɫɬɨ ɜ ɬɟɱɟɧɢɢ ɞɧɹ, ɧɟɞɟɥɢ, ɦɟɫɹɰɚ  

• Ɉɞɧɚɤɨ ɬɚɤɢɟ ɪɟɲɟɧɢɹ ɩɨɞɜɟɪɠɟɧɵ ɨɲɢɛɤɚɦ 1-ɝɨ ɢ 2-ɝɨ ɪɨɞɚ. False positives – 

ɤɨɝɞɚ ɧɨɪɦɚɥɶɧɵɣ ɬɪɚɮɢɤ ɩɪɢɧɢɦɚɟɬɫɹ ɡɚ ɚɬɚɤɭ, ɢ ɧɚɨɛɨɪɨɬ, false negatives – 

ɤɨɝɞɚ ɚɬɚɤɚ ɜɨɫɩɪɢɧɢɦɚɟɬɫɹ ɤɚɤ ɧɨɪɦɚɥɶɧɵɣ ɬɪɚɮɢɤ 

 

 

 

 

 



ɂɡɜɟɫɬɧɵɟ ɚɬɚɤɢ 

2014  Ⱥɬɚɤɨɜɚɧɵ 100 ɛɚɧɤɨɜ ɢɡ 30 ɫɬɪɚɧ 
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2016 

 

8 

ɉɨɫɬɪɚɞɚɥɢ 

 

• Ɇɟɬɚɥɥɢɧɜɟɫɬɛɚɧɤ 

• Ⱥɥɬɵɧɛɚɧɤ 

• Ɋɭɫɫɤɢɣ Ɇɟɠɞɭɧɚɪɨɞɧɵɣ Ȼɚɧɤ  
• ɋɢɫɬɟɦɚ ɞɟɧɟɠɧɵɯ ɩɟɪɟɜɨɞɨɜ Ɋɚɩɢɞɚ 

 

• Swift 
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2015 
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Ɍɨɩ-5 ɛɚɧɤ ɊɎ – ɚɬɚɤɚ ɧɚ ɦɨɛɢɥɶɧɵɟ ɭɫɬɪɨɣɫɬɜɚ ɤɥɢɟɧɬɨɜ 

 

Ɍɟɥɟɮɨɧ ɜɫɟ ɜɪɟɦɹ ɧɚɯɨɞɢɥɫɹ ɜ ɪɭɤɚɯ ɚɛɨɧɟɧɬɚ. ɉɨ ɟɝɨ ɫɥɨɜɚɦ, ɨɧ ɧɢɱɟɝɨ ɧɟ 
ɞɟɥɚɥ, ɧɢɤɚɤɢɟ ɫɦɫ ɧɟ ɨɬɩɪɚɜɥɹɥ, ɧɨ ɞɟɧɶɝɢ ɫ ɛɚɧɤɨɜɫɤɨɝɨ ɫɱɟɬɚ ɜɫɟ ɪɚɜɧɨ 
ɢɫɱɟɡɥɢ 

 

Ⱥɧɚɬɨɦɢɹ ɚɬɚɤɢ 

• Кɥɢɟɧɬ ɭɫɬɚɧɚɜɥɢɜɚɟɬ ɩɪɨɢɝɪɵɜɚɬɟɥɶ Flash ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ 

• ȼɪɟɞɨɧɨɫɧɵɣ ɤɨɞ ɩɨɫɵɥɚɟɬ ɋɆɋ ɧɚ ɤɨɪɨɬɤɢɣ ɧɨɦɟɪ «Ȼɚɥɚɧɫ»  

• ȿɫɥɢ ɩɨɥɭɱɟɧ ɨɬɜɟɬ, ɡɧɚɱɢɬ ɬɟɥɟɮɨɧɧɵɣ ɧɨɦɟɪ ɩɪɢɜɹɡɚɧ ɤ ɛɚɧɤɨɜɫɤɨɦɭ 
ɫɱɟɬɭ 

• Ɉɫɭɳɟɫɬɜɥɹɟɬɫɹ ɩɟɪɟɜɨɞ ɞɟɧɟɠɧɵɯ ɫɪɟɞɫɬɜ  

• ȼɟɫɶ ɋɆɋ ɨɛɦɟɧ ɫ ɛɚɧɤɨɦ ɫɬɢɪɚɟɬɫɹ, ɜɤɥɸɱɚɹ ɋɆɋ ɩɨɞɬɜɟɪɠɞɟɧɢɹ 
ɨɩɟɪɚɰɢɣ 



ɂɡɜɟɫɬɧɵɟ ɚɬɚɤɢ 

ȼ ɮɟɜɪɚɥɟ 2015 ɝɨɞɚ, Google ɭɞɚɥɢɥ 3 ɜɪɟɞɨɧɨɫɧɵɯ ɩɪɢɥɨɠɟɧɢɹ ɢɡ Google Play, 

ɤɨɬɨɪɵɟ ɛɵɥɢ ɫɤɚɱɚɧɵ 15  ɦɢɥɥɢɨɧɨɜ ɪɚɡ!  

10 

 

 



ɂɡɜɟɫɬɧɵɟ ɚɬɚɤɢ 

ȼɨɬ ɷɬɢ ɩɪɢɥɨɠɟɧɢɹ:  
• «Durak» – ɩɪɟɞɧɚɡɧɚɱɟɧɧɨɟ ɞɥɹ ɚɧɝɥɨɝɨɜɨɪɹɳɢɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ  
• «IQ Test»  

• «Russian History»  – ɞɥɹ  ɪɭɫɫɤɨɝɨɜɨɪɹɳɢɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ  
ȼɪɟɞɨɧɨɫɧɨɟ ɉɈ ɧɚɱɚɥɨ ɞɟɣɫɬɜɨɜɚɬɶ, ɤɨɝɞɚ ɩɨɫɥɟ ɟɝɨ ɢɧɫɬɚɥɥɹɰɢɢ ɩɪɨɲɥɨ 30 ɞɧɟɣ 

 

Кɨɝɞɚ ɩɨɥɶɡɨɜɚɬɟɥɶ ɨɛɪɚɳɚɥɫɹ ɤ ɭɫɬɪɨɣɫɬɜɭ, ɟɦɭ ɜɵɜɨɞɢɥɨɫɶ ɫɨɨɛɳɟɧɢɟ ɨ 
ɩɪɨɛɥɟɦɟ, ɧɚɩɪɢɦɟɪ, ɭɫɬɪɨɣɫɬɜɨ ɡɚɪɚɠɟɧɨ, ɉɈ ɭɫɬɚɪɟɥɨ ɢɥɢ ɜɵɜɨɞɢɥɚɫɶ ɩɨɪɧɨ-

ɤɚɪɬɢɧɤɚ ɧɚ ɜɟɫɶ ɷɤɪɚɧ, ɤɨɬɨɪɭɸ ɧɟɥɶɡɹ ɛɵɥɨ ɭɛɪɚɬɶ.  
 

ɉɨɫɥɟ ɷɬɨɝɨ ɩɪɟɞɥɚɝɚɥɨɫɶ ɫɨɜɟɪɲɢɬɶ  ɨɩɪɟɞɟɥɟɧɧɵɟ ɞɟɣɫɬɜɢɹ: ɩɨɫɟɬɢɬɶ 
ɮɚɥɶɲɢɜɵɣ ɫɚɣɬ, ɫɤɚɱɚɬɶ ɧɨɜɭɸ ɜɟɪɫɢɸ ɩɪɢɥɨɠɟɧɢɹ, ɨɬɩɪɚɜɢɬɶ ɩɥɚɬɧɵɣ ɋɆɋ, 
ɩɪɨɜɟɫɬɢ ɨɩɥɚɬɭ ɫ ɩɨɦɨɳɶɸ ɛɚɧɤɨɜɫɤɨɣ ɤɚɪɬɵ  
 

11 
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• Кɨɦɩɚɧɢɹ FireEye ɫ 2004 ɝ ɜ ɋШȺ 

• ɉɨɫɬɚɜɥɹɟɬ ɩɪɨɞɭɤɬɵ ɫ 2006 ɝ 
• Ɇɢɪɨɜɨɣ ɥɢɞɟɪ – FireEye ɢɫɩɨɥɶɡɭɸɬ 40% ɤɨɦɩɚɧɢɣ Fortune 100 
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• ˁпец̛̌л̛̛̬̚о̦̦̼̜̏̌ 
̛̐пе̛̬̏̚о̬  

• ˀ̬̌̌̍̚от̦̌ дл́ ̦̌̌л̛̌̚ у̬̐о̚ 

Апп̬̌̌т̦̼̜ 
̛̐пе̛̬̏̚о̬ FireEye 

1 
М̦о̐опото̸̦̼̜ 
̛̬̏ту̌л̦̼̜̽ ̌̚пу̭к 

2 

• ˀ̦̼̌̚е Оˁ 

• ˀ̦̼̌̚е ̭е̛̬̭̏-п̌к̛ 

• ˀ̦̼̌̚е п̛̬ло̙е̛̦́ 

• ˀ̦̼̌̚е т̛п̼ ф̜̌ло̏ 

З̛̺̌т̌ от у̬̐о̚ ̏ 
̥̭̹̌т̌̍е 

3 

• ʿ̬̌̌ллел̦̼̜̽ ̌̚пу̭к 

• М̦о̐оу̬о̦̏е̼̜̏ ̦̌̌л̛̚ 

О̍о̬удо̛̦̏̌е 

Апп̬̌̌т̦̼̜ ̛̐пе̛̬̏̚о̬ FireEye 

М̦о̐о̬е̛̙̥̦̼̜ ̛̬̏ту̌л̦̼̜̽ ̌̚пу̭к 

ʿ̬̌̌ллел̦̼̜̽ 
̌̚пу̭к 

ʥолее 10 ̛̥к̬о-̌̚д̌ч 

v1 v1 v2 v3 v2 v3 

FireEye 
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FireEye Mobile Threat Prevention ɩɨɞɞɟɪɠɢɜɚɸɬ Android ɢ iOS 

 

ɇɚ ɦɨɛɢɥɶɧɨɟ ɭɫɬɪɨɣɫɬɜɨ ɭɫɬɚɧɚɜɥɢɜɚɟɬɫɹ ɩɚɫɫɢɜɧɵɣ ɚɝɟɧɬ FireEye Mobile Threat 

Prevention, ɤɨɬɨɪɵɣ ɦɨɠɧɨ ɡɚɝɪɭɡɢɬɶ ɢɡ Google Play ɢɥɢ AppStore 

ɍɩɪɚɜɥɟɧɢɟ ɚɝɟɧɬɚɦɢ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɫ ɩɨɦɨɳɶɸ ɫɟɪɜɟɪɚ ɭɩɪɚɜɥɟɧɢɹ, 
ɪɚɡɦɟɳɚɟɦɨɝɨ ɜ ɤɨɪɩɨɪɚɬɢɜɧɨɣ ɫɟɬɢ.  
 

ȼɢɪɬɭɚɥɶɧɚɹ ɦɚɲɢɧɚ, ɢɫɩɨɥɶɡɭɟɦɚɹ ɞɥɹ ɚɧɚɥɢɡɚ ɩɪɢɥɨɠɟɧɢɣ, ɧɚɯɨɞɢɬɫɹ ɜ Ɉɛɥɚɤɟ 
FireEye.  

 

ɉɪɨɚɧɚɥɢɡɢɪɨɜɚɬɶ ɩɪɢɥɨɠɟɧɢɟ ɦɨɠɧɨ ɧɟɫɤɨɥɶɤɢɦɢ ɫɩɨɫɨɛɚɦɢ: 

•  ɋɚɦɨɫɬɨɹɬɟɥɶɧɨ ɡɚɝɪɭɡɢɬɶ ɟɝɨ ɜ ɨɛɥɚɤɨ FireEye  

• ɉɟɪɟɞɚɬɶ URL  ɫɫɵɥɤɭ ɧɚ ɟɝɨ ɮɚɣɥ  
• ɂɥɢ ɭɤɚɡɚɬɶ, ɱɬɨ ɞɥɹ ɚɧɚɥɢɡɚ ɧɭɠɧɨ ɢɫɩɨɥɶɡɨɜɚɬɶ ɜɟɪɫɢɸ, ɧɚɯɨɞɹɳɭɸɫɹ ɜ  

Google Play ɢɥɢ AppStore. 
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Ɋɚɛɨɬɚ ɚɝɟɧɬɚ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɢɧɜɟɧɬɚɪɢɡɚɰɢɢ ɭɫɬɚɧɨɜɥɟɧɧɵɯ ɩɪɢɥɨɠɟɧɢɣ. Ⱦɥɹ ɬɨɝɨ, 
ɱɬɨɛɵ ɨɬɥɢɱɚɬɶ ɭɫɬɚɧɨɜɥɟɧɧɵɟ ɜɟɪɫɢɢ ɩɪɢɥɨɠɟɧɢɣ, ɚɝɟɧɬ ɢɫɩɨɥɶɡɭɟɬ 
ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ ɯɟɲɢ.   

 

Ɋɟɲɟɧɢɟ ɨɛɧɚɪɭɠɢɜɚɟɬ:  
• ɧɟɢɡɜɟɫɬɧɨɟ ɜɪɟɞɨɧɨɫɧɨɟ ɉɈ, ɤɨɬɨɪɨɟ ɩɪɨɩɭɫɤɚɸɬ ɚɧɬɢɜɢɪɭɫɵ 

• ɛɢɛɥɢɨɬɟɤɢ, ɢɫɩɨɥɶɡɭɟɦɵɟ ɞɥɹ ɪɟɤɥɚɦɵ (adware)  

• ɭɹɡɜɢɦɨɫɬɢ ɜ ɩɪɢɥɨɠɟɧɢɹɯ 

• ɩɨɞɨɡɪɢɬɟɥɶɧɨɟ/ɧɟɫɬɚɧɞɚɪɬɧɨɟ ɩɨɜɟɞɟɧɢɟ ɩɪɢɥɨɠɟɧɢɣ 
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ȿɫɥɢ ɚɧɚɥɢɡ ɩɪɢɥɨɠɟɧɢɹ ɭɠɟ ɩɪɨɜɨɞɢɥɫɹ, ɬɨ FireEye ɨɩɨɜɟɳɚɟɬ ɩɨɥɶɡɨɜɚɬɟɥɹ ɨɛ 
ɨɩɚɫɧɨɦ ɩɪɢɥɨɠɟɧɢɢ ɞɨ ɬɨɝɨ, ɤɚɤ ɨɧɨ ɛɭɞɟɬ ɭɫɬɚɧɨɜɥɟɧɨ.  
FireEye Mobile Threat Prevention ɢɧɬɟɝɪɢɪɭɟɬɫɹ ɫ MDM ɪɟɲɟɧɢɹɦɢ 

 

• MobileIron  

• AirWatch  

• Samsung Knox  

 

ɂɫɩɨɥɶɡɨɜɚɧɢɟ MDM ɪɟɲɟɧɢɣ ɩɨɡɜɨɥɹɟɬ ɛɥɨɤɢɪɨɜɚɬɶ  
ɢ ɭɞɚɥɹɬɶ  ɜɪɟɞɨɧɨɫɧɨɟ ɉɈ, ɭɧɢɱɬɨɠɚɬɶ ɤɨɪɩɨɪɚɬɢɜɧɭɸ 

 ɢɧɮɨɪɦɚɰɢɸ ɢɥɢ ɛɥɨɤɢɪɨɜɚɬɶ ɭɫɬɪɨɣɫɬɜɨ ɜ ɫɥɭɱɚɟ  
ɩɨɬɟɪɢ ɢɥɢ ɤɪɚɠɢ. 
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• ɇɟ ɨɬɜɟɱɚɣɬɟ ɧɚ ɡɚɩɪɨɫɵ ɫɨɞɟɪɠɚɳɢɟ ɩɟɪɫɨɧɚɥɶɧɭɸ ɢɧɮɨɪɦɚɰɢɸ, ɜ ɬɨɦ ɱɢɫɥɟ 
ɩɚɪɨɥɢ.  
 

• Ⱦɥɹ ɤɨɧɬɚɤɬɚ ɫ ɛɚɧɤɨɦ ɢɫɩɨɥɶɡɭɣɬɟ ɧɨɦɟɪɚ ɫ ɜɚɲɢɯ ɛɚɧɤɨɜɫɤɢɯ ɤɚɪɬ 

 

• ȿɫɥɢ ɜɚɦ ɩɪɢɯɨɞɢɬ ɋɆɋ ɢɥɢ ɡɜɨɧɨɤ – ɛɭɞɶɬɟ ɨɫɬɨɪɨɠɧɵ, ɧɟ ɞɨɜɟɪɹɣɬɟ 

 

• Ɉɝɪɚɧɢɱɶɬɟ ɫɭɦɦɭ ɞɨɫɬɭɩɧɭɸ ɧɚ ɜɚɲɢɯ ɛɚɧɤɨɜɫɤɢɯ ɤɚɪɬɚɯ 

 

• ɍɫɬɚɧɨɜɢɬɟ ɋɆɋ ɢ e-mail ɨɩɨɜɟɳɟɧɢɹ 

 

• ɉɨɫɟɬɢɬɟ ɨɮɢɫ ɜɚɲɟɝɨ ɦɨɛɢɥɶɧɨɝɨ ɨɩɟɪɚɬɨɪɚ. Ɂɚɩɪɟɬɢɬɟ ɨɛɪɚɳɟɧɢɟ ɩɨ 
ɞɨɜɟɪɟɧɧɨɫɬɢ 

 

• Ɋɟɝɭɥɹɪɧɨ ɨɬɫɥɟɠɢɜɚɣɬɟ ɫɨɫɬɨɹɧɢɟ ɜɚɲɢɯ ɫɱɟɬɨɜ 
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«Зɚщɢщɚɟɦɫя ɨɬ ɰɟɥɟɧɚɩɪɚɜɥɟɧɧɵɯ ɚɬɚɤ»  
ɇɚɰɢɨɧɚɥɶɧɵɣ Ȼɚɧɤɨɜɫɤɢɣ ɀɭɪɧɚɥ, №2 ɮɟɜɪɚɥɶ 2014 

 

«Цɟɥɟɧɚɩɪɚɜɥɟɧɧɵɟ ɚɬɚɤɢ – ɨɛɧɚɪɭɠɟɧɢɟ ɢ ɡɚщɢɬɚ» 

ɂɧɮɨɪɦɚɰɢɨɧɧɚɹ ɛɟɡɨɩɚɫɧɨɫɬɶ, №2 ɦɚɣ 2014 

 

«Рɚɫɫɥɟɞɨɜɚɧɢɟ ɰɟɥɟɜɵɯ ɚɬɚɤ» 

Ȼɟɡɨɩɚɫɧɨɫɬɶ Ⱦɟɥɨɜɨɣ ɂɧɮɨɪɦɚɰɢɢ, №06 II ɤɜɚɪɬɚɥ 2014 

 

«Зɚщɢɬɚ ɨɬ ɜɪɟɞɨɧɨɫɧɨɝɨ ɤɨɞɚ ɧɚ ɦɨɛɢɥɶɧɵɯ ɭɫɬɪɨɣɫɬɜɚɯ» 

ɂɧɮɨɪɦɚɰɢɨɧɧɚɹ ɛɟɡɨɩɚɫɧɨɫɬɶ ɛɚɧɤɨɜ, №3 / 2015 

 

«Ɂɚɳɢɬɚ ɛɚɧɤɨɜ ɨɬ ɧɟɡɚɤɨɧɧɨɝɨ ɜɵɜɨɞɚ ɞɟɧɟɠɧɵɯ ɫɪɟɞɫɬɜ»  
ɂɧɮɨɪɦɚɰɢɨɧɧɚɹ ɛɟɡɨɩɚɫɧɨɫɬɶ ɛɚɧɤɨɜ, №2 / 2016 

 

 

 

 



Вɨɩɪɨɫɵ? 


