LleneHanpaesieHHbIe amaKu Ha
MObusibHbIe ycmpolcmea
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[MnaH npe3eHTauuun

LleneBble ataku — obwas nHpopmauyus
LleneBble ataku Ha MOBUIbHbLIE YCTPOUCTBA

MprMep pelleHns Ang 3almnThbl

R

CoBeTtbl N0 obecnevyeHnto 6e3onacHOCTHU

MpogomkntenbHoCcTb 20 MUH
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OcobeHHOCTN APT

APT - ueneHanpaBneHHas aTaka, Npu KOTOPOW 3ITIOYMbILLSIEHHUK NosyyaeT
HeaBTOPU30BaHHbIN AOCTYN B CETb U OCTAETCsl HEOOHAPY>KEHHbIM B TEYEHUN ONUTENBHOMO
BpeMeH!

Tepmnu APT BBegeH U.S. Air Force B 2006

« Advanced: Atakyowmin SBAAETCS 3KCNEPTOM N UCNOSb3YEeT CBOU COOCTBEHHLIE,
Hen3BeCTHble APYrMM MHCTPYMEHTbI AN aKcnyaTtaumm ya3sMmMoCTeN

« Persistent: AtakyoLnin He orpaHMYeH BO BPEMEHW, T. €. OH DyaeT TpaTUTb CTOMbKO
BPEMEHW, CKOMbKO HY>KHO, YTOObI NONYYNTb AOCTYMN U OCTaTbCA HE3aMEYEHHbIM

* Threat: AtakyoLmnin opraHn3oBaH, MOTMBMPOBaH, obnagaeT HeobxoaUMbIMU
drHaHCOBbLIMK pecypcamm

APT
* cuyuTaeTcd Hamboriee onacHbIM TUMOM aTak

. XapaKTeprle NMPU3HaKM LerieBblX aTtakK — NCMNMOoJib30OBaHNE couunarnbHomn NHXEeHEPUMN,
npnMmeHeHne 9KCMNIONTOB «HYNeBOro gHA»

e CNNaHWpOBaHHasi aTtaka, MOTUBUPOBAHHAsA AeHbramu, NONUTUKOW/HaLMOHANbHBIMM
NHTEepecaMun 1 HanpaeBrneHHas Ans JOCTUXKEHUS onpeaerieHHon uenu (Kak nony4vyeHme
OOCTyNa B NPoeKTax TeCTOB HAa NPOHUKHOBEHME)
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TUNUYHBIN CUeHapUK aTaku

1. QkcnnyaTtauus
93BYIMOCTU

2. 3arpyska
BPEAOHOCHOIo Koaa

dannoBbIn
pecypc 1

CKOMNpPOMEeTUPOBaHHbIN

CEE—— Beb-canT

NE

4. lanbHenwee
pacnpocTpaHeHue

3. CBA3b C cepBepom Callback Server
yrnpaBneHuns

dannoBbIn

pecypc 2 5. MoweHHn4Yeckne onepaumnm
BbiBOO OaHHbIX
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OcobeHHocTn APT

MiexkceTeBble IDS/IPS

9KPaHbl

Lnro3bl Web-
6e3onacHocCTH

CpenctBa
3alUNTbl OT
cnama

P

TpaaAnUNOHHbIE TEXHOMOMMU HE MOrYT OCTaHOBUTL APT

AuanOrHayka



OcobeHHOCTN APT

O6xop 3alLUMTbl OCHOBAHHOW Ha aHanmnae curHaTtyp

« TpaonumoHHble NpPoAYKThl, Takme Kak IDS/IPS, mexceTeBble 3KpaHbl CrieayoLero
nokoneHna (NGFW), wno3bl Web-be3onacHoctu (secure Web gateways),
aHTuBmpycHoe NO— aHanuanpylT curHatypbl Ana obHapyXeHUs U3BECTHLIM UM aTak,
N B HEKOTOPLIX CryYasaX, HEM3BECTHbIX aTak, KOTOPbIE UCNOMb3YT N3BECTHbLIE UM
YA3BUMOCTH

O6xo[ 3aLLUnTbl OCHOBAHHOW Ha aHanuse aHoMmarnum

» [lpoasuHyTblie IDS/IPS n pelweHns aHanmnanpyowme ceTeBble aHOManum MoryT
obHapyxusaTtb APT. OHu cobupatot Tpadpduk (e.g., NetFlow, sFlow, cFlow) c
CETEBbLIX YCTPONUCTB M CPaBHMBAIKOT €ro € “00bl4YHbLIM” CETEBLIM TPAGIMKOM B
MMEBLLEM MECTO B TEYEHUN OHA, HeAenu, mecqaua

« OpgHako Takme pelleHns noaeepKeHbl owmnbkam 1-ro n 2-ro poga. False positives —
Korga HopMarnbHbIn Tpaduk NPUHMMAETCS 3a ataky, n HaobopoT, false negatives —
Korga ataka BOCMPUHUMAaETCSA Kak HopMarbHbIN Tpaguk
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N3BeCTHbIe aTaku

2014 ArtakoBaHbl 100 6aHkoB 13 30 cTpaH

Kak kubepb6aHpga Carbanak ykpana Mmunnuappg gossiapos
LleneBas aTtaka Ha 6aHK

1. 3apaxeHue

SneKTpoHHOEe
nucbmo ¢ 63kgopomM
Carbanak

PaboTHUK
6aHKa

E DNeKTPOHHbIE NUCbMa

€ 3KCNNOWUTaMK
KpapeHsie
YYETHbIE AaHHbIe

CoTHM MaLnH 3apa)XeHbl B Nonckax
KOMMNbKOTEPa agMUMHNCTPaTOpa
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2. C6op pa3BegpaHHbIX

[lepexBaT gaHHbIX C SKPAHOB
cny>kaLumx

Cucrembl

AeHEeXHbIX
nepesogos

3. [leAcTBUSA OT UMEHU
COTPYAHMKOB

Kak 6b1nm ykpageHb! cpefcTsa

OHNanH-6aHKuHr

Hepeeoq cpencTs Ha cyeTa
MOLEeHHWUKOB

Cucremsi IJIEKTPOHHbIX nnarexen

MepeBop cpeacTs B KUTaMCKne
1 amMepukaHckme 6aHKu

3aBbiweHue 6anaHca c4eToB

MpUCBOEHUE KNULLHUX» CPEACTB
yepes GanbLUMBYIO TPAH3aKUMIO

Ynpaenexnue 6aHKoMaTaMm

anKEBbI Ha BblAa4vy HanW4HbIX B
3apaHee onpepeneHHoe spemMs

GREAT  KASPER§KY?
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N3BeCTHbIe aTaKku

2016

MocTpaganu

* MeTtannnHeecTbaHK

* AnTblHGAHK

* Pyccknn MexgyHapogHbln baHk

« Cwucrtema geHexHblix nepesogos Pannga

e Swift
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N3BeCTHbIe aTaKku

2015

Ton-5 6aHk P® — ataka Ha MOGUIbHbIE YCTPOMUCTBA KIIMEHTOB

Teﬂed)OH BCE BpeMA HaxoanIcAa B pyKax aboHeHTa. 1o ero cnoBam, OH HNYEro He
aernarn, HUKakme cMC He OTrnpasndsn, HO A€eHbrn C ©aHKOBCKOro cyeTta Bce paBHO
ncyessnum

AHaTOMUA aTaku

KnneHT yctaHaBnueaeT npourpbisatens Flash snoymbiwneHHuka
BpenoHocHbIn ko nocbiiaetr CMC Ha kopoTkuin Homep «banaHc»

Ecnu nony4veH oTBeET, 3HAUYUT TenedoHHbIN HOMep NpuBsi3aH K BaHKOBCKOMY
cyety

OcyLulecTBnseTcsa nepeBo AeHEXHbIX CpeacTB

Becb CMC obmeH ¢ 6aHkoM cTupaeTtcs, Bkntodas CMC noaresepxaeHus
onepaumu

’
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N3BeCTHbIe aTaKku

B deBpane 2015 roga, Google yoanun 3 BpeaoHOCHbIX NpunoxeHust nd Google Play,
KOoTopble ObInKn ckayaHbl 15 mMunnnoHoB pas!

Malicious Google Play apps (may have)
hosed millions of Android handsets

"After a week, you might start to feel there is something wrong with your device."

by Dan Goodin - Feb 3 2015, 8:05pm MSK
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N3BeCTHbIe aTaKku

BoT aTK NpunoxeHus:

»  «Durak» — npegHasHa4yeHHOE NS aHrNMOroBOpsLWMX Nofb3oBaTeneu

« «lQ Test»

« «Russian History» — gna pycckoroBopsiLmx norib3oBarenemn

BpenoHocHoe 1O Hayano gencreoBaTb, kKorga nocrne ero nHctannsuum npowno 30 gHen

Korga nonb3oBaTtenb obpallancs K yCTPOMUCTBY, eMY BbIBOAUNOCH COOOLLEHNE O
npobneme, Hanpumep, YCTPOMCTBO 3apaxeHo, MO ycTapeno nnv BeiBoaMnack NOpHo-
KapTWUHKa Ha BEeCb 9KpaH, KOTOPYH Henb3s Obino yopaTs.

[Mocne aToro npeafiaranocb COBEPLUNTL OnpeaeneHHble 4eNCTBUS: NOCETUTL
doanbLUMBLIM CalT, CKadaTb HOBYHO BEPCUIO NPUITOXKEHUS, oTnpaBnTb nnatHoin CMC,
NPOBECTM onnarty ¢ NOMOLLbIO 6HAaHKOBCKOW KapThl
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PeweHue FireEye

» Komnanus FireEye ¢ 2004 r 8 CLLUA
* [loctaenset npoaykTbl ¢ 2006 r
*  Mwuposoun nugep — FireEye ncnonb3sytot 40% komnaHum Fortune 100
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PeweHue FireEye

AnnapaTHblif MHOronoTo4yHbi 3awiumTa oT yrpos B

runepsusop FireEye BUPTYa/ibHbIN 3anNycK MacwTabe

* Cneumann3npoBaHHbIM * PasHble OC * [NapannenbHbl 3anycK
rMnepBusop * PasHble cepBuc-nakn * MHOroypoBHeBbli aHann3

* Pa3pabotaH gna aHanusa yrpos * PasHble npunoxenua

* PasHble Tunbl ¢pannos

[MapannenbHbIN
3anycK

-
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MHorope»XMmMHblii BUPTYa/ibHbINA 3anycK

bonee 10 mnkpo-3agau
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AnnapaTHbii runepsusop FireEye
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PeweHue FireEye

FireEye Mobile Threat Prevention nogaep»xusatot Android n iOS

Ha mobunbHOe yCTPONCTBO yCcTaHaBnmMBaeTca naccuBHbin areHT FireEye Mobile Threat
Prevention, KoTopbin MOXHO 3arpy3utb U3 Google Play nnu AppStore

YnpaBrneHne areHTaMu OCyLLIECTBMNAETCA C MOMOLLbIO cepBepa ynpaBreHus,
pa3MeLLaemMoro B KOPNopaTUBHOMN CETHU.

BupTyanbHaa MalumHa, ucnosnb3yemasi onga aHanumaa npunoxeHun, Haxogutca B Obnake
FireEye.

[MpoaHanunanpoBaTb NPUIOXKEHNE MOXHO HECKONBbKUMU criocobamu:
« CamocToaTenbHO 3arpysunTb ero B obnako FireEye
* [lepepatb URL ccbiniky Ha ero pamn

*  Wnun ykasaTb, YTO ANs aHanmsa Hy>XXHO MCMNOSb30BaTb BEPCUIO, HAXOOSLLYHOCS B
Google Play unu AppStore.
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PeweHue FireEye

PaboTta areHTa 3aknto4vaeTcs B MHBEHTApPU3aUunn YCTaHOBJIEHHbLIX I'Ipl/lJ'IO)KGHVIVI. [ns Toro,

YTOObI OTNMYaTb YCTAHOBMEHHbIE BEPCUN NPUMNOXKEHUIN, areHT UCnonb3yeT
KpunTorpadu4eckmne xeLu.

PelieHne obHapyxunBaerT:

. HensBecTHoe BpeaoHocHoe MO, KoTopoe nponyckakT aHTUBUPYCHI
. 6mMbnuoTtekn, ncnonb3yemsle ans peknamol (adware)
. YA3BMMOCTU B NPUITOKEHUSX
. noaosputenbHoe/HeCcTaHgapTHOE NoBedeHne NPUNoXeHNN
=T
h i ; G
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PeweHue FireEye

Ecnu aHann3 npunoxeHus yxxe nposoauscs, 1o FireEye onosewaeT nonb3osartens 06
OornacHOM MNPUNOXEHUM OO TOro, Kak OHO OyAeT YyCTaHOBIEHO.

FireEye Mobile Threat Prevention nuterpupyetca ¢ MDM peweHnamu

 Mobilelron
 AirWatch
* Samsung Knox J—
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Ncnonb3oBaHne MDM pelwleHnn no3sonsieT 6rnokmpoBaTtb e "
n ynanatb BpegoHocHoe 10, yHn4ToXaTb KoprnopaTUBHYHO ‘ 3
NHGOpMaUUO UnNu 61oKNpoBaThb YCTPOMCTBO B Criyvae
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CoBeTbl

« He oTBeuvaliTe Ha 3anpockl cogepkaliue nepcoHanbHy MHdOopMaLMo, B TOM Yncrne

naponu.
« [1nsa koHTakTa ¢ 6aHKOM UCMONb3ynTe HOMEPaA C BalLUMX BaHKOBCKUX KapT
« Ecnun Bam npuxognt CMC nnn 3BOHOK — ByabTe OCTOPOXHbI, HE AOBEPANTE
* OrpaHn4ybTe CymMMy OOCTYMNHYIO Ha BalunX GaHKOBCKMX KapTax
* YctanHosute CMC 1 e-mail onoseLleHus

« [loceTnte odmc Bawlero MobunbHOro oneparopa. 3anpeTnte obpatleHme no
OOBEPEHHOCTU

* PeryndapHo oTcnexmnBante COCTOAHME BaLLNX CHETOB
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D,OHOHHVITeHbHaFI VIH(*)OpMaLWIFI — HAdlUU CTaTbU

«3awjuwaeMcsi om uyesieHanpaesIeHHbIX amak»
HaunoHanbHbi baHkosckuin XKypHan, Ne2 doespanb 2014

«lenenanpaeneHHble amaku — o6Hapy)xeHue u 3awuma»
NMHdopmauymoHHas be3onacHocTb, Ne2 maun 2014

«PaccniedosaHue uyesnieebix amak»
besonacHocTb [lenoson IHdopmaummn, NeO6 |l ksaptan 2014

«3awuma om epedOHOCHO20 Koda Ha MObGUJIbHbLIX ycmpoucmeax»
NHdopmauymoHHas be3onacHocTb 6aHkoB, Ne3 / 2015

«3awmTta 6aHKOB OT HE3aKOHHOIoO BbiBOAA AEHEXHbIX CpeAcTB»
NHdopmaumoHHas 6be3onacHocTb 6aHkoB, Ne2 / 2016
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Bonpocbi?
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