
Ɋȿɒȿɇɂə ȾɅə ɁȺȾȺɑ ɍɉɊȺȼɅȿɇɂə ɂ 
ɆɈɇɂɌɈɊɂɇȽȺ ɋɈȻЫɌɂɃ ɂȻ 

Ɋɨɦɚɧ ȼɚɧɟɪɤɟ 

Ɋɭɤɨɜɨɞɢɬɟɥɶ ɨɬɞɟɥɚ ɬɟɯɧɢɱɟɫɤɢɯ ɪɟɲɟɧɢɣ 

ȺɈ «Ⱦɢɚɥɨɝɇɚɭɤɚ» 

 



ɋɨɞɟɪɠɚɧɢɟ 

• ɑɬɨ ɬɚɤɨɟ ɦɨɧɢɬɨɪɢɧɝ ɢ ɤɚɤɢɟ ɟɫɬɶ ɜɚɪɢɚɧɬɵ ɦɨɧɢɬɨɪɢɧɝɚ 

• ɑɬɨ ɬɚɤɨɟ LM ɢ SIEM, ɤɚɤɢɟ ɮɭɧɤɰɢɢ ɞɨɥɠɧɵ ɜɵɩɨɥɧɹɬɶ? 

• Ɉɛɳɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɤɨɦɩɥɟɤɫɧɨɣ ɫɢɫɬɟɦɵ ɦɨɧɢɬɨɪɢɧɝɚ 

• ȼɚɪɢɚɧɬ ɩɨɫɬɪɨɟɧɢɹ ɫɢɫɬɟɦɵ ɧɚ ɛɚɡɟ ɩɪɨɞɭɤɬɨɜ ArcSight 
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ɑɬɨ ɬɚɤɨɟ ɦɨɧɢɬɨɪɢɧɝ? 

 

 

 

• «Ɇɨɧɢɬɨɪɢɧɝ — ɫɢɫɬɟɦɚɬɢɱɟɫɤɢɣ ɫɛɨɪ ɢ ɨɛɪɚɛɨɬɤɚ ɢɧɮɨɪɦɚɰɢɢ, 
ɤɨɬɨɪɚɹ ɦɨɠɟɬ ɛɵɬɶ ɢɫɩɨɥɶɡɨɜɚɧɚ ɞɥɹ ɭɥɭɱɲɟɧɢɹ ɩɪɨɰɟɫɫɚ ɩɪɢɧɹɬɢɹ 
ɪɟɲɟɧɢɹ, ɚ ɬɚɤɠɟ, ɤɨɫɜɟɧɧɨ, ɞɥɹ ɢɧɮɨɪɦɢɪɨɜɚɧɢɹ ɨɛɳɟɫɬɜɟɧɧɨɫɬɢ ɢɥɢ 
ɩɪɹɦɨ ɤɚɤ ɢɧɫɬɪɭɦɟɧɬ ɨɛɪɚɬɧɨɣ ɫɜɹɡɢ ɜ ɰɟɥɹɯ ɨɫɭɳɟɫɬɜɥɟɧɢɹ 
ɩɪɨɟɤɬɨɜ, ɨɰɟɧɤɢ ɩɪɨɝɪɚɦɦ ɢɥɢ ɜɵɪɚɛɨɬɤɢ ɩɨɥɢɬɢɤɢ. 

*https://ru.wikipedia.org/wiki/%D0%9C%D0%BE%D0%BD%D0%B8%D1%82%D0%BE%D1%80%D0%B8%D0%BD%D0%B3  
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ɑɬɨ ɨɛɵɱɧɨ ɩɨɞ ɷɬɢɦ ɩɨɧɢɦɚɸɬ? 

• ɋɢɫɬɟɦɧɵɣ ɦɨɧɢɬɨɪɢɧɝ (ИɌɲɧɵɣ) – ɤɨɧɬɪɨɥɶ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɢ: 
– ɉɢɧɝɢ 

– Snmp, ɫɱɟɬɱɢɤɢ 

– NКРТos/CКМtТ/MRTG… 

– ɉɪɨɞɜɢɧɭɬɵɟ ɫɢɫɬɟɦɵ ɦɨɧɢɬɨɪɢɧɝɚ (HPE Operations Bridge) 

• ИȻ – ɤɨɧɬɪɨɥɶ ɜɵɩɨɥɧɟɧɢɹ ɬɪɟɛɨɜɚɧɢɣ ɩɨɥɢɬɢɤɢ ИȻ: 
– Ⱥɧɚɥɢɡ ɥɨɝɨɜ (ɪɭɤɚɦɢ, ɫɤɪɢɩɬɚɦɢ) 
– Syslog-ng 

– ArcSight 

– Ⱥɧɚɥɢɬɢɤɚ  
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ɉɨ ɫɬɚɬɢɫɬɢɤɟ Verizon ɜ 82% ɫɥɭɱɚɹɯ 
ɜɡɥɨɦɨɜ ɞɨɤɚɡɚɬɟɥɶɫɬɜɚ ɛɵɥɢ ɜ ɥɨɝɚɯ… 
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ȼɚɪɢɚɧɬɵ ɦɨɧɢɬɨɪɢɧɝɚ 

• Ɉɬɫɭɬɫɬɜɢɟ ɦɨɧɢɬɨɪɢɧɝɚ 

• ɉɪɨɫɦɨɬɪ ɫɨɛɵɬɢɣ ɧɚ ɫɚɦɢɯ ɭɫɬɪɨɣɫɬɜɚɯ\ɫɢɫɬɟɦɚɯ 

• ɉɪɢɦɢɬɢɜɧɵɣ ɫɛɨɪ ɥɨɝɨɜ (syslog, ɤɨɩɢɪɨɜɚɧɢɟ ɮɚɣɥɨɜ ɜ ɫɟɬɟɜɭɸ ɩɚɩɤɭ, 
ɫɨɛɵɬɢɹ ɯɪɚɧɹɬɫɹ ɫ ɢɫɯɨɞɧɨɦ ɜɢɞɟ) – rsyslog, ftp, cifs 

• ɐɟɧɬɪɚɥɢɡɨɜɚɧɧɵɣ ɫɛɨɪ (ɢɧɞɟɤɫɚɰɢɹ ɫɨɛɵɬɢɣ +ɧɨɪɦɚɥɢɡɚɰɢɹ ɫɨɛɵɬɢɣ 
+ɫɨɨɬɜɟɬɫɬɜɢɟ ɬɪɟɛɨɜɚɧɢɹɦ) – arcsight logger, splunk, log stash 

• ȼɵɹɜɥɟɧɢɟ ɧɚɪɭɲɟɧɢɣ ɢ ɢɧɰɢɞɟɧɬɨɜ (ɤɨɪɪɟɥɹɰɢɹ ɫɨɛɵɬɢɣ, ɢɧɬɟɝɪɚɰɢɹ 
ɫɨ ɫɬɨɪɨɧɧɢɦɢ ɫɢɫɬɟɦɚɦɢ) – arcsight esm\express 

• ɉɨɢɫɤ ɚɧɨɦɚɥɢɣ (ɩɪɨɮɢɥɢɪɨɜɚɧɢɟ, ɩɨɢɫɤ ɨɬɤɥɨɧɟɧɢɣ ɜ ɩɨɜɟɞɟɧɢɢ, 
ɫɪɚɜɧɟɧɢɟ ɫ ɝɪɭɩɩɨɣ) – arcsight user behavior analytics 

• ɉɪɨɚɤɬɢɜɧɵɣ ɤɨɧɬɪɨɥɶ (ɪɭɱɧɨɣ ɢɥɢ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɵɣ ɩɨɢɫɤ 
ɧɚɪɭɲɟɧɢɣ) – ɪɚɡɥɢɱɧɵɟ ɢɧɫɬɪɭɦɟɧɬɵ hunt team 
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ɑɬɨ ɬɚɤɨɟ LM ɢ SIEM? 

• LM = Log Management – ɍɩɪɚɜɥɟɧɢɟ ɠɭɪɧɚɥɚɦɢ 

– ɐɟɧɬɪɚɥɢɡɨɜɚɧɧɵɣ ɫɛɨɪ 

– Ⱦɨɥɝɨɜɪɟɦɟɧɧɨɟ ɯɪɚɧɟɧɢɟ, ɚɪɯɢɜ 

– ɉɨɢɫɤ, ɚɧɚɥɢɡ, ɪɚɫɫɥɟɞɨɜɚɧɢɟ 

– Ɉɬɱɟɬɧɨɫɬɶ 

• SIEM = Security Information and Event Management – ɍɩɪɚɜɥɟɧɢɟ 
ɫɨɛɵɬɢɹɦɢ ИȻ ɢ ɤɨɧɬɟɤɫɬɨɦ ИȻ 

– Ʉɨɪɪɟɥɹɰɢɹ, ɨɬɱɟɬɧɨɫɬɶ ɢ ɬ.ɩ. 
– ɍɩɪɚɜɥɟɧɢɟ ɢɧɰɢɞɟɧɬɚɦɢ 

– Иɧɬɟɝɪɚɰɢɹ 
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Must-have ɮɭɧɤɰɢɢ «ɩɪɚɜɢɥɶɧɵɯ» LM\SIEM 
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• ȼɨɡɦɨɠɧɨɫɬɶ ɫɛɨɪɚ ɫɨɛɵɬɢɣ ɫɨ ɜɫɟɝɨ, ɱɬɨ ɝɟɧɟɪɢɪɭɟɬ ɥɨɝɢ 

– Ɋɚɡɪɚɛɨɬɤɚ ɤɚɫɬɨɦɧɵɯ ɤɨɧɧɟɤɬɨɪɨɜ ɜ ɪɚɡɭɦɧɵɟ ɫɪɨɤɢ 

– ȿɞɢɧɵɣ ɮɨɪɦɚɬ, ɜɨɡɦɨɠɧɨɫɬɶ ɩɪɟɞɨɛɪɚɛɨɬɤɢ ɞɚɧɧɵɯ 

• ɏɪɚɧɟɧɢɟ 

– ɇɚɫɬɪɨɣɤɚ ɩɨɥɢɬɢɤɢ ɯɪɚɧɟɧɢɹ ɜ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɢɫɬɨɱɧɢɤɚ 

– ɋɠɚɬɢɟ >> ɜɨɡɦɨɠɧɨɫɬɶ ɯɪɚɧɟɧɢɹ ɨɧɥɚɣɧ ɢ ɨɮɮɥɚɣɧ ɛɨɥɶɲɨɝɨ ɤɨɥɢɱɟɫɬɜɚ 
ɫɨɛɵɬɢɣ 

– Ʉɥɚɫɬɟɪ 

• ɉɨɢɫɤ… ɛɵɫɬɪɵɣ ɩɨɢɫɤ 

• Ʉɨɪɪɟɥɹɰɢɹ 

– Иɫɩɨɥɶɡɨɜɚɧɢɟ ɫɩɢɫɤɨɜ, ɩɟɪɟɦɟɧɧɵɯ ɞɥɹ ɦɚɧɢɩɭɥɹɰɢɢ ɞɚɧɧɵɦɢ 

– Ɉɛɨɝɚɳɟɧɢɟ ɞɚɧɧɵɯ 

• Ʉɨɧɬɟɤɫɬ (ɚɤɬɢɜɵ, ɭɹɡɜɢɦɨɫɬɢ, ɩɪɢɨɪɢɬɟɬɵ, ɩɨɥɶɡɨɜɚɬɟɥɢ ɢ ɩɪɨɱɟɟ) 
• ɍɩɪɚɜɥɟɧɢɟ ɢɧɰɢɞɟɧɬɚɦɢ ɢ ɦɧɨɝɨɟ ɞɪɭɝɨɟ 
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Ɉɛщɚɹ ɚɪɯɢɬɟɤɬɭɪɚ ɫɢɫɬɟɦɵ ɦɨɧɢɬɨɪɢɧɝɚ 
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ɂɫɬɨɱɧɢɤɢ ɫɨɛɵɬɢɣ

ɋɛɨɪ ɫɨɛɵɬɢɣ, ɧɨɪɦɚɥɢɡɚɰɢɹ

Ʉɨɪɪɟɥɹɰɢɹ

ɉɪɨɚɤɬɢɜɧɵɣ ɤɨɧɬɪɨɥɶ

ɏɪɚɧɟɧɢɟ

Ⱥɧɚɥɢɬɢɤɚ ɂɧɬɟɝɪɚɰɢɹȼɢɡɭɚɥɢɡɚɰɢɹ

Ɉɪɤɟɫɬɪɚɰɢɹ ɂɧɫɬɪɭɦɟɧɬɵ
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ɉɪɟɢɦɭщɟɫɬɜɚ HP ArcSight 

10 

Ɏɭɧɤɰɢɹ ɉɪɟɢɦɭщɟɫɬɜɨ 

ɋɛɨɪ 
ɋɛɨɪ ɥɨɝɨɜ ɫ ɥɸɛɨɝɨ ɭɫɬɪɨɣɫɬɜɚ, ɢɫɬɨɱɧɢɤɚ, ɢ ɥɸɛɨɝɨ 
ɮɨɪɦɚɬɚ ɧɚ ɜɵɫɨɤɨɣ ɫɤɨɪɨɫɬɢ 

Ɉɛɨɝɚщɟɧɢɟ 
ɋɨɛɵɬɢɹ ɩɪɢɜɨɞɹɬɫɹ ɤ ɟɞɢɧɨɦɭ ɮɨɪɦɚɬɭ ɱɟɪɟɡ 
ɧɨɪɦɚɥɢɡɚɰɢɸ ɢ ɤɚɬɟɝɨɪɢɡɚɰɢɸ 

ɉɨɢɫɤ ɉɪɨɫɬɨɣ ɢ ɭɞɨɛɧɵɣ ɩɨɢɫɤ ɩɨ ɥɨɝɚɦ ɢ ɫɨɛɵɬɢɹɦ 

ɏɪɚɧɟɧɢɟ 
Ⱥɪɯɢɜ ɡɚ ɦɧɨɝɢɟ ɝɨɞɵ ɨɛɟɫɩɟɱɢɜɚɟɬɫɹ ɜɵɫɨɤɢɦ 
ɭɪɨɜɧɟɦ ɫɠɚɬɢɹ ɞɚɧɧɵɯ 

Ʉɨɪɪɟɥɹɰɢɹ 
Ⱥɜɬɨɦɚɬɢɡɚɰɢɹ ɚɧɚɥɢɡɚ, ɨɬɱɟɬɧɨɫɬɢ ɢ ɨɩɨɜɟɳɟɧɢɹ 
ɞɥɹ ИȻ, ИɌ ɢ IT GRC 

? 



ɉɪɨɞɭɤɬɨɜɚɹ ɥɢɧɟɣɤɚ HP ArcSight 
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ɂɫɬɨɱɧɢɤɢ ɫɨɛɵɬɢɣ

ArcSight SmartConnectors

ArcSight ESM

ɉɪɨɚɤɬɢɜɧɵɣ 
ɤɨɧɬɪɨɥɶ

ArcSight Logger

ArcSight UBA

Hadoop

Vertica

...

ArcSight 

Interactive 

Discovery

Ɉɪɤɟɫɬɪɚɰɢɹ ɂɧɫɬɪɭɦɟɧɬɵ

ArcSight DMA

ArcSight Event Broker

ArcSight 

Management 

Center



ArcSight Data Platform 

• ȼɤɥɸɱɚɟɬ ɜ ɫɟɛɹ: 

– ArcSight Logger – ɤɚɤ ɫɢɫɬɟɦɚ 
ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɝɨ ɫɛɨɪɚ ɢ ɯɪɚɧɟɧɢɹ 
ɫɨɛɵɬɢɣ 

– ArcSight Management Center – ɭɩɪɚɜɥɟɧɢɟ 
ɤɨɧɧɟɤɬɨɪɚɦɢ, ɥɨɝɟɪɚɦɢ 

– ArcSight SmartConnector\FlexConnector 

– ArcSight Event Broker – ɞɨɫɬɚɜɤɚ ɫɨɛɵɬɢɣ 
ɦɟɠɞɭ ɧɟɫɤɨɥɶɤɢɦɢ ɩɨɥɭɱɚɬɟɥɹɦɢ (ɥɨɝɟɪɵ, 
ESM, Hadoop ɢ ɬ.ɩ.) 

• ȼɨɡɦɨɠɧɨɫɬɢ ArcSight Logger: 

– ȼɟɛ-ɢɧɬɟɪɮɟɣɫ 

– Ȼɵɫɬɪɵɣ ɩɨɢɫɤ 

– Ʉɪɚɬɧɨɟ ɭɜɟɥɢɱɟɧɢɟ ɫɤɨɪɨɫɬɢ ɩɨɢɫɤɚ ɩɪɢ 
ɞɨɛɚɜɥɟɧɢɢ ɧɨɞ ɜ ɤɥɚɫɬɟɪɟ 

– ȼɵɫɨɤɚɹ ɫɬɟɩɟɧɶ ɫɠɚɬɢɹ ɞɚɧɧɵɯ 

– Ɋɚɛɨɬɚ ɫɨ ɞɚɧɧɵɦɢ ɜ ɫɩɢɫɤɚɯ 

• ɉɨɫɬɚɜɥɹɟɬɫɹ ɜ ɜɢɞɟ ɉȺɄ ɢɥɢ ɉɈ 
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HP ArcSight Express 

• ɇɚɫɬɨɹɳɢɣ All-in-one ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɵɣ ɤɨɦɩɥɟɤɫ 

– Ʌɢɰɟɧɡɢɪɭɟɬɫɹ ɬɨɥɶɤɨ ɩɨ ɤɨɥɢɱɟɫɬɜɭ ɫɨɛɵɬɢɣ 

– Ȼɟɡ ɨɝɪɚɧɢɱɟɧɢɣ ɩɨ ɩɨɥɶɡɨɜɚɬɟɥɹɦ ɢɥɢ ɢɫɬɨɱɧɢɤɚɦ 

• ȼɵɫɨɤɚɹ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ 

• ɉȺɄ ɛɚɡɢɪɭɟɬɫɹ ɧɚ HP DL380 Gen9 (2x12-core CPU, 

196GB, 8*600 GB) 

• Иɫɩɨɥɶɡɭɟɬ ɩɨɫɥɟɞɧɢɣ ɞɜɢɠɨɤ CORR-E (ESM 6.9c) 

• ɏɪɚɧɟɧɢɟ ɞɨ 2.5 Ɍɛ 

• Web-ɤɨɧɫɨɥɶ ArcSight Command Center  

– ɉɨɢɫɤ ɫɨɛɵɬɢɣ (ɤɚɤ ɜ Logger ɢ ESM) ɱɟɪɟɡ ɜɟɛ, 

ɩɨɥɧɨɬɟɤɫɬɨɜɵɣ ɩɨɢɫɤ 

– Active Channel 
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Ɋɟɡɭɥɶɬɚɬɵ 

• ɐɟɧɬɪɚɥɢɡɨɜɚɧɧɵɣ ɫɛɨɪ, ɯɪɚɧɟɧɢɟ ɢ ɨɛɪɚɛɨɬɤɚ ɫɨɛɵɬɢɣ ИȻ 

• Ɇɨɧɢɬɨɪɢɧɝ, ɚɧɚɥɢɡ ɢ ɤɨɪɪɟɥɹɰɢɢ ɫɨɛɵɬɢɣ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɛɟɡɨɩɚɫɧɨɫɬɢ ɜ ɪɟɠɢɦɟ ɪɟɚɥɶɧɨɝɨ ɜɪɟɦɟɧɢ  

• Иɫɩɨɥɶɡɨɜɚɧɢɟ ɫɪɟɞɫɬɜ ɜɢɡɭɚɥɢɡɚɰɢɢ ɢ ɞɟɬɚɥɢɡɚɰɢɢ ɢɧɰɢɞɟɧɬɚ 

• ɉɨɡɜɨɥɹɟɬ ɪɟɲɢɬɶ ɫɚɦɵɟ ɪɚɡɧɨɨɛɪɚɡɧɵɟ ɡɚɞɚɱɢ  
• Иɧɬɟɝɪɚɰɢɹ ɫ ɪɚɡɥɢɱɧɵɦɢ ɫɪɟɞɫɬɜɚɦɢ ɢ ɫɢɫɬɟɦɚɦɢ ɡɚɳɢɬɵ 

ɢɧɮɨɪɦɚɰɢɢ 

• ɋɧɢɠɟɧɢɟ ɜɪɟɦɟɧɢ ɪɚɫɫɥɟɞɨɜɚɧɢɹ ɢ ɪɟɚɝɢɪɨɜɚɧɢɹ ɧɚ ɢɧɰɢɞɟɧɬɵ 

• ɋɧɢɠɟɧɢɟ ɪɢɫɤɨɜ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ ɡɚ ɫɱɟɬ 
ɫɜɨɟɜɪɟɦɟɧɧɨɝɨ ɨɛɧɚɪɭɠɟɧɢɹ ɢ ɨɛɪɚɛɨɬɤɢ ɢɧɰɢɞɟɧɬɨɜ 
ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ 

 



ȼɨɩɪɨɫɵ? 

Ɋɨɦɚɧ ȼɚɧɟɪɤɟ 

 

rv@dialognauka.ru  

+7 (495) 980-67-76, ɞɨɛ. 162 

 

http://www.DialogNauka.ru  

 

15 

http://www.dialognauka.ru/
http://www.dialognauka.ru/
http://www.dialognauka.ru/
http://www.dialognauka.ru/

