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Level 3 Communications – ɤɨɪɨɬɤɨ ɨ ɤɨɦɩɚɧɢɢ: 
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Over $8B Pro Forma LTM Revenue* 

Approx. 12,500 Employees 

Connecting 60+ Countries and Counting 

Approx. 350 Multi-tenant Datacenters 

Over  43Tbps of Global IP Capacity   

More than 12B+ Minutes Per Month in VoIP Traffic 

200,000+ Route Miles of Fiber Globally 

Level 3 Communications Level 3 Customers 

8 of the Top 10 U.S. Based Banks 

8 of the Top 10 Internet Service Providers 

8 of the Top 10 Global Pharmaceutical Companies 

8 of the Top 10 World’s Most Valuable Brands 

8 of the Top 10 Cable MSOs 

4 of tСe “BТg 6” MovТe StudТos 
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ɉɨɞɯɨɞɵ ɤ ɡɚɳɢɬɟ ɨɬ DDOS, ɩɪɢɦɟɧɹɟɦɵɟ ɤɨɦɩɚɧɢɹɦɢ 

I. ɋɨɛɫɬɜɟɧɧɨɟ ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɨɟ ɪɟɲɟɧɢɟ ɡɚɳɢɬɵ ɨɬ DDOS 

ɉɪɟɢɦɭɳɟɫɬɜɚ: Ʉɨɧɬɪɨɥɶ, ɞɨɫɬɭɩ ɤ ɷɤɫɩɟɪɬɢɡɟ ɜɟɧɞɨɪɚ 

Ɉɝɪɚɧɢɱɟɧɢɹ: Цɟɧɚ/ɫɬɨɢɦɨɫɬɶ ɜɥɚɞɟɧɢɹ: CAPEX + OPEX + Capacity, Эɤɫɩɟɪɬɢɡɚ, Ɇɚɫɲɬɚɛ 
 

II. Ɉɛɥɚɱɧɵɟ ɪɟɲɟɧɢɹ (1) - ɋɩɟɰɢɚɥɢɡɢɪɨɜɚɧɧɵɟ ɤɨɦɩɚɧɢɢ («pure play») 

ɉɪɟɢɦɭɳɟɫɬɜɚ: OPEX, Эɤɫɩɟɪɬɢɡɚ, ɇɟɡɚɜɢɫɢɦɨɫɬɶ ɨɬ ɨɩɟɪɚɬɨɪɨɜ 

Ɉɝɪɚɧɢɱɟɧɢɹ: Ɇɚɫɲɬɚɛ; Ʉɨɧɟɱɧɚɹ ɟɦɤɨɫɬɶ ɚɩɥɢɧɤɨɜ; ɩɨɬɪɟɛɭɟɬɫɹ ɧɚɥɚɞɢɬɶ ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ 
IT/Network/Security ɜɧɭɬɪɢ ɤɨɦɩɚɧɢɢ ɢ ɫ ɩɨɫɬɚɜɳɢɤɨɦ ɪɟɲɟɧɢɹ 
 

III. Ɉɛɥɚɱɧɵɟ ɪɟɲɟɧɢɹ (2) - ɋɩɟɰɢɚɥɢɡɢɪɨɜɚɧɧɵɟ ɫɟɪɜɢɫɵ ɤɪɭɩɧɵɯ ɨɩɟɪɚɬɨɪɨɜ 

ɉɪɟɢɦɭɳɟɫɬɜɚ: OPEX, Эɤɫɩɟɪɬɢɡɚ, ɇɟɡɚɜɢɫɢɦɵ ɨɬ ɨɩɟɪɚɬɨɪɨɜ, ɍɫɬɨɣɱɢɜɨɫɬɶ ɩɪɢ ɤɪɭɩɧɵɯ 
ɚɬɚɤɚɯ + ɜɨɡɦɨɠɧɨɫɬɶ ɛɥɨɤɢɪɨɜɚɬɶ ɛɨɬɧɟɬɵ ɜ ɦɟɫɬɚɯ ɢɯ «ɨɛɢɬɚɧɢɹ», ɉɪɟɜɟɧɬɢɜɧɚɹ 
ɞɢɚɝɧɨɫɬɢɤɚ ɡɚ ɫɱёɬ ɝɥɨɛɚɥɶɧɨɝɨ ɦɨɧɢɬɨɪɢɧɝɚ 

Ɉɝɪɚɧɢɱɟɧɢɹ: ɩɨɬɪɟɛɭɟɬɫɹ ɧɚɥɚɞɢɬɶ ɜɡɚɢɦɨɞɟɣɫɬɜɢɟ IT/Network/Security ɜɧɭɬɪɢ ɤɨɦɩɚɧɢɢ ɢ ɫ 
ɩɨɫɬɚɜɳɢɤɨɦ ɪɟɲɟɧɢɹ 
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Вɨɡɦɨɠɧɵ ɜɚɪɢɚɧɬɵ: ɫɨɛɫɬɜɟɧɧɚɹ ɫɢɫɬɟɦɚ + ɩɨɞɞɟɪɠɤɚ ɨɩɟɪɚɬɨɪɚ (Network 
protection), ɫɨɛɫɬɜɟɧɧɚɹ ɫɢɫɬɟɦɚ + ɨɛɥɚɱɧɚɹ ɩɥɚɬɮɨɪɦɚ … 
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Ɋɨɥɶ ɩɪɨɜɚɣɞɟɪɚ ɜ ɨɪɝɚɧɢɡɚɰɢɢ ɡɚɳɢɬɵ 

 Service provider has far more network visibility and data to collect and analyze for threats 

compared to even a large enterprise network. This visibility gives service providers a great 
advantage in the effort to identify attacks. 

 Service providers can block threats upstream at the network edge closest to the malicious 
hosts. 

 By combining these two advantages, service providers may be able to block attacks by 
identifying the activities that precede a DDoS attack. 

 TСО КНvКnМОmОnt oП sОrvТМО provТНОr DDoS mТtТРКtТon sОrvТМОs аoulНn’t nОМОssКrТlв 
compete with enterprise DDoS mitigation solutions, as many organizations will continue to 
require an on-site solution that can complete their DDoS protection strategies. However, 
hybrid and cloud models are currently the most effective mitigation strategies for defending 
against the largest DDoS attacks.  

The Expanding Role of Service Providers in DDoS Mitigation (Frost & Sullivan, 2015) 
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Ɋɨɥɶ ɩɪɨɜɚɣɞɟɪɚ ɜ ɨɪɝɚɧɢɡɚɰɢɢ ɡɚɳɢɬɵ 

 ɉɨɫɬɚɜɳɢɤ ɭɫɥɭɝ ɢɦɟɟɬ ɝɨɪɚɡɞɨ ɛɨɥɶɲɭɸ ɜɢɞɢɦɨɫɬɶ ɫɟɬɢ ɢ ɞɚɧɧɵɯ ɞɥɹ ɫɛɨɪɚ ɢ 
ɚɧɚɥɢɡɚ ɭɝɪɨɡ ɩɨ ɫɪɚɜɧɟɧɢɸ ɫ ɞɚɠɟ ɛɨɥɶɲɨɣ ɤɨɪɩɨɪɚɬɢɜɧɨɣ ɫɟɬɶɸ. Эɬɚ ɜɢɞɢɦɨɫɬɶ 
ɞɚɟɬ ɩɨɫɬɚɜɳɢɤɚɦ ɭɫɥɭɝ ɛɨɥɶɲɨɟ ɩɪɟɢɦɭɳɟɫɬɜɨ ɜ ɰɟɥɹɯ ɜɵɹɜɥɟɧɢɹ ɚɬɚɤ. 

 ɉɨɫɬɚɜɳɢɤɢ ɭɫɥɭɝ ɦɨɝɭɬ ɛɥɨɤɢɪɨɜɚɬɶ ɭɝɪɨɡɵ ɧɚ ɝɪɚɧɢɰɟ ɫɜɨɟɣ ɫɟɬɢ, ɛɥɢɠɚɣɲɟɣ ɤ 
ɢɫɬɨɱɧɢɤɭ ɚɬɚɤɢ. 

 Ʉɨɦɛɢɧɢɪɭɹ ɷɬɢ ɞɜɚ ɩɪɟɢɦɭɳɟɫɬɜɚ, ɩɨɫɬɚɜɳɢɤɢ ɭɫɥɭɝ ɦɨɝɭɬ ɛɥɨɤɢɪɨɜɚɬɶ ɚɬɚɤɢ ɩɭɬɟɦ 
ɜɵɹɜɥɟɧɢɹ ɫɨɛɵɬɢɣ, ɤɨɬɨɪɵɟ ɩɪɟɞɲɟɫɬɜɭɸɬ DDoS-ɚɬɚɤɟ. 

 ɉɪɟɢɦɭɳɟɫɬɜɚ ɩɨɫɬɚɜɳɢɤɚ ɭɫɥɭɝ ɫɨɜɫɟɦ ɧɟ ɨɛɹɡɚɬɟɥɶɧɨ ɛɭɞɭɬ ɤɨɧɤɭɪɢɪɨɜɚɬɶ ɫ 
ɤɨɪɩɨɪɚɬɢɜɧɵɦɢ ɪɟɲɟɧɢɹɦɢ ɩɨ ɡɚɳɢɬɟ ɨɬ DDoS, ɬɚɤ ɤɚɤ ɦɧɨɝɢɟ ɨɪɝɚɧɢɡɚɰɢɢ ɛɭɞɭɬ 
ɩɨ-ɩɪɟɠɧɟɦɭ ɢɫɩɨɥɶɡɨɜɚɬɶ ɪɟɲɟɧɢɹ «ɧɚ ɦɟɫɬɟ» ɱɬɨɛɵ ɞɨɩɨɥɧɢɬɶ ɫɜɨɸ ɫɬɪɚɬɟɝɢɸ 
ɡɚɳɢɬɵ ɨɬ DDoS. Ɍɟɦ ɧɟ ɦɟɧɟɟ, ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɝɢɛɪɢɞɧɨɣ ɢ ɨɛɥɚɱɧɨɣ ɦɨɞɟɥɢ ɜ 
ɧɚɫɬɨɹɳɟɟ ɜɪɟɦɹ ɹɜɥɹɟɬɫɹ ɧɚɢɛɨɥɟɟ ɷɮɮɟɤɬɢɜɧɨɣ ɫɬɪɚɬɟɝɢɟɣ ɞɥɹ ɡɚɳɢɬɵ ɨɬ ɫɚɦɵɯ 
ɤɪɭɩɧɵɯ DDoS-ɚɬɚɤ. 

The Expanding Role of Service Providers in DDoS Mitigation (Frost & Sullivan, 2015) 
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~1.3 billion 
Security events per day 

We monitor 

mitigate ~40 
DDoS attacks a day 

We respond to and  

at least one C2 
network a month 

We identify and remove 

48 billion  
NetFlow sessions per 
day 

We monitor over daily audits, 
protect and monitor  
all our products & systems 

We perform 

~87 TB of 
data 
per day 

We collect 

Чɬɨ ɦы ɜɢɞɢɦ ɢ ɞɟɥɚɟɦ 
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Оɬɛɢɬɚɹ ɦɚɫɲɬɚɛɧɚɹ ɚɬɚɤɚ ~250 Gbps 
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Вɡɚɢɦɨɞɨɩɨɥɧɹɸɳɢɟ ɭɪɨɜɧɢ ɡɚɳɢɬɵ 
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DDoS and Web Security 

Network 
Protection 

DDoS Mitigation 

Routed 

Direct 
 (VPN) 

Proxy 

GRE 
Internet 
Direct 

Flow-Based Monitoring 

Always On On Demand Always On 

Customer Initiated 
Mitigation 

Always On 

Application Monitoring and Mitigation 
Cloud Signaling 
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Detection: Attack identified by Customer or Level 3 SOC 
(On Demand) 

1 

Re-Route: BGP used to route traffic through Scrubbing 
Centers  (On Demand) 

2 

Mitigation: Targeted address traffic diverted and scrubbed 3 

4 Command & Control server take-downs performed as 
appropriate 

Clean traffic return 

Mitigation 
activated 

3 

Non-targeted 
addresses 

Level 3 
Scrubbing 

Centers 

Detect 
and alert 

2 

Level 3 SOC 

Targeted 
addresses 
Re-routed 

1 

Targeted  
address 
space 

Non-targeted  
address 
space 

Private connection, 
Level 3 Internet or 

GRE Tunnel 

Кɚɤ Эɬɨ Рɚɛɨɬɚɟɬ 

Internet 

• Network-based, unlimited mitigation 

• Always-On or On-Demand options 

• Route determined by BGP configuration 

• Asymmetric traffic flow 

• Private connection for forwarding clean traffic 

• Volumetric and application layer attack 
mitigation (Layers 3-7) 

• Optional Flow-Based Monitoring (proactive 
monitoring and alerting) 

Service Highlights 
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Level 3® DDoS
  

Mitigation Service 
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Launched 

Los 

Angeles 
Dallas 

Chicago 
New York 

São 

Paulo 

London 
Frankfurt 

Washington 

DC 

Buenos 

Aires 

Singapore 

• Network-based security  

• 4.5 Tbps of ingest capacity  

• Carrier agnostic 

• Regionally distributed scrubbing centers 

• Network-based controls 

• Extensive peering 

• Backed by threat Intelligence generated 
by Level 3 Threat Research Labs 

• Supported 24x7 by global Security 
Operations Centers  

 

Tokyo 

Ƚɥɨɛɚɥɶɧɚɹ ɫɢɫɬɟɦɚ ɡɚɳɢɬɵ ɧɚ ɨɫɧɨɜɟ ɫɨɛɫɬɜɟɧɧɨɣ ɫɟɬɢ 
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Security Is Our Core 
 

     EVERY DAY, AROUND THE CLOCK , WE TRACK, MONITOR AND MANAGE:  

  

~1,000 COMAND AND  

CONTROL SERVERS 

~1.3 BILLION SECURITY  

EVENTS 

1+ MILLION MALICIOUS 

PACKETS 

200,000+ ROUTE 

MILES 

87 TERRABYTES OF 

DATA COLLECTED 
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Expected to be the largest scale deployments in the Industry 

• BGP Flowspec based announcements allow for an 
automated ACL rules delivery to Level 3 Flowspec 
capable routers. 

 

• Highly scalable solution, available globally, managed 
by the Level 3 Security Operations Center 

 

• Facilitates emergency mitigation 

 

• Key Benefits: 

– Rapid deployment of ACLs globally 

– Provides an additional layer of mitigation 
against large scale volumetric attacks on 
network layers 3 and 4   

 

Victim 

Attacker 

Level 3 Security 

Operations Center 

BGP Flowspec  

Control System 

Рɚɫɲɢɪɟɧɧыɟ ɜɨɡɦɨɠɧɨɫɬɢ Level 3 
Иɫɩɨɥɶɡɨɜɚɧɢɟ BGP Flowspec ɞɥɹ ɛɵɫɬɪɨɣ ɪɟɚɤɰɢɢ 



© 2015 Level 3 Communications, LLC. All Rights Reserved. Proprietary and Confidential. 

Зɚɤɥɸɱɟɧɢɟ 

• Кɨɥɢɱɟɫɬɜɨ, ɪɚɡɦɟɪ ɢ ɫɥɨɠɧɨɫɬɶ DDoS ɚɬɚɤ ɪɚɫɬёɬ 

• DDoS – ɩɨ ɩɪɢɪɨɞɟ ɝɥɨɛɚɥɶɧɚɹ ɩɪɨɛɥɟɦɚ, ɬɪɟɛɭɸɳɚɹ ɝɥɨɛɚɥɶɧɵɯ 
ɪɟɲɟɧɢɣ 

• Дɥɹ ɷɮɮɟɤɬɢɜɧɨɣ ɡɚɳɢɬɵ ɧɭɠɟɧ ɤɨɦɩɥɟɤɫɧɵɣ ɩɨɞɯɨɞ 

• Вɵɛɨɪ ɫɩɨɫɨɛɚ ɡɚɳɢɬɵ ɨɬ DDoS ɢɧɞɢɜɢɞɭɚɥɟɧ ɢ ɡɚɜɢɫɢɬ ɨɬ ɩɪɨɮɢɥɹ 
ɩɨɬɟɧɰɢɚɥɶɧɨɣ ɠɟɪɬɜɵ: ɫɨɛɫɬɜɟɧɧɨ ɰɟɥɶ, ɪɚɡɦɟɪ ɢ ɬɢɩ ɛɢɡɧɟɫɚ, 
ɦɚɫɲɬɚɛ ɭɝɪɨɡ 

• ɋɨɬɪɭɞɧɢɱɟɫɬɜɨ ɫ ɨɩɟɪɚɬɨɪɚɦɢ ɫɜɹɡɢ – ɧɟɨɬɴɟɦɥɟɦɵɣ ɷɥɟɦɟɧɬ 
ɩɨɥɢɬɢɤɢ ɡɚɳɢɬɵ ɨɬ DDoS 

• Ɍɟɯɧɨɥɨɝɢɱɟɫɤɢɟ ɦɟɬɨɞɵ ɡɚɳɢɬɵ – ɜɚɠɧɟɣɲɢɣ ɷɥɟɦɟɧɬ ɩɨɥɢɬɢɤɢ, ɧɨ ɧɟ 
ɩɚɧɚɰɟɹ. 
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ɋɩɚɫɢɛɨ! 
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Мы ɩɨɣɞɟм ɞɪɭɝɢм ɩɭɬɟм 

;-) 
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PRIVATE, SECURE CONNECTIVITY TO THE CLOUD 

Level 3 Cloud Connect Solutions offer a private network ecosystem that can connect your enterprise with leading cloud 
and data center providers around the world. They can provide improved application performance as well as security and 
flexibility, which allow you to realize all the benefits of the cloud without compromising productivity or revenue. 

LEVEL 3® CLOUD CONNECT SOLUTIONS 

SCALE NETWORK AND 

BANDWIDTH ON DEMAND 

PRIVATE 

CONNECTIVITY TO 

THE CLOUD 

FLEXIBLE ETHERNET 

AND IP VPN 

CONNECTIVITY OPTIONS 

CONNECT TO CSP 

LOCATIONS 

GLOBALLY 


