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Connecting and Protecting

Level 3 Communications — KOPOTKO O KOMMNaHUM: the Networked Worg”

Level 3 Communications Level 3 Customers

E Over $8B Pro Forma LTM Revenue* .-(I)-. 8 of the Top 10 U.S. Based Banks

'n"n"n"n"i"n' Approx. 1 2,500 Employees ‘E' 8 of the Top 10 Internet Service Providers

&LeL Hallo

Bn:ﬁfnfmf"a Connecting 60+ Countries and Counting @ 8 of the Top 10 Global Pharmaceutical Companies

{Q‘\- 200,000+ Route Miles of Fiber Globally E\\ 8 of the Top 10 Cable MSOs

PN 8 ,
Approx. 350 Multi-tenant Datacenters [P | of the Top 10 World’s Most Valuable Brands

-
'3@5' Over 43prS of Global IP Capacity T == 4 o the “Big 6” Movie Studios

IE More than 1 2 B+ Minutes Per Month in VolP Traffic
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Connecting and Protecting

. CobGcTBeHHOE nporpamMmmHo-annapaTHoe peweHue 3awmuTtbl ot DDOS the Networked World™
[MpenmyuiectBa: KOHTpoOnb, 4OCTYN K 3KCNepTn3e BeHaopa
OrpaHunyenus: LleHa/ctonmocTts BnageHuna: CAPEX + OPEX + Capacity, Okcneptunsa, Macwrtab

ll. OGnayHble peweHus (1) - CneunannsnpoBaHHblie KOMNaHuu («pure play»)
Mpenmyuiectea: OPEX, Qkcneptunsa, HezaBMCMMOCTb OT onepaTopos

OrpaHunyveHuna: Macwtab; KoHevyHas eMKOCTb ansfiMHKOB; NoTpebyeTca HanagnTs B3auMogencTeme
IT/Network/Security BHyTp1 KOMNaHuUM 1 ¢ NOCTaBLLMKOM peLleHUs

lll. O6nayHble peweHuns (2) - CneynanusnpoBaHHble CEPBUCHI KPYMHbIX onepaTopoB

Mpeumyuiecta: OPEX, OkcnepTtnsa, HesaBmucnmbl OT onepaTopoB, YCTONYMBOCTb NPU KPYMHbIX
aTakax + BO3MOXHOCTb B6rnokvpoBaTb OOTHETHI B MecTax ux «obutaHus», [peeseHTBHaA
AnarHocTuKa 3a CHET rnobanbHOro MOHUTOPUHIa

OrpaHunyenusa: notpebyerca HanaguTb B3aumogenictene IT/Network/Security BHyTpu koMmnaHmm u ¢
MOCTaBLUMKOM peLLeHmns

BoaMmoxHbI BapuaHTbl: cobcTBEHHaAda cnctema + nogaepxka onepatopa (Network
protection), cobcTBeHHasa cuctema + obnayHasa nnargopma ...
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Ponb npOBaﬁ,qepa B OpraHn3auuum 3allmnThbl the Networked World™
The Expanding Role of Service Providers in DDoS Mitigation (Frost & Sullivan, 2015)

Service provider has far more network visibility and data to collect and analyze for threats
compared to even a large enterprise network. This visibility gives service providers a great
advantage in the effort to identify attacks.

Service providers can block threats upstream at the network edge closest to the malicious
hosts.

By combining these two advantages, service providers may be able to block attacks by
identifying the activities that precede a DDoS attack.

The advancement of service provider DDoS mitigation services wouldn’t necessarily
compete with enterprise DDoS mitigation solutions, as many organizations will continue to
require an on-site solution that can complete their DDoS protection strategies. However,
hybrid and cloud models are currently the most effective mitigation strategies for defending
against the largest DDoS attacks.
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Ponb npOBaﬁ,qepa B OpraHn3auuum 3allmnThbl the Networked World™
The Expanding Role of Service Providers in DDoS Mitigation (Frost & Sullivan, 2015)

» [locTaBLUMK YCNyr MMeeT ropas3no 0onbluyo BUANMOCTb CETU M AaHHbIX Ans coopa u
aHarnmsa yrpos rno cpaBHeHUIO ¢ gaxke 60nbLLO KOpNopaTUBHOM CETb0. JTa BUAMMOCTb
OaeT nocTaBLiukaM ycrnyr 60nbLLIoe NPeMMyLLECTBO B LIENSAX BbIABIEHUS aTak.

= [locTaBWMKM ycnyr MOryT 6roknpoBaTh yrpo3bl Ha rpaHuLLEe CBOEN CETU, bnvkanwen K
NCTOYHUKY aTaKMW.

=  KomOUHMpYS 3Tn ABa NpeMMYyLLIECTBA, NOCTaBLUMKIX YCIyr MOryT OriOKMpoBaTh aTaku nyTem
BbISIBNEHMS cOObITUI, KOTOpble NpeawecTBytoT DDoS-atake.

= [lpenmywiecTBa NocTaBLUMKa YyCyr COBCEM He 0b6sa3aTenbHO ByayT KOHKYpUpoBaTb C
KopnopaTtmnBHbIMM pelueHmnsamm no 3awmte ot DDoS, Tak kak MHOrve opraHusauum 6yayT
No-NPEeXHEMY UCMOSb30BaTb PELLUEHUSA «Ha MECTEY» YTOObI AONOMHUTL CBOKO CTpaTermto
3awmTtbl oT DDoS. Tem He meHee, ncnonb3oBaHue rMbpmnaHon n obrnavyHom mMoaenm B
HacTosLlee BpemMsa sBnseTca Hanbonee apdekTMBHOM cTpaTerMen anga 3awmTbl OT caMblX
KpynHblx DDoS-aTak.
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We monitor. . We_re_spond to and We identify and remove
~1.3 billion mitigate ~40 atleast ONE C2
Security events per day DDoS attacks a day network a month
w it We collect We perform

€ monitor over . .
48 billion ~87 TB of dally audits,
NetFlow sessions per protect and monitor

data all our products & systems

day

per day
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OTbutana macwrtabHasa ataka ~250 Gbps
the Networked World™
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52,123,375.836 143,406,446,708
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DDoS and Web Security

Network o
Protection DDoS Mitigation
Direct Internet
(VPN) Direct
Always On On Demand

Flow-Based Monitoring

Always On Always On

Customer Initiated
Mitigation

Application Monitoring and Mitigation
Cloud Signaling

© 2015 Level 3 Communications, LLC. All Rights Reserved. Proprietary and Confidential.



Kak 3Tto PaboTtaer

0 Detection: Attack identified by Customer or Level 3 SOC
(On Demand)

e Re-Route: BGP used to route traffic through Scrubbing
Centers (On Demand)

o Mitigation: Targeted address traffic diverted and scrubbed

o Command & Control server take-downs performed as
appropriate

Service Highlights

* Network-based, unlimited mitigation

+ Always-On or On-Demand options

» Route determined by BGP configuration

» Asymmetric traffic flow

* Private connection for forwarding clean traffic

 Volumetric and application layer attack
mitigation (Layers 3-7)

 Optional Flow-Based Monitoring (proactive
monitoring and alerting)
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Connecting and Protecting
the Networked World™

Internet
Level 3 SOC P
g Detect
¥ and alert
e b bemmmmeeoeeeee Targeted
Mlt!gatlon L ——————— addresses
activated ‘7, Re-routed
\S=ss====s========l N
v Private connection, -— ggr-targeted
\ Level 3 Internet or addresses
K GRE Tunpel __y
______ o> ==
\
Clean traffic return \\
N
Level 3
Scrubbing A = L
Centers ——=1=] ——1=
_—= E—E
Non-targeted Targeted
address address
space space



Level 3® DDoS Mitigation Service @~ =EOW

Connecting and Protecting
the Networked World™

[mobanbHaa cuctema 3almTbl HA OCHOBE COOCTBEHHOW CEeTU

EN ) : * Network-based security
L°““°'*"’§_'§jé}ankfun * 4.5 Tbps of ingest capacity

©-New York | (A : Tokyo . i i
N 32 Carrier agnostic
Los ™ 0 9 Hong . . . .
Angeles < . DC . K°"8 . * Regionally distributed scrubbing centers

* Network-based controls

S 'Chi‘?ag‘_’ :

Singapore @ » Extensive peering

» Backed by threat Intelligence generated
by Level 3 Threat Research Labs

» Supported 24x7 by global Security

O Launched Operations Centers

@ Planned




Security IS Our Core necting and Protecting

the Networked World™
EVERY DAY, AROUND THE CLOCK , WE TRACK,

MILLION MALICIOUS
PACKETS

~ COMAND AND
1 ’000 CONTROL SERVERS

200,000+ m

DATA COLLECTED

~1.3 BILLION SECURITY :
EVENTS . 87 TERRABYTES OF




PaclwumpeHHble Bo3MOXHOCTHU Level 3 Connectng and Protecin
Ucnonb3oBaHne BGP Flowspec ans 6bictpon peakumm

the Networked World™

Expected to be the largest scale deployments in the Industry

o

Victim

* BGP Flowspec based announcements allow for an
automated ACL rules delivery to Level 3 Flowspec
capable routers.

* Highly scalable solution, available globally, managed
by the Level 3 Security Operations Center

+ Facilitates emergency mitigation

* Key Benefits:
— Rapid deployment of ACLs globally BGP Flowspec

— Provides an additional layer of mitigation Control System
against large scale volumetric attacks on :
network layers 3 and 4

Level 3 Security
Operations Center

Attacker
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*  KonunuectBo, pasmep 1 crnoxHoctb DDoS aTtak pacTtér DATA PROTECTION

* DDoS - no npupoge rnobanbHas npobnema, Tpebyrowan rnobanbHbIX
peLleHunmn

e [Ins adpdEKTUBHOM 3aLLUUTLI HYXKEH KOMMJTEKCHbIN NOAXO0A

* Bbibop cnocoba 3awmutbl o1 DDOS nHgmeuayaneH n 3aBucuT ot Npodouns
NOTEHLManbHON XXepTBbl: COOCTBEHHO LiENb, pa3mep 1 Tun busHeca,
macLitab yrpos

« CoTpygHU4YeCTBO C onepaTopamMu CBsI3M — HEOTHLEMITEMbIN SIEMEHT
nonuTukM 3awmtbl oT DDoS

e TexHonormyeckue MeTobl 3alUUTbl — BAXXHEWLLWIA SNEMEHT NOMUTUKA, HO He
naHaues.
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Mb1 notidem dpyaum nymem
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LEVEL 3® CLOUD CONNECT SOLUTIONS Level (3)

e
PRIVATE, SECURE CONNECTIVITY TO THE CLOUD

Connecting and Protecting
the Networked World™

Level 3 Cloud Connect Solutions offer a private network ecosystem that can connect your enterprise with leading cloud
and data center providers around the world. They can provide improved application performance as well as security and
flexibility, which allow you to realize all the benefits of the cloud without compromising productivity or revenue.

amazon
webservices”

Level 3 1) Office 365
. -+
- Microsoft Azure & Helion
CLOUD CONNECT
SOLUTIONS £ Google Cloud Platform

N

©

SCALE NETWORK AND PRIVATE

FLEXIBLE ETHERNET CONNECT TO CSP
BANDWIDTH ON DEMAND CONNECTIVITY TO

AND IP VPN LOCATIONS
THE CLOUD CONNECTIVITY OPTIONS GLOBALLY




