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Ⱥɧɞɪɟɣ Ⱦɭɯɜɚɥɨɜ,  
Ɋɭɤɨɜɨɞɢɬɟɥɶ Ⱦɟɩɚɪɬɚɦɟɧɬɚ ɉɟɪɫɩɟɤɬɢɜɧɵɯ Ɍɟɯɧɨɥɨɝɢɣ 

Infosecurity 
Ɇɨɫɤɜɚ, 20 ɋɟɧɬ 2016 

ɈɋɈȻȿɇɇɈɋɌɂ ɂ ɋɊȿȾɋɌȼȺ 
ɈȻȿɋɉȿɑȿɇɂə ɄɂȻȿɊɁȺɓɂɌɕ Ⱥɋɍ Ɍɉ 



ɉɪɨɧɢɤɧɨɜɟɧɢɟ ɰɢɮɪɨɜɵɯ ɬɟɯɧɨɥɨɝɢɣ ɜ ɪɟɚɥɶɧɵɣ ɦɢɪ 

ɐɢɮɪɨɜɨɣ ɦɢɪ Ɏɢɡɢɱɟɫɤɢɣ ɦɢɪ 

Information Technology Operational Technology 

ɂɧɞɭɫɬɪɢɚɥɶɧɵɣ ɢɧɬɟɪɧɟɬ ɜɟɳɟɣ 

Ⱥɋɍ Ɍɉ 



    ɇɚɱɚɥɨ 

ɄɈȽȾȺ: 2010 

ȽȾȿ: ɂɪɚɧ, ɇɚɬɚɧɰ 

ɄɂȻȿɊ:  
- ̴̶̛̛̛̦̬о̦̦̼̏̌е USB-у̭т̬о̜̭т̏̌ 

- ˄̛̥́̏̚о̭т̛ ̏ MS Windows 

- АС˄ ˃П п̌кет Win CC ̴̶̛̛̛̦̬о̦̏̌ 

- S7 ПЛК ̛̥к̬оп̬о̬̥̥̐̌̌ ̛̥̚е̦е̦̌ 

ɎɂɁɂЧȿɋɄɂɃ:  
- ̦̬̌у̹е̛̦е те̵̦оло̸̛̐е̭ко̐о п̬о̶е̭̭̌ 

- ̛̙̦̚е̦̦̼̜ ̶̛кл ̶е̦т̴̛̬у̛̐ дл́ о̍о̺̐̌е̛̦́  
у̬̦̌̌ ̸̛̦̌̚тел̦̽о ̭ок̬̺̌е̦ 

- поло̥к̛ о̍о̬удо̛̦̏̌́ 

https://www.symantec.com/security_response/writeup.jsp?docid=2010-071400-3123-99  
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Ʉɨɥɢɱɟɫɬɜɨ ɞɨɤɭɦɟɧɬɢɪɨɜɚɧɧɵɯ 
ɢɧɰɢɞɟɧɬɨɜ ɧɚ ɨɛɴɟɤɬɚɯ 

ɤɪɢɬɢɱɟɫɤɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ ɫ 
2009 ɩɨ 2015ɝ.  

Ʉɨɥɢɱɟɫɬɜɨ ɢɧɰɢɞɟɧɬɨɜ Linear (Ʉɨɥɢɱɟɫɬɜɨ ɢɧɰɢɞɟɧɬɨɜ) 

ɉɨ ɞɚɧɧɵɦ US ICS-CERT.  

2014 2015 

В̭е̐о ̶̛̛̦де̦то̏ 245 100% 295 100% 

Critical manufacturing 27 11% 97 33% 

Energy 32 13% 46 16% 

Water 6 2% 25 8% 

Government facility 5 2% 18 6% 

Transportation 5 2% 23 8% 

Chemical 2 1% 7 2% 

Nuclear 2 1% 7 2% 

ɋɨɫɬɨɹɧɢɟ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ ɜ ɦɢɪɟ 
ɩɪɨɦɵɲɥɟɧɧɨɣ ɚɜɬɨɦɚɬɢɡɚɰɢɢ 



ɐɟɥɟɜɚɹ ɚɬɚɤɚ ɧɚ ɧɟɦɟɰɤɢɣ ɫɬɚɥɟɩɥɚɜɢɥɶɧɵɣ ɡɚɜɨɞ. 

ɄɈȽȾȺ: ɞɟɤɚɛɪɶ 2014 

ȽȾȿ: Ƚɟɪɦɚɧɢɹ 

ɄɂȻȿɊ:  
- ̴̛̛̹̦̐о̏̌́ email-̌т̌к̌ дл́ полу̸е̛̦́ до̭туп̌ 

- ̴̶̛̛̛̦̬о̦̦̼̜̏̌ ко̥п̽̀те̬ ̏ ко̬по̬̌т̛̦̏о̜ ̭ет̛ 

- п̬о̛̦к̦о̏е̛̦е ̏ ̭ет̽ АС˄ ˃П 

- ̥̦о̙е̭т̏е̦̦̼е отк̼̌̚ ко̥опо̦е̦то̏ АС˄ ˃П 

ɎɂɁɂЧȿɋɄɂɃ:  
- ̥̦о̙е̭т̏е̦̦̼е отк̼̌̚ п̛̬̏ел̛ к п̬ек̬̺̌ѐ̛̦ ̦о̬̥̌л̦̽о̐о ̴у̦к̶̛о̛̦̬о̛̦̏̌́ ̭̏е̐о те̵п̬о̶е̭̭̌  

- до̥е̦̦у̀ пе̸̽ ̦е̏о̥̚о̙̦о ̼̍ло о̭т̦̌о̛̏т̽ ̏ ̹т̌т̦о̥ ̬е̛̙̥е ̸то п̛̬̏ело к ̴̸̛̛̚е̭ко̥у ̵̼̏оду 

̛̚ ̭т̬о́ ̭̏е̜ ̛̭̭те̥̼ 

https://ics.sans.org/media/ICS-CPPE-case-Study-2-German-Steelworks_Facility.pdf  

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2014.pdf?__blob=publicationFile%20  
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ɄɈȽȾȺ: ɞɟɤɚɛɪɶ 2015 

ȽȾȿ: ɍɤɪɚɢɧɚ, 3 ɨɛɥɚɫɬɢ 

ɄɂȻȿɊ:  
- од̛̦ ̛̚ уп̬̌̏л̵̛̺́̀ ко̥п̽̀те̬о̏ ̬̙̌̌̚ет 

BalckйnergyϮ по̭̬ед̭т̏о̥ ̴̛̛̹̦̐о̏о̜ email-̌т̌к̛ 

- ̬е̚е̬̦̼̏е ̛̭то̸̛̦к̛ п̛т̛̦̌́ (UPS) ̌т̌ко̦̼̏̌ 

- RTU ̛̥к̬оп̬о̬̥̥̐̌̌ ̛̥̚е̦е̦̌ 

- ̭̬ед̭т̏̌ уд̌ле̦̦о̐о уп̬̌̏ле̛̦́ у̸̛̦то̙е̦̼ 

- DDoS-̌т̌к̌ ̦̌ ̶е̦т̬̼ теле̴о̦̦о̜ подде̬̙к̛ 

ɎɂɁɂЧȿɋɄɂɃ:  
- ̭ек̶̛о̦̦̼е ̼̏кл̸̀̌тел̛ уд̌ле̦̦о уп̬̌̏л́л̛̭̽ ̚лоу̥̼̹ле̛̦̦к̛̥̌ 

- уд̌ле̦̦ое уп̬̌̏ле̛̦е ̼̍ло ̌̍̚лок̛̬о̦̏̌о дл́ ле̛̐т̵̛̥̦̼ опе̬̌то̬о̏ 

- откл̸̀е̛̦е ̾лект̸̛̬е̭т̏̌ ̦̌ 7-̛ 110 кВ ̛ 23-̵ 35 кВ под̭т̶̵̛̦̌́ 

- 3 о̍л̭̌т̛, ̍олее 225 000 пот̬е̛̍теле̜ о̭т̌ло̭̽ ̍е̚ ̾лект̸̛̬е̭т̏̌ ̍олее ̸е̥ ̦̌ 6 ̸̭̌о̏. 

https://ics-cert.us-cert.gov/alerts/IR-ALERT-H-16-056-01  

ɐɟɥɟɜɚɹ ɚɬɚɤɚ ɧɚ ɷɥɟɤɬɪɨɫɟɬɢ ɍɤɪɚɢɧɵ 
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ɂɧɰɢɞɟɧɬɵ ɡɚɪɟɝɢɫɬɪɢɪɨɜɚɧɧɵɟ ɡɚ ɩɨɫɥɟɞɧɢɟ ɩɨɥɝɨɞɚ 



http://www.kaspersky.ru/about/news/virus/2016/ics-vulnerabilities 

92% ɩɨɞɤɥɸɱɟɧɧɵɯ ɤ ɂɧɬɟɪɧɟɬɭ ɤɨɦɩɨɧɟɧɬɨɜ Ⱥɋɍ Ɍɉ ɩɨɞɜɟɪɠɟɧɵ 
ɭɞɚɥɟɧɧɵɦ ɚɬɚɤɚɦ 

ɋɨɫɬɨɹɧɢɟ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ ɛɟɡɨɩɚɫɧɨɫɬɢ ɜ ɦɢɪɟ 
ɩɪɨɦɵɲɥɟɧɧɨɣ ɚɜɬɨɦɚɬɢɡɚɰɢɢ 

ϭϭ.Ϭϳ.ϮϬϭϲ Л̌̍о̬̌то̛̬́ К̭̌пе̬̭ко̐о опу̍л̛ко̏̌л̌ от̸ет  

220,558 

ко̥по̦е̦то̏ 
АС˄ ˃П 

до̭туп̦̼ ̛̚ 
И̦те̬̦ет 



Ⱥɬɚɤɚ ɧɚ ɦɨɞɟɥɶ ɰɢɮɪɨɜɨɣ ɩɨɞɫɬɚɧɰɢɢ 

ɋɬɚɞɢɢ ɚɬɚɤɢ: 
- ɉɟɪɟɯɜɚɬ ɫɟɬɟɜɨɝɨ ɬɪɚɮɢɤɚ 

- ɉɨɥɭɱɟɧɢɟ ɞɨɫɬɭɩɚ ɤ ɫɢɫɬɟɦɟ 

- Ɉɬɤɥɸɱɟɧɢɟ ɡɚɳɢɬɧɨɣ ɚɜɬɨɦɚɬɢɤɢ (ɊɁȺ) 

- Ʉɨɪɨɬɤɨɟ ɡɚɦɵɤɚɧɢɟ ɧɚ ɦɚɤɟɬɟ Ʌɗɉ 

 

Ɍɪɢ ɢɡ ɱɟɬɵɪɟɯ ɤɨɦɚɧɞ-ɮɢɧɚɥɢɫɬɨɜ 
ɪɚɟɥɢɡɨɜɚɥɢ ɚɜɚɪɢɣɧɭɸ ɫɢɬɭɚɰɢɸ ɜ ɩɟɪɜɵɣ 
ɞɟɧɶ ɡɧɚɤɨɦɫɬɜɚ ɫ ɨɛɴɟɤɬɨɦ: 

- ɋɩɟɰɢɚɥɢɫɬɵ ɜ ɨɛɥɚɫɬɢ ɊɁȺ – ɡɚ 3 ɱɚɫɚ 

- ɏɚɤɟɪɵ ɲɢɪɨɤɨɝɨ ɩɪɨɮɢɥɹ  – ɡɚ 5 ɱɚɫɨɜ 

В окт̬́̍е ϮϬϭ5 ̐од̌ Л̌̍о̬̌то̛̬́ К̭̌пе̬̭ко̐о ̏ ̬̥̌к̵̌ 
̭̏ое̜ ко̴̦е̬е̶̛̛̦, по̭̏́ще̦̦о̜ ̴̛̦о̶̛̬̥̌о̦̦о̜ 
̍е̚оп̭̦̌о̭т̛ АС˄ ˃П п̬о̏ел̌ ̭о̬е̦̏о̛̦̏̌́ ̭̬ед̛ 
ко̥̦̌д, ̭пе̶̛̌л̛̛̬̚у̀щ̵̛̭́ ̦̌ по̛̭к̵̌ у̛̥́̏̚о̭те̜ ̏ 
̴̛̦о̶̛̬̥̌о̦̦ы̵ ̛̭̭те̵̥̌ (CTF) 



Ƚɥ.ɢɧɠɟɧɟɪ 

IT 

Security 

CIA – ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɫɬɶ IAC – ɰɟɥɨɫɬɧɨɫɬɶ ɢ ɞɨɫɬɭɩɧɨɫɬɶ 

ɋȻ 

Ⱦɪɭɝɢɟ ɰɟɥɢ ɢ 
ɩɪɢɨɪɢɬɟɬɵ 

Ⱦɪɭɝɢɟ 
ɡɚɤɚɡɱɢɤɢ 

Ⱦɪɭɝɢɟ ɨɛɴɟɤɬɵ 
ɡɚɳɢɬɵ 

PC, SERVER, MOBILE ɉɅɄ, HMI, SCADA, … 

IT 

ɞɢɪɟɤɬɨɪ 

IT ɫɟɤɶɸɪɢɬɢ ɜ ɫɪɚɜɧɟɧɢɢ ɫ Ⱥɋɍ Ɍɉ ɫɟɤɶɸɪɢɬɢ 



ɋɌɊɍɄɌɍɊɇȺə ɆɈȾȿɅɖ ɉɊȿȾɉɊɂəɌɂə – ISA-95 

Business planning 

and logistics 

LEVEL 4 

Manufacturing Operations 

management 

LEVEL 3 

Batch Control. 

Continuous 

Control. 

Discrete Control. 

LEVEL 2, 1 

Physical 

LEVEL 0 

Managing end-to-end supply chain. Establishing the basic 

plant schedule – production, material use, delivery, and 

shipping. 

Work flow/recipe control to produce the desired end 

products. Maintaining records and optimizing the production 

process.  

Monitoring, supervisory control and automated control of 

the production process 

Sensing the production process, manipulating the production 
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ANTI-APT 

v 

KICS: Ȼɟɡɨɩɚɫɧɨɫɬɶ 
Ⱥɋɍ Ɍɉ 

Ɋɟɲɟɧɢɹ ɞɥɹ 
Ⱦɚɬɚ-ɰɟɧɬɪɨɜ 

Ɇɨɛɢɥɶɧɵɟ 
ɪɟɲɟɧɢɹ 

Ɂɚɳɢɬɚ ɪɚɛɨɱɢɯ 
ɫɬɚɧɰɢɣ 

Ɂɚɳɢɬɚ ɨɬ DDOS ɚɬɚɤ 

ɂɫɫɥɟɞɨɜɚɧɢɹ ɢ 
ɨɬɱɟɬɵ ɩɨ 

ɬɟɤɭɳɟɣ ɫɢɬɭɚɰɢɢ  

Ɂɚɳɢɬɚ ɨɬ 
ɦɨɲɟɧɧɢɱɟɫɬɜɚ ɞɥɹ 

ɛɚɧɤɨɜɫɤɢɯ ɨɩɟɪɚɰɢɣ 

Ȼɟɡɨɩɚɫɧɨɫɬɶ ɞɥɹ 
ɫɪɟɞɫɬɜ ɜɢɪɬɭɚɥɢɡɚɰɢɢ 



KICS: ɉȺɋɋɂȼɇɕɃ ɆɇɈȽɈ-ɄɈɆɉɈɇȿɇɌɇɕɃ ɆɈɇɂɌɈɊɂɇȽ 

    3 ɭɪɨɜɧɹ ɡɚɳɢɬɵ: 

- ɐɟɥɨɫɬɧɨɫɬɶ ɫɪɟɞɵ (whitelisting) 

- ɐɟɥɨɫɬɧɨɫɬɶ ɫɟɬɟɜɵɯ ɜɡɚɢɦɨɞɟɣɫɬɜɢɣ 
ɢ ɦɨɧɢɬɨɪɢɧɝ ɚɧɨɦɚɥɢɣ 

- ɐɟɥɨɫɬɧɨɫɬɶ ɩɪɨɝɪɚɦɦ ɉɅɄ 

 ICS/SCADA  

KICS 
 

KICS – Kaspersky Industrial CyberSecurity 

Ɉɫɧɨɜɧɚɹ ɰɟɥɶ – ɰɟɥɨɫɬɧɨɫɬɶ ɢ 
ɞɨɫɬɭɩɧɨɫɬɶ 



KICS: cɬɪɭɤɬɭɪɚ ɪɟɲɟɧɢɹ  



ȻȿɁɈɉȺɋɇɈɋɌɖ - ɗɌɈ ɉɊɈɐȿɋɋ, Ⱥ ɇȿ ɉɊɈȿɄɌ 

16 

ɗɤɫɩɥɭɚɬɚɰɢɹ ɢ 
ɩɨɞɞɟɪɠɤɚ 

ɪɟɚɥɢɡɚɰɢɹ 

ȼɵɹɜɥɟɧɢɟ ɭɝɪɨɡ 

Ɉɰɟɧɤɚ ɪɢɫɤɨɜ 

ɉɪɨɟɤɬɢɪɨɜɚɧɢɟ 
ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ 



ɉɊɂɆȿɊ ɂɋɉɈɅɖɁɈȼȺɇɂə: ɌȺɇȿɄɈ, ɌȺɌȺɊɋɌȺɇ 

Ɂɚɤɚɡɱɢɤ – ɌȺɇȿɄɈ 

ȼɧɟɞɪɟɧɢɟ KICS – ɞɟɤɚɛɪɶ  2015 ɝɨɞɚ 

ɍɪɨɜɟɧɶ ɧɚɞɟɠɧɨɫɬɢ ɞɥɹ ɩɪɨɢɡɜɨɞɫɬɜɚ – 99,99% 

Ɉɛɴɟɦ ɩɟɪɟɪɚɛɨɬɤɢ – 8,5 ɦɥɧ ɬɨɧɧ ɫɵɪɨɣ ɧɟɮɬɢ ɜ ɝɨɞ 

ɇɨɜɵɣ ɡɚɜɨɞ, ɧɚɱɚɥɨ ɫɬɪɨɢɬɟɥɶɫɬɜɚ – 2005 ɝɨɞ 

ɋɌɈɂɆɈɋɌɖ ɇȿɁȺɉɅȺɇɂɊɈȼȺɇɇɈȽɈ ɉɊɈɋɌɈə – 250.000$ ɜ ɱɚɫ 

ɗɬɚɩɵ: ɨɛɫɥɟɞɨɜɚɧɢɟ, ɦɨɞɟɥɶ ɭɝɪɨɡ, ɚɧɚɥɢɡ ɪɢɫɤɨɜ, ɩɢɥɨɬɧɵɣ ɨɛɴɟɤɬ (ɥɢɧɢɹ ɪɚɡɝɪɭɡɤɢ ɬɹɠɟɥɨɝɨ 
ɝɚɡɨɣɥɹ), ɜɧɟɞɪɟɧɢɟ 

Ɋɟɡɭɥɶɬɚɬɵ ɡɚ ɩɟɪɜɵɟ ɬɪɢ ɦɟɫɹɰɚ ɷɤɫɩɥɭɚɬɚɰɢɢ 
- ɉɨɩɵɬɤɚ ɧɟɚɜɬɨɪɢɡɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ ɤ ɫɟɬɢ Ⱥɋɍ Ɍɉ 

- ɉɨɩɵɬɤɚ ɩɪɨɜɟɞɟɧɢɹ ɪɟɝɥɚɦɟɧɬɧɵɯ ɪɚɛɨɬ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɧɟɫɨɨɬɜɟɬɫɜɭɸɳɟɣ ɜɟɪɫɢɢ SCADA ɩɪɨɟɤɬɚ 

- ɇɟɧɚɦɟɪɟɧɧɨɟ ɢɡɦɟɧɟɧɢɟ ɢɧɠɟɧɟɪɧɨɝɨ ɞɢɚɩɚɡɨɧɚ PID-ɪɟɝɭɥɹɬɨɪɚ 



ɋɩɚɫɢɛɨ ɡɚ ɜɧɢɦɚɧɢɟ 

Ⱥɧɞɪɟɣ Ⱦɭɯɜɚɥɨɜ 

Ɋɭɤɨɜɨɞɢɬɟɥɶ Ⱦɟɩɚɪɬɚɦɟɧɬɚ ɉɟɪɫɩɟɤɬɢɜɧɵɯ ɬɟɯɧɨɥɨɝɢɣ 

Andrey.Doukhvalov@kaspersky.com  

ȼ ɫɨɜɪɟɦɟɧɧɵɯ ɭɫɥɨɜɢɹɯ, 
ɨɬɜɟɬɫɜɟɧɧɵɟ ɬɟɯɧɨɥɨɝɢɱɟɫɤɢɟ 
ɩɪɨɰɟɫɫɵ ɞɨɥɠɧɵ ɢɦɟɬɶ ɧɚɞɟɠɧɭɸ 
ɤɢɛɟɪɡɚɳɢɬɭ 


