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29 November 2010 Last updated at 18:27 GMT EoE=S
Iran says nuclear programme was hit by
sabotage

Iran's president has said some of the
centrifuges used in its uranium enrichment
programme were sabotaged, raising
suspicions that they were targeted by the
Stuxnet computer worm.

Mahmoud Anmadinejad said the problems had
been created by enemies of Iran, but had had
only a limited effect

Iran has repeatedly denied that Stuxnet had
affected its nuclear programme:

https://www.symantec.com/security response/writeup.jsp?docid=2010-071400-3123-99
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CocTosiHMe nHpopmalnoHHOU Be30nacHOCTN B MUPE
NPOMBbILLIEHHON aBTOMAaTU3aL NN

Konn4yectBo AOKYMEHTUPOBAHHbIX
MHUMOEHTOB Ha obbekTax
KPUTUYECKOU MH(PPAaCTPYKTYpbI C 2014 2015

400

300 2009 no 201 5r.256 5 Bcero MHUMAEHTOB 245 100% 295 100%
Critical manufacturing| 27 11% 97 33%
200 Energy 32 13% 46 16%
\Water 6 2% 25 8%
100 Government facility 5 2% 18 6%
Transportation 5 2% 23 8%
; ! Chemical 2 1% 7 2%
2009 2010 2011 2012 2013 2014 2015 Nuclear 2 1% ! 2%

= Konn4yecTBO UHLUMAEHTOB

Linear (KonnyectBo nHUMOEHTOB)

Mo paHHbIM US ICS-CERT. KASPERSKY



Ll,eﬂeBaFl dTaKa Ha HeMeLI,KI/II/I CTaﬂeﬂﬂaBVlﬂbelVl 3aBO,E|,
KOrOA: aekabpb 2014 | |

raE: ['epmaHus
KMEEP

duwmnHrosana email-ataka gna nonyyeHusa gocryna

- MHOUULUPOBAHHbIA KOMNbIOTEP B KOPNOPATUBHOM CETU
-  NpPOHUKHOBeHue B ceTb ACY Tl

- MHOXecTBeHHble OTKa3bl KomonoHeHTOoB ACY TIN

®U3SNYECKUN:

MHOeCTBeHHble OTKa3bl NpuUBe/iIn K NpeKpawweHNno HOpmaJibHOro ¢YHKU,VIOHVIpOBaHVIﬂ BCero rexnpouecca

AOMEHHYIO NneYb HEBO3MOXHO 6b1210 OCTAaHOBUTb B LUTAaTHOM pexunme 4To npuseno K ¢M3M‘-IECKOMY BbIXoAay
n3 CcTpon BCEW CUCTEeMbl

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2014.pdf? blob=publicationFile%20
https://ics.sans.org/media/ICS-CPPE-case-Study-2-German-Steelworks Facility.pdf
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LleneBas ataka Ha arneKkTpoceTn YKpauHbl

KornA: D'eKa6pb 201 5 Dear customers!

FAE: YkpaunHa, 3 obnactu EERER /r; :; E ;m
o on 3541 C "

KI/IBEP

OAMH U3 YNPaBAAIOLWUX KOMNbIOTEPOB 3apaKkeT o
BalckEnergy2 nocpeacrsom ¢puwinHroBoit email-atakm PISC “Kyivablenergo"
- pe3epBHble UCTOYHUKU NUTaHUuA (UPS) aTakoBaHbl
- RTU mukponporpamma nsmeHeHa
-  CpeAcCTBa YAANEHHOro ynpaBieHUA YHUUYTOXKEHDbI
- DDoS-ataKa Ha ueHTpbl TenepoHHOUN NOAAEPHKKH

CDI/I3I/I‘-IECKI/II/I

CEeKLUMOHHbDIEe BbIK/1l0YaTeNu yAaNeHHO YNPaBAAIUCD 3/10YyMbILL/IEHHUKAMMU

- yAaneHHoe ynpassieHue 6bino 3a610KMPOBAHO AN NEeTMTUMHBIX ONepaTopoB

- OTKAIOYeHue aneKTpuyectsa Ha 7-u 110 kKB n 23-x 35 KB noacTaHumMax

- 3 o06nactn, 6onee 225 000 noTpebuteneit octanocb 6e3 aneKrpuyectsa 6onee yem Ha 6 yacos.

https://ics-cert.us-cert.gov/alerts/IR-ALERT-H-16-056-01
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MHUMOEHTbI 3aperMcTpypoBaHHble 3a nocneaHue nonroaa

Wed Apr 27, 2016 9:02am EDT

Hackers shut down power grid in Retsted, TECH, GERMANY
Ukraine German nuclear

It's thought to be the first cyber attack to cause a blackout. pl a nt i n fe Cted With
Malware is no longer reserved for the millions of consumer PCs all over the New malware that targets industrial control systems called Irongate was found by

world -- it's now used in corporate espionage, as tool to disrupt the CO l I l p u te r VI ru SeS researchers who say the discovery should serve as another wakeup call to the security
J

infrastructure of entire countries. It's been revealed that just on December industry to shore up its detection capabilities around ICS and SCADA threats. Irongate,

T =3

IRONGATE ICS MALWARE STEA§ i’ROM STUXNET PLAYBOOK

Ry

by Tom Spring une 2, 2016, 8:45 am

231d, attackers were successfully able to infect computers belonging to the o e rato r Sa S which shares some of the same attributes as the lethal Stuxnet malware, was found by
Ukrainian national grid, which resulted in hundreds of homes in the Ivano- p y researchers at FireEye Labs Advanced Reverse Engineering which published its findings
Frankivsk region going dark. It's thought to be the first cyber attack to toda

FRANKFURT | BY CHRISTOPH STEITZ AND ERIC AUCHARD Y-

result in a power outage.

A DEC2015//\ JAN2016 A FEB2016 A\ MAR 2016 /\m&w\m /\ MAY 2016 A \/

S. Korea accuses North of hacking railway systems and officials’ Theﬂﬂegister@
s viadanbiliacal PLC-Blaster: A Worm Living Solely in the PLC

phones A DATACENTRE SOFTWARE NETWORKS SECURITY INFRASTRUCTURE DEVOPS BUSINESS HARDWA

Ralf Spenneberg, Maik Briiggemann, Hendrik Schwartke

Published time: 8 Mar, 2016 07:31 Security

time: 8 Get short URL Michigan electricity utility downed by

533 u.aﬂ ransomware attack dnfeles-aice

'OpenSource Security Ralf Spenneberg

. . . . Don't click on the links, don't click on the links, don't ... Abstract. Industrial processes are controlled by programmable logic controllers
South Korea's National Intelligence Service has accused Pyongyang of attempting to hack into railway control systems and (PLC). Many PLCs sold today are equipped with Ethernet ports and can commu-
wiretap officials’ smartphones as tensions continue to mount on the peninsula. 3 My 201P R 000 Rehed Chiawin © o 0« B Aicale 1ing :Based ithe SufmensSle?T'lCSZIZOO e 'f'”demnnmm
worm. This worm does not require any additional PCs to proliferate. The worm
. . o A water and electricity authority in the US State of Michigan has needed a week to recover from a lives and runs only on the PLC. The worm scans the "e'w(‘rkﬁ)r new targets

The National Intelligence Service (NIS) said in a press release on Tuesday that North Korean hackers penetrated the ransomware attack that fortunately only hit its enterprise systems PICs] a i

smartphones of dozens of senior South Korean officials, stealing text and voice messages, Yonhap news agency reported.
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CocTosiHMe nHpopmalnoHHOU Be30nacHOCTN B MUPE

I'IpOMbILIJJ'IGHHOI7I aBTOMatTmn3auyunun

92% nopkntovyeHHbIX K UHTepHeTy KomnoHeHTOB ACY Tl noaBepXeHbl

INDUSTRIAL CONTROL
SYSTEMS AND THEIR ONLINE
AVAILABILITY

vyAalrieHHbIM aTaKaMm

Network Device | ©1355
Pic I 5050
scaon I 22526

inverter [N 19530
220,558
W NS K OMNOHEHTOB
Converter [ 8432 Acy Tn
sensor [l 4407 BOCTYMHbI U3
External Device Server [JJ] 3662 MHTepHeT
rRTU [l 3105
other I 7523
Type was not identified 41191
0 10000 20000 30000 40000 50000 60000 70000

Figure 2. ICS components availability

11.07.2016 Nlabopartopusa Kacnepckoro onyb6amMkosana otyer

http://www.kaspersky.ru/about/news/virus/2016/ics-vulnerabilities

57417

United States
Germany I 0142
Spain 11264
France mmmmm 10578
Italy mm— 7542
Canada mm 5413
Japan mm 5193
Austria =R 4204
Belgium mm 3859
Morway ™ 3611
Netherlands == 3606
Sweden = 3540
Australia = 3018
United Kingdom B 2024
Czech Republic = 2805
Taiwan m 2798
Switzerland W 2676
Chile m 2581
Russia m 2302
Poland m 2265

Figure 5. ICS availability by country (Top-20)
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ATaka Ha Mmoaenb LnudgppoBon noactaHUum

B okTAbpe 2015 roaa JTabopaTtopma Kacnepckoro B pamKax
CcBO€eN KoHpepeHLUNn, NOCBALLEHHOM MHPOPMALMOHHOMN
6e3onacHocTn ACY Tl npoBena copeBHOBaHUA cpean
KOMaHA, CNeLnann3npyoLmxca Ha NOUCKax yA3BUMOCTEN B
MHOPMaLMNOHHbIX cucTtemax (CTF)

Cragum ataku:

[NepexBaT ceTeBoro Tpaduka

[Mony4yeHne gocTyna K cucteme
OTkntoveHne 3awmTHon asTomaTukm (P3A)
KopoTkoe 3ambikaHne Ha makeTte JIO[T

Tpu N3 YeTblpex KoMaHa-PUHANMNCTOB
paennsoBann aBapunHyo CUTyaLmio B NepBbIN
AeHb 3HAaKOMCTBa C OObEKTOM:

- Cneuunanuctbl B obnactn P3A — 3a 3 yaca
- Xakepsb! LWMPOKOro npodpuns — 3a 5 yacos
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IT cekbtopnTn B cpaBHeHUU ¢ ACY TI1 cekbloputu

Apyrve uenu u
npuopuTeThbl

Lpyrue o6beKTbI TR
3aWmThI %W:q ) |
MIK, HMI, SCADA, ...

® g L
(A
P B
IT“ = 3aKa34yuKum

ANPEKTOP Security [n.nHxeHep Cb
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CTPYKTYPHAA MOAEJb NMPEONPUATUA — ISA-95

LEVEL 4 Managing end-to-end supply chain. Establishing the basic
Business planning plant schedule - production, material use, delivery, and
and logistics shipping.

LEVEL 3 Work flow/recipe control to produce the desired end
Manufacturing Operations products. Maintaining records and optimizing the production
management process.

LEVEL 2,1 Monitoring, supervisory control and automated control of _ =
Batch Control. the production process é . é’:;
Continuous 8 @ b
Control. ansionn duct N - 23S g
Discrete Control ensing the production process, manipulating the production INAESIEeY

process O

LEVEL O _ . T2

Physical devices o 3
Physical T o
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KOMIMJIEKCHOE PELWEHWE JIK OJ1A KOPINMOPALIMA

be3onacHocTb anga
CpeACTB BUPTyanmMsauum

3awuTa paboumnx
cTaHuunn

MoOwunbHbIE

3awmTta ot DDOS artak
peLueHus

NcecnepnoBaHnus m
OTYETbI N0
TeKyLlen cutyaumm

PeweHuns ans
[aTa-ueHTpoB

3awmTta ot
MOLLEHHMYecTBa Ans

GaHKOBCKMX onepauui KICS: Be3zonacHOCTb

ACY TN

ANTI-APT
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KICS: MACCUBHbIN MHOIO-KOMMNOHEHTHbI MOHUTOPUHI

3 YPOBHS 3aLUMUTHI: ———{ICSISCADA

- UenoctHocTb cpeabl (Whitelisting)

- LenocTHoCTb ceTeBbIX B3aNMOOENCTBUN
N MOHUTOPWUHI aHOManum

- UenoctHocTb nporpamm [MJ1K

OcHoBHas Uenb — LenoCTHOCTb U
OOCTYMHOCTb

KICS — Kaspersky Industrial CyberSecurity
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KICS: cTpyKkTypa peLueHus

KASPERSKY INDUSTRIAL CYBERSECURITY

OYHKUMNOHAJIbHbIE KOMIMOHEHTDI CEPBUCHDI

MOHUTOPVIHI YAISBUMOCTER OEYYEHME SHCMEPTHLIE CEPBCE!
@- @ reeHnErMnNovE OLIEHKA EE3ONACHOCTH
WAE OTHETH
Y NRLIAR
JALMTA KOHTPOMS IEAOCTHOCTH -
OT BPEAOHOCHOIO MO PAC MEVHLY

UEBHTPANM3IOBA HHOE
YNPABNEHNE

CACTEMA NPEAOTEAALLEHMA MHTETPALMR C OPYTWMM
BTOPKEHMA PELUEHMAMM

CACTEMA PACCAIEQOBAHKSA
MHUMREHTOB
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16

BE3OINACHOCTb - 3TO NPOLECC, A HE NMPOEKT
]
@ BbisiBrieHne yrpos é
(u) od

Kcnnyataums v

noazepxKa OugeHka puckoB

F Xx
peaJ'II/I3aL|,|/|;| npoeKTl/lpOBaHl/le

cpeacTB 3allnThbl
KASPERYKYZ



NPUMEP NCTOJIbSOBAHUA: TAHEKO, TATAPCTAH

o

3aka3uuk — TAHEKO

O6bem nepepaboTkn — 8,5 MNH TOHH Cbipo HEedTU B oA
HoBbin 3aBoa, Havyano ctpoutenbcTBa — 2005 ropg

YpoBeHb HagexXHocTu Ans npousBoacTea — 99,99%

BHegpeHue KICS — npekabpb 2015 ropa

Aranbl: o6cnegoBaHue, MoAenb Yrpo3, aHanu3 pUCKOB, MUIOTHbLIN OOBEKT (NIMHUA Pa3rpy3Kn TAXKENoro

rasonns), BHegpeHue

Pe3y.l1bTaTbI 3a nepBbieé TP Mecsdula SKcnJnyartaumm

- MNonbiTka HeaBTOpPU3OBaHHOro goctyna k cetn ACY Tl
- lNonbiTKa NnpoBeaeHUA pernamMeHTHbIX paboT ¢ ucnonb3oBaHMeM HecooTBeTcBYyloLwWen Bepcun SCADA npoekra

- HeHamepeHHOe uamMeHeHUe UHXeHepHoro avanasoHa PID-perynaTtopa
KASPER{KY#2



Cnacubo 3a BHUMaHue

B coBpeMeHHbIX YCNOBUSX,
OTBEeTCBEeHHbIe TeXHonorn4yeckue
npouecchbl AOMKHblI UMETb HaAeXHYIO

KnbepsawnTty

AHpgpen [lyxBanoB
PykoBoguternb [denaptameHTa [1lepCnekTUBHbBIX TEXHOMOMin

Andrey.Doukhvalov@kaspersky.com i n f@ Secur | ty
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