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[1TnaH Ha 6nuxanwne 20 MUHYT

N3BECTHbIE MHUMAOEHTDI

OKCNEepPMMEHT No Nony4yeHunto KoHTpons Hag ACY TT1
[1poLle HauynHaTb C naen

Pa3bop APT Crouching Yeti

UTo MeluaeT obHapyXeHuto atak?



NHumpeHTbl umeHHo ¢ ACY T

Hack attack causes 'SECURELIST THREATS v CATEGORIES+ TAGS >  ENCYCLOPEDIA
steel works

- C2 and victims:
Jecermber 2014 Technology

sfully manitored 69 WEF (UNigue damains), receiing hits from 3699 victims (unique
C We gathered four additio

C2 country distribution

United States, 34
United Kingdom, 5

_—

Russia, 7
The hack attack led to failures in plant equipment 4

Germany, 8

A blast furnace at a German steel mill sufi
cyber attack on the plant's network, says




MHUnaeHTb! ¢ npomsbiluneHHbimu UC

MHUMOeHToB Ha caMoM Aene ropa3ao donbLue
[TpakTuyeckn sce APT 3aTparnBatot npombliLLEHHbIE OOBEKTbI

MHorue npoasuHyTbie APT Hayuyunuch ycnewHo npeoaonesaTh air gap
(Turla, MiniDuke, RedOctober, ...)

3alnTbl HA XOCTE HegoCTaToO4YHO, HO OHa 0b64a3aTenbHO AO0JTXHA TaM ObITb



OKCMNEPUMEHT

Llenb: BbIACHNTb, BO3MOXHO NI NoNy4YnTb nosiHoe ynpasneHune ACYTI
* KVlcnonb3ya TONbKO 00LEeaoCcTynHbIE U BbecnnaTHble CpeacTBa
* be3 0-day n pa3paboTkn HOBbIX 3KCMNSIOUTOB

* [Npodeccuonany Vb, He pasbupatowemycsa B ACYTI



TecToBbIN CTEHA:

pabouune ctaHuun nog, ynpasneHnem Windows XP

c pa3sepHyTon Siemens PCS7 (WinCC n STEP 7)

[NJ1K Siemens S7-317 n pa S7-414

Ethernet n PROFIBUS, Siemens SCALANCE X-200/300 Ethernet switches

cermeHTaumsa cetn ¢ nomouubto firewall Siemens SCALANCE S-612, Bce
ACY-ycTponcTtea BO BHYTPEHHEN CETU



[lpnpaem peanbHOCTU: KOHUrypaums «Kak yCTaHOBUIT MNOoAPAAYNK

OTCYTCTBYIOT TpeOOBaHUSA K MNAPOSIAM

otcytcTtByeT IDS

OTCYTCTBYIOT O6BHOBNEHUS

HeT cpeaCcTB ynpaBneHnsa KoHdUrypaumusamm



CpeacTea Anga ataku:
« Kali Linux

« Metasploit
 NMap

* KOMaHpHad cTpoka Linux



LLlar 1: ckaHnpyem nmap-omM ceTb CHapyXu, obHapyxunBaem canpeonn u
paboyyto CTaHUMIO

LLlar 2: ckaHMpyemMm hmap-omM Bce NopThbl paboyen cTaHunn, oOHapyXnBaem
SNMP c KoHurypauuen «no ymondaHuio» (naporsb - «password»)

Lar 3: yepe3a SMTP nmap-om nosiydaem nHgopmauuto o sepcun OC
(Windows XP SP3), ee nonb3oBaTtensx, 3anyLeHHbIX cepBncax u
npougeccax, obwmx nankax, yctaHosneHHom NO 1 obHoBNEHNAX

Cpenun cepBucoB obHapyxuaetca Microsoft SQL Server 2005 ¢ b1
WINCC, Ha HecTaHgapTHOM nopty 1031 (BmecTo 1433)



LLar 4: ckaHupyem Metasploit-om SQL Server, o6HapyXnBaem BKITHOYEHHbIE
onuun «remote access» un «xp_cmdshell».

LLar 5: ¢ nomowbto Hydra 6pyTdopcum naposb ana y4etHom 3anncu SQL
«Administrator», 3To oka3biBaetca «Administrator»

LLar 6: ¢ nomowbo Metasploit 3anyckaem moaynb mssql_payload,
3arpyxatowmnm yepe3s xp_cmdshell moayns Meterpreter - ynaneHHyto
command-line KoHcosb ynpaeneHud. Kpagem xawu naponen Windows.

LLlar 7: ¢ nomouibto BCTPOeHHbIX Mmoaysien Metasploit Bkntovaem ans cebs
Remote Desktop. Tenepb mbl Moxem Bnaetb HMI, koTopbin, ogHako, 3aech
(BO BHELUHEN CETN) HUYEM HE ynpaBnideT



LLlar 8: nocne BHMMAaTENbHOro OCMOTpPa paboyen CTaHLUnM 0OHapyXnBaem
Ha Hen KOHUrypaunoHHble pannsl panpsosnna Siemens SCALANCE S-
612, n ytunuty ong ero Hactponku. Cam Siemens pekoMeHayeT
HacTpanBaTb banpBos U3 cetn (Siemens AG 2005).

[laxe ecnun 6bl KOHUrypaunoHHble dhannbl Mbl HE OOHaPYXWUnu, 3ToT
danpsonn noasepxeH obpytdopcy (ICS-CERT 2012).

lar 9: JlormHumcsa Ha dpanpBosin, OTKPbIBAEM AOCTYM BO BHYTPEHHIOK CETb.

Lar 10: C nomowbto Metasploit ocyuiectensem ARP-ckaHnpoBaHue
BHYTPEHHEN CETU, NOSTy4YaeM CNUCOK BCEX YCTPOMUCTB



« |Llar 11: ncnonb3yo NONy4YEHHYO paHee Ha paboven CTaHUUK YYETHYIO
3anucb Administrator u3 Windows noaknto4yaemMca K KOMnboTepam BO
BHYTPEHHEN CETH.

« LUWar 12: Nonyyaem nonHbl KOHTPOSb Hag Tex. npoueccom Yyepe3 WIinCC
Explorer unn WebNavigator
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[ winZ2 ]

DATE -::DESCRIPTION -:TYPE -:tHITS -::RISK -::G0OLD -:: AUTHOR
2013-04-21 WindowsT Disable Task Manager Shellcode - 326 chars win22 10875 mmmms R D @ free  Ayrbyte
2013-04-21 WindowsT Force Shutdown Shellcode - 215 chars win22 6540 mmmmm R D B free  Ayrhyte
2013-04-21 Windows7 Force Terminate Explorer Shellcode - 255 chars win32 4707 mmmmsm R D B free  Ayrhyte
¥013-03-08 Windows? Sub Xor MessageBox Exec Shellcode - 265 Bytes win32 737 mme-—- B D free KedAns-Dz
2012-1105 win32/xp sp3 - Full ROP calc shellcode win32 4617 mmmmm R D + free b33f
2012-07-03 win22/7 Ultimate MessageBox Shellcode win32 3500 memes R D £ free  Ayrbyte
2012-06-10 win32/Seven Ultimate calc.exe ShellCode wimn32 4350 mmmms B D f free Ayrbyte
2012-0608 win22/Seven Ultimate mspaint.exe ShellCode win32 2275 mmmmsm R D B free  Ayrbyte
2012-02-15 win32/xp sp? ARABIC [ar) backconnect + acceptconnection 376 bytes win32 3056 mmmmm R D B free  TrOoM
2012-02-03 win22/xp sp2 ARABIC [ar} mechanism shellcode + proxy 500 bytes win32 7177 mmmmm R D B free  TrOoM
2012-01-29 win22/xp spZ ARABIC [ar} Message Box Shellcode [87 bytes) win32 2027 wmmms R D i free  TrOoM
2012-01-29 win22/xp sp3 [ENG) cmd.exe Sellcode 87 bytes win32 3115 wmmss R D & free  TrOoM
2011-07-23 win22 / Windows7 Spl - rename jpeqg to .vir - 57 bytes win32 5027 wmmss R D free  Thelzuoki
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Energetic Bear / Crouching Yeti



APT c 2010 ropa, 6onee XepTB

JHepreTmka, MallMHOCTPOEHME, NPOMbILLSIEHHOCTb U (papMaueBTUKa
PacnpocTtpaHeHue yepes

* MUCbMa C 3KMNOUTOM

* 3apaxeHHble NiernTumMHble canTobl (watering hole)

* repeynakoBaHHbLIE U 3apaXeHHbIe

B3nomaHHbIe B Ka4eCTB€ KOMaHAHbIX LLEHTPOB

[MpmeHeHne Pa3NNYHbIX TPOAHCKMUX NporpamMmm, 63aKa0poB, U
9KCMITIOUT-NAaKOoB



I CKOMI'IpOMeTVIpOBaHHbIe MHCTAJIJTATOPDbI

« "eWon" - benbruncknun nponssoantens SCADA 1 NnpOMbILLIIEHHOIO
ceTeBoro obopyanoBaHus

« "MB Connect Line GmbH" - komnaHus, Bbinyckatowasa 'O ans
yoaneHHoro ynpasneHusa MNJ1K

 "MESA Imaging" - nponsBogutesnib CBEPXCKOPOCTHbIX 3D-kamep un
CEHCOpPOB



* [lpmepbl cCKOMNpPOMETUPOBaHHLIX pecypcoB anda watering hole:
e gse.com.ge - Georgian State
« gamyba.le.lt - Lithuania’s largest generating company
 chariotoilandgas.com - Chariot = and Gas Ltd
* longreachoilandgas.com - Longreach Oil & Ltd

 vitogaz.com - French-based distributor, supplier and technical
developer



 [lopTbl, ncnonb3yemsblie nnarmHom Havex ana obHapyXxeHus

« 502 - Modbus

102 - Siemens PLC

11234 - Measuresoft ScadaPro

12401 - 7-Technologies IGSS SCADA

44818 - Rockwell Rslinx / FactoryTalk
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ADVISORIES

The complete archive of my advisories about software security vulnerabilities found by me.

The (SCADA) tag covers anything of the HMI/SCADA, PLC, automation and industrial sector.

There are other tags like (enterprise), (game), (media), (streaming), (p2p) and (no tag) for other types of software.
All the advisories include the steps for replicating the problems or links to the relative proof-of-concept.

Heap overflow in Rockwell RSLogix 19 (FactoryTalk RnaUtility.dll) (SCADA)
13 Sep 2011: adv - rslogix_1

Multiple vulnerabilities in Measuresoft ScadaPro 4.0.0 (SCADA)

13 Sep 2011 adv - scadaprd 1

Vulnerabilities in 7-Technologies 1GSS 9.00.00.11059 (SCADA)
21 Mar 2011: adﬂﬁ- advZ - advJ - adv4 - advb - advb - adv7 - advE - igss_1/8

Vulinerabilities in DATAC RealWin 2.1 (Build 6.1.10.10) (SCADA)
21 Mar 2011: adv1 - adv2 - adv3 - adv4 - adv5 - adv6 - adv7 - reaiwin_2/8



* Otyet US ICS-CERT (ICSA-14-178-01) :

 In particular, the payload gathers server information that includes CLSID,
server name, Program ID, OPC version, vendor information, running
state, group count, and server bandwidth. In addition to more generic
OPC server information, the Havex payload also has the capability of
enumerating OPC tags.

« |CS-CERT testing has determined that the Havex payload has
platforms . This could cause

a denial of service effect on applications reliant on OPC
communications.



[Tpobnembl 0bHapyXeHus

OTCcyTCTBME CETEBOrO MOHUTOPUHra
OTcyTCcTBUE 9KCNEpPTU3bl BO BpegoHocHom 10
« Jliobas Henonagka CrncbiBaeTCcs Ha «BUPYC»

« 3apaxeHne HeNn3BeCTHbIM BpeAoHOCHbIM 1O TpyaHO oOHapyXuTb 6e3
NPUBIIEYEHNA CTOPOHHNX SKCMEPTOB

[pollie nepeycTtaHOBUTb, YEM pa3bnpaTbCS

Paunnbl oT camux SCADA-BeHOOPOB HE NMOANMUCaHbI
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