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Target  
JP Morgan 
Chase & 

Co. 

MШЧОв. “Data Breach Tracker: All the Major Companies That Have Been Hacked”  18, 2015. 

     
         

« » 

Premera 
Blue 

Cross 

Staples 

Anthem 

Community 
Health 

Services 

eBay 

70% 
  

 
  

  
-   
 12 . 

Home 
Depot 

AOL 
Adobe 

Sony 
Pictures 

Neiman 
Marcus 

http://time.com/money/3528487/data-breach-identity-theft-jp-morgan-kmart-staples/
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References in notes. 

    
MARKET SIZE 

SECURITY ANALYTICS 

FEDERAL SPENDING 

FINANCIAL SERVICES 

GLOBAL MARKET 

COST PER BREACH 

CYBER CRIME 

Worldwide spending on 

information security will reach 

$75 billion  

for 2015  

Demand for Information  

Security Products & Services: 

$8.6b in 2015 

$11b in 2020 

AVERAGE BY COUNTRY 

per record 

U.S. $217 

Germany $211 

India $56 

Brazil  $78 

 

 

AVERAGE BY INDUSTRY  

per record 

Healthcare: $363 

Education: $300 

Transportation: $121 

Public sector: $68  

The global cybersecurity 

market is expected to be 

$170 billion  

by 2020 

Cyber-attacks are costing businesses 

$400 to $500  

billion a year  

Asia-Pacific mobile security market  

is expected to garner  

 

$7.5+ billion by 2020, 

one of the fastest growing sectors in the cybersecurity 

2015 U.S. financial services  

cybersecurity market will reach  

 
$9.5 billion  
(largest non-government market) 

Hot areas for growth:  

Security analytics / SIEM  10% 

Threat intelligence  10% 

Mobile security  18% 

Cloud security  50% 
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Perimeter or 

Endpoint Based 

Simple  

Trust Model 

Static 

Environment 

• Inside vs. outside  

• Focus on prevention 

• Trusted vs  

Un-trusted 

• Corporate vs.  

personal asset 

• Fixed locations, 

zones, perimeters 

• Rule based 

• Signature based 

•   
 

• BYOD 

•  
, 

,  

 … 
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Source: RSA  
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VM VM VM VM VM VM 

 

• SPAN  

•   

Switch 

• «  » -   VM-VM    

• «  » -   VM-VM    Blade Center 

я я  я     

SERVER SERVER 

Switch 
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•   

•     
 

•   
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•    

   
         

   И  ! 

Forensics 

Forensics 

Forensics 

Anti-Malware 
(Inline) 

Anti-Malware 
(Inline) 

Anti-Malware 
(Inline) 

Email Threat 
Detection 
Email Threat 

Detection 

Email Threat 
Detection 

Data Loss 
Prevention Data Loss 

Prevention 
Data Loss 
Prevention 

IPS 
(Inline) 

IPS 
(Inline) 

IPS 
(Inline) 

Intrusion 
Detection 
System 

Intrusion 
Detection 
System 

Intrusion 
Detection 
System 

Internet 

Routers 

“SpТnО” 
Switches 

“LОКП” 
Switches 

Virtualized 
Server Farm 
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/ /
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•  
  

 

•   
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Leaf switch 

Spine 
switch 

Spine 
switch 

Core 
switch 

Core 
switch 

Leaf switch 

APM 

IDS 

NAC 

Capture 

Anti-Malware 

DLP 

NPM 

APM 

CEM 

Centralized Tools 

Security Delivery Platform:    И  

        

Security 

Delivery 

Platform
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  Visibility Fabric 
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De-duplication •         . 
•     

Header Stripping •     ,     . 
•          . 

IP Tunneling •  ERSPAN  GRE       IP  

•     GRE       IP  

SSL Decryption •     SSL  TLS     

•            . 

 

NetFlow 

•  NetFlow  5, 9  IPFIX,       

•  -  (URL, HTTP error codes, DNS info,  HTTPS, User Names) 

Packet Slicing •        . 
•         user data 

Masking •         

•    (   ,   . .)   
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NetFlow,   SSL…      
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