Blue Coat Cloud Security
Cloud Access Security Broker (CASB)
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OLLIMOKOMM MOAb3OBATEAEN"
- [lporHo3 Gartner Ha 2016

LLeAn npoBamMaepoB O6AAYHbIX MPUAOXKEHUM U Baluu LeAn He BCceraa coBnaAqioT
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Elastica Cloud Security

& < Q@ A

&
&.
& . o A
S

MOHUTOPUHT YnpaBAEHME 3awmTa 3awmra ot
OBOAQYHbIX ACQHHbIMM ACHHDbIX Yrpos
MPEUMAOXKEHNIM
OBHapYy>XeHUE (TEHEBOMY To4Hoe ynpasaeHme LLndoposaHme r MPOTUBOAEMCTBUME YIPO3€E B
OKTMBHOCTM U MOHUTOPUHT KPUTHYHBIMI AGHHBIMMA TOKEHM3ALLMS XOAE ee PA3BMUTUA C
MCMOAb3OBAHMS ODAQHHbBIX AQHHbIX NP MCMOAb30OBAHMEM AHOAM3A
MPUAOXEHUM B PEAABHOM nepeaAg4e, XPAHeHmM MOBEAEHMA MOAb3OBATEAEM
BPEMEHM M MCMNOAb3OBAHMM
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Elastica Cloud Security

& < Q@ A

\J
o
e . ® A
S
YnpaBAaeHme 3awmra 3awmra ot
ACQHHbIMM ACHHDbIX Yrpos
ToyHOE ynpaBAEHMEe LLindbpoBaHme 1 MPOTMBOAEMNCTBME YIPO3E B
KPUTHUYHBIMK AQHHbBIMM TOKEHM3ALUMS XOAE €€ PA3BUTMY C
AQHHbIX NP MCMOAB3OBAHMEM QHAAM3A
nepeagye, XpaHeHmm MOBEAEHMS MOAb3OBATEAEM
M UCTTIOAB3OBAHMM
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Elastica Audit

OnpeAeAeHne MPUAOXKEHMN HOUAYHLLMX AAS BAOLLEW KOMMNAHMM

OueHka Business Readiness o Coptene

Rating OCHOBbLIBAIOLLLAACH Business

Ha 70+ MeTpUKaxX mformﬁ?ﬁﬁWMefmmim Business Readiness Rating™ ’
pG3Ae/\e|—|vH bIX HO CEMb /‘\ R

KATEropmm '

HacTtponka npmopmTeTos Sevice  pccoss ;

METPUK AAA YTOYHEHMUS
METOAMKM OLLEHKM MOA
BaALly opraHmsaumio

BbINOAHEHME
CPOBHUTEABHOM OLLEHKM
OAbTEPHATUBHbIX
MPUAOXKEHUM
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Ycuaenme ProxySG doyHKUMEM ayAmTa

TEHEBOM AKTMBHOCTMU

[ToHuMmaHme 15,000+ npraoxeHum B ProxySG n MC

teo...oNadoOwW
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He TOABKO App Controls
OGgﬁgg:(xli'?Tb B ProxySG m MC Ha 6ase:

KoHTpoAuposaTs IT

* MIMeHa/rpynnbl MPUAOXKEHMMN
+ ‘Business Readiness Rating’ AAS KOXKAOTO MPUAOXKEHMA.
* Risk Score npmaoxeHne NnoAydaeT OCHOBbIBAACH Ha 80+

+ Risk Aftributes OTHOCALLIMMCSH K KODKAOMY TUMY MPUAOXKEHMMN



Elastica Cloud Security
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BPEMEHM

1M MCIMOABb3OBAHNM
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MOHUTOPUHT YNpaBAEHME ¢ 3awmta 3awmra ot
OBOAQYHbIX ¢ AQHHbIMMU ACHHDbIX Yrpos
MPUAOXKEHMI : :
OBHapYy>XeHUE (TEHEBOMY To4Hoe ynpasaeHme LLndoposaHme r MPOTUBOAEMCTBUME YIPO3€E B
AKTUBHOCTU M MOHUTOPUHT KPUTUHHBIMUM AQHHbBIMM *  TOKEeHM3aums XOAE €€ PA3BUTUA C
MCMOAb3OBAHMS ODAQHHbBIX : ¢ AQHHBIXNIPU MCMOAb3OBAHMEM AHAAM3A
MPUAOXEHUM B PEAABHOM s MepeAaye, XPaHeHMM MOBEAEHMA MOAb3OBATEAEM
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bblAM AV MEPEAQHDI
KOMY TO BHE
KOMMQAHMM
MOAB3OBATEALCKMNE
AQHHbIE?
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BCce opraHmsaumm NOABEPXKEHbI PUCKY
TeHeBOMU NepeAdYn AQHHbIX
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KAQCCUMAOUMKALLMI ACHHbBIX U

MX 3ALLNTA

ABTOMQATMYECKAT KAQCCHMAOMKALLMS,
OBOHAPYXEHME U YCTPOAHEHME
HAPYLUEHMM MPU 3arpy3ke B
OBAQYHbBIE MPUAOXKEHUI MCMOAb3YS
CEMAHTUYECKMM AHAAM3

Rules

Cloud Services &; ANY SERVICE
Users & Alex Thomas
Transfer Types @ Upload
File Types D docx, pdf
e
Content Risk Types @ ¥ HIPAA RECORD

ContentlQ Profiles f& Company confidential

" content

Responses

Block @ Block activity
//i \\\\

CO03A0HME U MPUMEHEHNE AETAAMIMPOBAHHbIX /N \\
NPOBMA OCHOBBIBASCb HO LLIMPOKOM CMNEKTpe ‘

S |
KPUTEPUEB, BKAIOYAS: UMSA, YCTPOMUCTBO, I:I box g LI

MECTOMOAOXEHME, CBOMCTBA OAMAQ, MPABA y‘, El T
- salesforce -
AOCTYMNd, COAEPXUMOE, AEMCTBUSA, UHAEKC . s |

YrPO3bl
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OnpeaeAeHUe NPUPOAbI MHCOOPMALMMA
(XpaHawemnca 8 Obaake)

» Deep Content Inspection (DCI)

Business

Computational linguistics Legal
Computing

Cluster analysis

Document structure analysis

Information theory
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DLP AAS AQHHbBIX XPAHALLMXCH ODAQYHbIX

QO AMNAOBBIX XPAHUAMLLLOX
HACTPAMBAETCH COMUM MOAL3OBATEAEM

* [TOAb30OBATEABCKMM CAOBAPDL U PETYAIPHbBIE BbIPDOXEHMS

* B3pelLUEHHAY KOMOUHALMA PA3AMYHBIX MAPAMETOOB B OAHOM
NpoOdPUAE
* [IDOABMHYTbIM OHOAM3 AOHHbBIX HO ©a3e 'Training Model’

Positive Training Set Negative Training Set

5 or more files needed No files uploaded
Select training files to upload Select training files to upload
Files must be in text based formats Files must be in text based formats
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Elastica Cloud Security
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MCMOAb30OBAHMSA OOAQYHbIX
MPUAOXEHUM B PEAABHOM
BPEMEHM

ACQHHbIX NP
nepeaaye, XpaHeHMM
M MCMNOAb3OBAHMM

MCIMOAB3OBAHMEM AHOAAM3A
MOBEAEHMA MOAb3OBATEAEM
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MOHUTOPMHT ynpasaeHue : 3awmta : 3auwmra ot
OBAQYHbIX AQHHbBIMM :  AQHHbIX : Yrpos
MPOUAOXKEHMM : :
OBHapYy>XeHUE (TEHEBOMY To4Hoe ynpasaeHme LLndoposaHme m MPOTUBOAEMCTBUME YIPO3€E B
OKTMBHOCTM M MOHWUTOPMHT KPUTHUIHBIMM AGHHBIMA :  TOKeHM3auMms T XOAE e€ PA3BMTUI C
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3ALLMTA AQHHbIX B pa3pelUueHHbIX OBDAQYHbIX
I_I pVI/\O)K@H MHX ORACLE &5

E&K servicenow

Data needs to be secured in all phases outside
of the enterprise’s environment

* lLndopoBaHue/ToKkeHn3aumsa Ha ypoBHe . Y - -
noAen 6a3 AQHHbIX

- 3OMEHA AQHHbIX C UCMOAb3OBAHMEM
CYPPOrQTHOrO LLUMGPPOBAHMS MAM TOKEHM3ALMEM
B KOPMOPATUBHbIX SAAS MPOUAOXKEHMAX

- C coxpaHeHnemM PYyHKUMOHAAO (HANpUMeEP
MOMCK B 3ALLUMLLLEHHbBIX AQHHbIX)

* LludbpoBaHue HO ypoBHE PAAOB
— WudopoBaHme GOAMAOB B MPUAOXKEHMAX TAOKMX, Dropbox Google Drive

Kak Box, Dropbox, Google Drive

18
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Blue Coat Cloud Data Protection
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Elastica Cloud Security
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MOHUTOPMHT YnpaoBAeHue 3awmta :  3awmra ot :

OOBAQYHBIX AQHHbIAMM AQHHbIX :  Yrpos3 :

MPOUAOCXKEHNN :

OBHAPY)KXEHME TEHEBOMY ToyHoe ynpasAeHue LndoposaHue 1 . [potmBoaencTBMe Yrpo3e B s

QKTUBHOCTU U MOHUTOPMHT KPUTHHYHBIMM AGHHBIMM TOKEeHM3ALMs *  XOAE e€e pPa3BMTHA C :

MCMNOAB30BAHMA OOAQHHbIX AQHHbIX MPM :  MCMOAb3OBOHMEM OHOAMIO &

MPUMAOXKEHMUI B PEAABHOM nepeAaye, XPaHeHMM :  MOBEAEHWA MOAb3OBATEAEH &

BOEMEHM M MCMOABb3OBAHMM : :
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KAK NAOXME MAPHM NONAAQKOT B BaLLe
ODOAQKO NoA BaLuem yyetkome

[ToOCTO NPOXOAAT MPIAMO B NAPAAHYIO ABEPS...

B 63% NOATBEP)XKAEHHbIX
CAYYOSX YTEYKM ACHHbIX

o G’ BMHOBHbI CAQBbIE,
' YKPAQAEHHbIE MAM TUTOBLIE
54
MAPOAM.
Malware Phishing
Screenscrapers Social engineering
Keyloggers Insider access Source: Verizon Data Breach Investigations

Report, 2016
Bots e
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o AN KEXKAOTO MOAb30OBATEAS DOPMMPYETCH YHUKAAbHbIM MOBEAEHYECKMM

NPOMOUAbL HO OCHOBAHMM ETO TUMMYHOIO FIOBEAEHMS. BCe CyLLLECTBEHHbIE " -
OTKAOHEHMA AU KOMOUHALLUM MOAO3PUTEABHbBIX COObITUI BbI3bIBAET

ST, COOTBETCTBYIOLLME YBEAOMAEHUS UAU AEUCTBUS AAS M3OAALLUMM UAM

-

file (#), size o :nts over time
6/\OKV1 POBAHNA STNUX AKTMBHOCTEMN
[LLEEEEEEEELEEL L EE T | [ 1] [ 1E] | | FECERELEEETEEEE LT
ACCOUNT CPU FILE FILE
LOGINS ACTIONS TRANSFER SHARE
=™ & &H W e a o < S
FAILED LOGINS EMAIL DELETE SCREEN DOWNLOAD UPLOAD ALL COMPANY EXTERNAL PUBLIC

ATTEMPTS 2* LOCATIONS CAPTURE



1. BhlAEAEHME AEMCTBUM MOAB3OBATEAY C StreamIQ™
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ThreatScore™ oCcHOBAOH HAO 3HAYMMOCTH MOAO3PUTEABHOM OKTUBHOCTM
*  AKTMBHbIM — BM3YAAbHbIM drill down

*  BbICOKOTOYHbIM— HO OCHOBOHMM User Behavior Analysis

*  ABTOMOATU3MPYEMbIN — KPUTEPUM AAS MOUMEHEHMA MPABUA
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[oado oOHApPYXEHMS

. Too many devices in use
99 mnn—
‘é’oo many encrypted files

‘é’oo many suspicious location ...

YnpoLiaer oOHapy>XXeHue yrpos Tomary pous e

se-elastica.col

22 Incidents | View all incidents

» May 23, 2016, 10:42:31 AM
» May 23, 2016, 10:34:20 AM
» May 11, 2016, 2:00:25 AM
¥ Mar 15, 2016, 8:21:26 PM

} Feb 25, 2016, 11:53:48 PFM
b Jan 08, 2016, 9:39:58 AM
» Jan 05, 2016, 9:51:119 AM

» Dec 22, 2015, 12:22:20 PM

* Dec 05, 2015, 7:22:00 AM

» Nov 23, 2015, 2:40:14 PM

» Nov 04, 2015, 7:23:37 AM

Office 365

Office 365

Across Services

Office 365

Across Services

Across Services

Across Services

Office 365

Across Services

Across Services

Across Services

Anomalously large shared data @
Excessive data uploads ®
Too many encrypted files @
Anomalously frequent sharing @
Brute force login attack ®
Too many policy matches ®
Too many suspicious location changes ®
Excessive data uploads Lod

Potential Data Exfiltration through Unauthorized External

Downloads Sequence ®
Too many suspicious logins ®
Too many suspicious location changes ®

99

q

File Potential Data Exfiltration t...
Across Services . = 2
99

Brute force login attack
invalidLogin (T) 8
g Distributed brute force login...
5
Policy Violation Too many policy matches
y vioition (@) @ 150 many polcy

. B$)7( O Cq‘ag O Fglt; ?_}Jslom suspicious behavior in...

TOO_MANY_SUM_LARG E_TOTAL_TRAF...
Dropbox () g
10 Upload O Excessive data uploads

8 8

@ T00_MANY_SUM_LARGE_TOTAL_TRAF...
o9 Anomalously frequent sharing
share () 88
68

Anomalously large shared data
office 365 () 2 ty larg
89

Upload Excessive data uploads
P 39 O 39 o
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EAMHAa TO4YKa ynpaBAaeHUa AAa Cloud Security

Dashboard

Shadow IT
Audit

Management Agent
Center
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SWG in the
Cloud

URL Filtering
Real-time ATP

Application
Controls

Mobile Security

Hybrid
Deployment

Always-On
Global
Coverage
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