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Беɡɨɩɚɫɧɨɫɬь 
ɛɢɡɧеɫ-ɫɢɫɬеɦ 

Аɥɟɤɫɟɣ 
Ƚɨɥɞɛɟɪɝɫ 



ǶȌȗȘȕȔȇȒ ǯǨ 
ǶȗȕȈȒȌȓȢ 

ȈȌȎȕȖȇȘȔȕȘșȏ 

ǲȇȔȋȟȇțș SAP 

• ~3000 ȏȎȉȌȘșȔȢȜ 
ȚȦȎȉȏȓȕȘșȌȐ 
 

• ~20 ȔȕȉȢȜ ȚȦȎȉȏȓȕȘșȌȐ 
ȑȇȍȋȢȐ ȓȌȘȦȝ 
 

• ~1000 ȔȇȘșȗȕȌȑ 
ȑȕȔțȏȊȚȗȇȝȏȏ 
 

• ȕș 500 ȖȕȒȣȎȕȉȇșȌȒȌȐ  
ȉ ȑȇȍȋȕȐ ȏȔȘșȇȒȒȦȝȏȏ 
 

• ȖȕȘșȕȦȔȔȢȌ ȋȕȗȇȈȕșȑȏ 
ȘȏȘșȌȓȢ 
 

ǸȗȌȋȔȦȦ ȏȔȘșȇȒȒȦȝȏȦ  
~30 SAP ȘȏȘșȌȓ * 
  
ǱȕȒȏȞȌȘșȉȕ ȘȌȗȉȌȗȕȉ ȉ ȕȋȔȕȓ 
ȒȇȔȋȟȇțșȌ дȋȕ 10) * 
 
ǱȕȒȏȞȌȘșȉȕ ȓȇȔȋȇȔșȕȉ дȕș р ȋȕ нм). 
 
ǯșȕȊȕ:  ~ 300 ȘȌȗȉȌȗȕȉ 
 ~ 120-300 ȓȇȔȋȇȔșȕȉ 

Ǳȇȑ ȖȗȇȉȏȒȕи н–о ȞȌȒȕȉȌȑȇ 
 
ǮȇȋȇȞȏ: 
• ȑȕȔșȗȕȒȣ ȚȦȎȉȏȓȕȘșȌȐ 
• ȑȕȔșȗȕȒȣ Ȗȗȇȉ ȋȕȘșȚȖȇ 
• ȑȕȔșȗȕȒȣ ȋȌȐȘșȉȏȐ 

ȖȕȒȣȎȕȉȇșȌȒȌȐлȇȋȓȏȔȏȘșȗȇșȕȗȕȉ 
• ȑȕȔșȗȕȒȣ ȔȇȘșȗȕȌȑ ȈȌȎȕȖȇȘȔȕȘșȏ 
• ȑȕȔșȗȕȒȣ ȖȇȗȕȒȣȔȕȐ ȖȕȒȏșȏȑȏ 
• ж ȇȔȇȒȏȎ ABAP ȑȕȋȇ  
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ǶȌȗȘȕȔȇȒ ǯǨ 
ǶȗȕȈȒȌȓȢ 

ȈȌȎȕȖȇȘȔȕȘșȏ 

ǲȇȔȋȟȇțș SAP 

ǷȌȇȒȣȔȕы 



BAD GUYS — 
WHO THEY 
ARE? 

ПȒȕхие ȖаȗȔи – 

ȑтȕ ȕȔи? 



ǹȏȖȕȉȢȌ 
ȚȦȎȉȏȓȕȘșȏ 

ǵșȘȚșȘșȉȏȌ ȎȔȇȔȏȐ  
ȕȈ ȇȗȜȏșȌȑșȚȗȌ 

ǵșȘȚșȘșȉȏȌ  
ȎȔȇȔȏȐ ȕ SAP 

Ɉɛɵɱɧɵɟ ɯɚɤɟɪɵ 
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ǯȘȜȕȋȔȢȌ ȋȇȔȔȢȌ 

ДȕȘșȚȖ ȑ 
ȖȌȗȏȓȌșȗȚ 

ǹȏȖȕȉȢȌ 
ȇșȇȑȏ 

ǵȊȗȇȔȏȞȌȔȔȢȐ 
ȋȕȘșȚȖ 

ǶȒȇȝȋȇȗȓ 
ȋȒȦ ȇșȇȑ 

ДȕȘșȚȖ ȑ 
ȏȔțȕȗȓȇȝȏȏ 

ǵȊȗȇȔȏȞȌȔȔȢȌ 
ȖȗȏȉȏȒȌȊȏȏ 

ǺȖȗȇȉȒȌȔȏȌ 
ȘȏȘșȌȓȕȐ  

ǷȌȎȚȒȣșȇș 



ǯȔȘșȗȚȓȌȔșȇȗȏȐ ȏ 
ȘȖȒȕȏșȖȇȑȏ 

ǷȇȘȟȏȗȌȔȔȢȌ 
ȎȔȇȔȏȦ SAP 

ǷȇȈȕșȇ ȉ ȑȕȓȇȔȋȌ 

ɉɪɨɞɜɢɧɭɬɵɟ ɯɚɤɟɪɵ 

ptsecurity.ru 

3 
ǯȘȜȕȋȔȢȌ ȋȇȔȔȢȌ 

ǮȔȇȔȏȌ ȘȌșȏ ǯȘȖȕȒȣȎȕȉȇȔȏȌ  
ȋȕȘșȚȖȇ 

Ǳȗȇȍȇ  
ȒȏȞȔȕȘșȏ 

ǶȒȇȝȋȇȗȓ 
ȋȒȦ ȇșȇȑ 

ǩȇȍȔȢȌ ȋȕȑȚȓȌȔșȢ 

ǷȇȘȟȏȗȌȔȔȢȌ  
ȖȗȏȉȏȒȌȊȏȏ 

ǺȖȗȇȉȒȌȔȏȌ 
ȘȏȘșȌȓȕȐ  

ǷȌȎȚȒȣșȇș 



ǴȌȎȇȓȌșȔȕȘșȣ 

ǳȕȟȌȔȔȏȞȌȘșȉȕ ǸȒȕȍȔȢȌ 
ȉȎȇȏȓȕȘȉȦȎȏ 

ǷȇȘȟȏȗȌȔȔȢȐ 
ȋȕȘșȚȖ 

ǩȇȍȔȢȌ ȋȕȑȚȓȌȔșȢ 

ДȕȘșȚȖȔȢȌ 
ȖȗȏȉȏȒȌȊȏȏ 

ǷȇȘȟȏȗȌȔȔȢȌ 
ȎȔȇȔȏȦ SAP 

ǶȕȔȏȓȇȔȏȌ ȈȏȎȔȌȘ 
ȖȗȕȝȌȘȘȕȉ 

ȼɧɭɬɪɟɧɧɢɟ ɡɥɨɭɦɵɲɥɟɧɧɢɤɢ 
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ǯȘȜȕȋȔȢȌ ȋȇȔȔȢȌ 

ǶȕȔȏȓȇȔȏȌ 
ȏȔțȗȇȘșȗȚȑșȚȗȢ 

ǲȌȊȏșȏȓȔȢȐ 
ȋȕȘșȚȖ 

ǷȌȎȚȒȣșȇș 



5 
• ǺșȌȞȑȇ ȋȇȔȔȢȜ 

• ǶȗȕȓȢȟȒȌȔȔȢȐ ȟȖȏȕȔȇȍ 

• ǶȕșȌȗȦ ȑȕȔșȗȕȒȦ Ȕȇȋ ȘȏȘșȌȓȕȐ 

• ǶȒȇȝȋȇȗȓ ȋȒȦ ȋȇȒȣȔȌȐȟȏȜ ȇșȇȑ 

• ǻȕȗȓȏȗȕȉȇȔȏȌ ȘȞȌșȕȉ Ȕȇ ȕȖȒȇșȚ 

• ǴȇȗȚȟȌȔȏȌ ȈȏȎȔȌȘ ȖȗȕȝȌȘȘȕȉ 

• ǵșȘȚșȘșȉȏȌ ȘȒȌȋȕȉ ȉȎȒȕȓȇ 

• ǴȌȖȗȕȎȗȇȞȔȕȘșȣ ȖȗȕȝȌȘȘȕȉ ȚȖȗȇȉȒȌȔȏȦ 

• ǶȕșȌȗȏ ȉȗȌȓȌȔȏ Ȕȇ ȉȕȘȘșȇȔȕȉȒȌȔȏȌ 

• ǨȕȒȣȟȏȌ șȗȚȋȕȎȇșȗȇșȢ Ȕȇ ȖȕȋȋȌȗȍȑȚ  

ptsecurity.ru 

ɉɨɫɥɟɞɫɬɜɢя 

ǴȇȗȚȟȌȔȏȌ 
ȑȕȔțȏȋȌȔȝȏȇȒȣȔȕȘșȏ 

ǶȗȕȔȏȑȔȕȉȌȔȏȌ 
ȉ ȘȏȘșȌȓȚ 

ǳȕȟȌȔȔȏȞȌȘșȉȕ 

ǶȕșȌȗȦ ȚȖȗȇȉȒȌȔȏȦ 

ǴȇȗȚȟȌȔȏȌ 
ȗȇȈȕșȕȘȖȕȘȕȈȔȕȘșȏ 

! 

! 

! 

! 

! 
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ǶȕȋȈȕȗ ȖȇȗȕȒȌȐ 
BlackBox ȏ WhiteBox 

ǧșȇȑȏ 
Ȕȇ  web 

ǧșȇȑȏ 
Ȕȇ ǸǺǨД 

ǶȕȉȢȟȌȔȏȌ 
ȖȗȏȉȏȒȌȊȏȐ 

ǶȌȗȌȜȉȇș 
ȖȇȗȕȒȌȐ 

ǩȔȌȋȗȌȔȏȌ 
ȑȕȋȇ 

ǧșȇȑȏ Ȕȇ șȌȘșȕȉȚȥ 
ȏȔțȗȇȘșȗȚȑșȚȗȚ 

ǧșȇȑȏ Ȕȇ ǵǸ 

6 
Мɟɯɚɧɢɤɚ ɚɬɚɤ 

ERP 
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ǹȗȇȋȏȝȏȕȔȔȢȐ ȖȕȋȜȕȋ 
ȖȕȜȕȍ Ȕȇ ȏȊȗȚ whack-a-mole:  
 
• ȘȔȇȞȇȒȇ, Șȕ ȘșȕȗȕȔȢ 

ȜȇȑȌȗȕȉи ȖȕȦȉȒȦȌșȘȦ ȔȕȉȇȦ 
ȚȊȗȕȎȇ 
 

• ȎȇșȌȓ ȘȒȌȋȚȌș ȗȌȇȑȝȏȦ 
ȏȔȋȚȘșȗȏȏ 
 

ЧȌȓ ȈȢȘșȗȌȌ ȏ ȚȓȔȌȌ ȗȌȇȑȝȏȦи 
șȌȓ ȓȌȔȣȟȌ ȖȕȘȒȌȋȘșȉȏȐ ȕș 
ȇșȇȑ ȜȇȑȌȗȕȉ 

Ɍɪɚɞɢɰɢɨɧɧɵɣ ɩɨɞɯɨɞ 

ptsecurity.ru 



 Vulnerability 
Management  

Web 
Application 

Firewall 

Antivirus 

Source 
Code 

Analysis 

Honeypot / 
Sandbox 

IDS / IPS 

… … 
? ? 

? ? 

SIEM 
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8 
Ɍɪɚɞɢɰɢɨɧɧɵɣ ɩɨɞɯɨɞ 



ERP 

ǱȕȔșȗȕȒȣ ȏ ȇȔȇȒȏȎ 
ȎȇȠȏȠȌȔȔȕȘșȏ 

ǷȇȘȘȒȌȋȕȉȇȔȏȌ 
ȏȔȝȏȋȌȔșȕȉ 

 

ǩȢȦȉȒȌȔȏȌ ȏȔȝȏȋȌȔșȕȉ 

 
 

ǺȖȗȇȉȒȌȔȏȌ ȗȏȘȑȇȓȏ ȏ ȘȕȈȒȥȋȌȔȏȌ 
ȔȕȗȓȇșȏȉȔȢȜ șȗȌȈȕȉȇȔȏȐ 

ǮȇȠȏșȇ ȕș ȇșȇȑ Ȕȇ ȘȌșȌȉȕȓ 
ȏ ȖȗȏȑȒȇȋȔȕȓ ȚȗȕȉȔȦȜ 

Кɨɦɩɥɟɤɫɧɵɣ ɩɨɞɯɨɞ 
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СПʤСИʥО, КЭП! 



ptsecurity.ru 

10 
Ɋɟɡɭɥɶɬɚɬɵ ɬɟɫɬɨɜ ɧɚ ɩɪɨɧɢɤɧɨɜɟɧɢɟ 



MaxPatrol  
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PT 
Application 

Firewall 

PT 
MultiScanner 

PT 
Application 
Inspector 

PT Network 
Attack 

Discovery 

… … 
? ? 

? ? PT 
MultiScanner 
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Кɨɦɩɥɟɤɫɧɵɣ ɩɨɞɯɨɞ 



ɋɩɚɫɢɛɨ! 
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