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MacLwTtab npobnemobl

SAP SECURITY
1000 NOTES

500 ééé
B EEE _

2009 2010 2011 2012 2013 2014 2015 2016

*  ~3000 n3BecTHbIX
yA3BMMOCTEM
*  ~20 HOBbIX yA3BMMOCTEN

Kax /bl MecaL,

+ ~1000 Hactpoek
KOHOUIypaLmm

e o1 500 nonb3osatenew
B KaXJ0M MHCTannaumm

*  MOCTOAHHbIE AOPabOTKM
cUCTeMbI

Jlanawaot SAP

PeanbHO?

[1pobnembl

6e30MnacHOCTH

[lepcoHan Nb

CpeaHasa HCTanauma
~30 SAP cucrem *

KonmyectBo cepBepoB B OAHOM
nanawadre (go 10) *

Konnuectso maHaantoB (ot 4 go 10).

WToro: ~ 300 cepsepoB
~ 120-300 maHAaHTOB

Kak npasuno, 1-2 yenoseka

3ajauu:

*  KOHTPOJIb YA3BUMOCTEM

*  KOHTPOJb MpaB AOCTyMNa

*  KOHTPOJIb AENCTBUM
NOb30BaTeNEN/aAMNHNCTPATOPOB

*  KOHTPOJIb HacTpoek 6e3onacHOCTH

*  KOHTPOJb NapOabHOW NMOMMTUKM

*  *ananm3 ABAP koaa
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[1lhoxme napHu —
KTO OHW?
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OOblYHbIE XaKepbl

IcxoaHble AaHHbIE

(

Hoctyn K Tunosble
nepumeTpy araku

TunoBble
YA3BUMOCTU

1
l_|_l
aoao

OTcyTCTBME 3HAHWNA
06 apxuTekType

OrtcyTcTBre
3HaHW O SAP

Pe3ynerar

S

OrpaHnyeHHble YnpasneHue
npuBKUAErnm cMCTeEMOM

%

OrpaHuyeHHbIM
AOCTYN

v
|

[Mnausapm Hoctyn k
AnA atak MHOPMAaLIN
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[1pogBUHYTbLIE XaKepbl

VIcxoaHble AaHHbIE

& B

3HaHWe cetn \cnonb30oBaHme
AOCTyNa

é

NHCTpymMeHTapui m
CNAOUTNAKM

PacwypeHHble Paborta B kOMaHAe
3HaHuA SAP

Pe3ynerar

>

A2 O

PaclumpeHHsble YnpaBieHve
npuBUAErM cncTeMom

Kpaxa
JINYHOCTU

I'Inau,AapM BaxHble JOKYMEHTb!
ANA atak
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BHYTpEeHHME 3NOYMbILLNEHHUKN

VIcxoaHble AaHHbIE

8=

l_l_l

o o
[MoHMMaHWe JIerMTMMHBIV
MHOPACTPYKTYpPbI LOCTYN

é

JoctynHble
npuBMAErM

[oHWUMaHMe BUsHec
NPOLECCOB

PaclumpeHHble
3HaHWA SAP

Pe3ynerar

PaclumpeHHbIi BaxHble AOKYMEHTbI
AOCTYN

n HesaMeTHOCTb
MoLeHHMYeCTBO ' CnoxHble

B3aMMOCBA3M
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[locnencTBug

HapyweHwe
KOHPUAEHUMANBHOCTU

[ 1pOHMKHOBEHWME
B CMCTEMY

MoLLeHHMYEeCTBO

[loTepsd ynpaBaeHma

HapyweHwe
DabOTOCNOCOOHOCTH

YTeuka AaHHbIX
[1POMbILLNIEHHBIV LWMMOHAX

[loTepa KOHTPOAA Haj, CMCTEMOM
[Thausapm And ganbHenWmx atak

DopMMpOBaHME CHETOB Ha OMiaTy
HapylweHne GUsHeC NPOLLECCOB

OT1CyTCTBME CNENOB B3/IOMA
Henpo3payHOCTb MPOLECCOB ynpaBaeHUA

[loTepu BpemeHu Ha BOCCTAHOBEHME
bonbline Tpyao3aTpaThl Ha NOAAEPXKKY
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MexaHunka aTtak

[Noabop naposne ATakm ATaku
BlackBox 1 WhiteBox Ha web Ha CYb/]
[1oBbILLEHME } [lepexsart
npuBUIErni naposen
Ry -
BHeapeHve ATaku Ha TeCTOBYHO Ataku Ha OC
KoAa MHPPaCTPYKTYPY
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TpaanuMoHHbLIY nogxon

TpaaVUMOHHbBIN MOAXOL,
MOXOX Ha 1rpy whack-a-mole:

* (CHa4ala, CO CTOPOHbI

APT

XakepoB, MOABNAETCA HOBAA ¥ o
/P02 -l
* 3aTeM C/IeAyeT peakumd CSRF DDoS
MHAYCTPUM Atitacl Vi
Hem BbICTpee 1 yMHee peakimg,
TEM MEHbLLE MOCNeACTBMIA OT @W@F

dTaK XakepoB
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TpaanunoHHbLIM nogxon

. Web
? h;/:rllr;er:rt:]lgm Application
° 9 Firewall
Source
(N Code SIEM Antivirus (N
Analysis
IDS/Ips  Honeypot/ ?
Sandbox o
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KoMnreKkcHbI noaxoa

KOHTPO/Ib 1 aHan3

/ , 3aLUMLLEHHOCTM

L/
PaccnesoBaHme “E YnpaBaeHne puckamu 1 cobnrogeHme
MHLUMAEHTOB & HOPMATMBHBIX TPEOOBaHWM

||
BbiABNEHME NHUMAEHTOB I'I'I'I “‘_- 3alMTa OT aTak Ha CeTeBOM
am VI NPVKNGHOM YPOBHSAX
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CNACUBO, KaM!



Pe3yanaTb| TeCToB Ha NPOHNKHOBEHUNE

10

35% 35%
2015 |
44% 39%
2014 |
50% 29% 7%

I JTto6oW BHELHM HapyLwmnTeb
I Jlrobow HapyLwuTenb U3 Nofb3oBaTeNbckoro cermeHTa JIBC
Jliobor BHYTPeHHWIN HapyLumnTesb U3 TEXHONOrMYeCcKoro cermeHTa
I JMo6on HapyLnTenb, UMeLWNA YAaNeHHbIN 4OCTYN K OGHOMY U3 CEpPBEPOB

He yctaHoBNeH
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KoMnnekcHbIXN noaxoa

PT
? Maxgatrol Application ?
° Firewall °

. A FT . MaxPatrol PT eo e
pplication SIEM MultiScanner
Inspector

? PT Network pT ?
Attack MultiScanner -
° Discovery
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Cnacunoo!
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