Kax 6e30nacHoCTb U3 06naKa mensel

fleHnCc be3kopoBanHbLIV
SP, CISA, CCSK



https://protosecurity.ru/
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YTO cnyumnock?

- CMeHa noaxoa K ynpas/ieHUIo N peann3aymnm CUCTEM
6e30MacHOCTU

« CABUI B CTOPOHY ayTCOPCMHIra 6€30nacHOCTY

» Ob6/1aYHble peLleHnsa CTan 3aMeHATb TPaAVUMOHHbIE B
cerMeHTax.
 3aLLMTa BEO-MPUIOXEHNIA
* AyanTt 6e30MnacHOCTY
* IDM & Access Management
* SIEM mn gp.
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[Touemy?

* ObnayHble cncTeMbl 6€30MNacHOCTU YCNOXHUANCE U CTanu
3penbIMU

* OT TOYEUYHbIX peLIJEHI/IIZ K KOMMJ/1eKCHbIM

« TexHonormy 6e30nacHOCTU BbIUTPbIBAKOT OT 06/1a4YHOV MO
e MacLUTabrpyeMoCTb
* BMUANMOCTb BCEX YIPO3 N MOMEHTAJ/IbHbIE PEeaKLUNK

« ObnayHasa 3KOHOMIVIKa N3MEHSAETCA TPAANLVIOHHbIE PbIHKI
« OB6beKTbl 3aLMTbl CAMU CTaNN 061aUYHbIMU




EUrity as a Service

NNauHble cuctemMbl 6e30nacH¢

[1H0C
OpcuHTr npoueccos VIE



210Bble SaaS-peLleHns no Vb

HOe ConpoBOXAEeHMe
DPCUHT, ayTCTaPPUHr Nb-nepcoHana
IMmnYeckasa 30 PeKTBHOCTb

https://protosecurity.ru



[ToyemMy 3TO KacaeTcs Bac?

i

* brogxeTbl Ha VIb cHMXaroTcq, a yrpo3 He MeHblLle
* CHMXeHre 3aTpaT — OCHOBHOW ApanBep 3MeHeHNI

* KBannounupoBaHHbIN NepcoHan AOPOr 1 ero Masno, WraThl
COKpaLLarTCcs

* CKOpOCTb 3MeHeHun NT-cuctem Bo3poca
* Hy)XKHa ageKkBaTHada 3all/Ta 3a MeHbLUNe AeHbr
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[TpMep - CHYXeHMe 3aTpaT Ha 3aLnTy Beb-
NPUIOXKEHUIN OT aTak C NOMOLLbO Secaas

K OPEX

OT TOYEeYHbIX
K KomnnaeKkcHoOMY cepBucy

peLweHnmn

OT pocTa 3aTpar K ayTcopcuHry npoueccos
Ha NepcoHan 3aLWUTbl BEO-NPUNOIKEHUN




[TpMep - CHUXeHMe 3aTpaT Ha ayanT 6e30MacHOCTU
BeO-NPUIOXKEHVN C MOMOLLbH Secaas

OT 0b6Ccny*KnBaHUA

K KoHTpoato SDLC
CKaHepa

OT pa30BbIX

K NOCTOAHHOMY KOHTPO/IIO
NPOBEPOK

OT pocTa 3aTpar K adpdpeKTMBHOMY MCNONb30BaAHUIO
Ha NepcoHan BHELLIHMX SKCNepTOB
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[louemy BbI eLle He ncnonb3yete Secaas?

« ObLme BonpoChkl NPo SaasS v ayTCOPCUHT:
* besonacHoOCTb
* KOHTPO/Ib

» Knaccnyecknm mHTerpatopam 310 HeBbIroAHO!
* HeT «KOpOobKM» 1 «Kefesa», KOTopble HY>XKHO MeHATb KaXAble TpW roja

* PbIHOK SecaaS meHseTcs oveHb bbICTPO
* JKOHOMUYEeCK/e npenmyLLecTsa CTasi 3aMeTHbl UMeHHO cenyac
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byayuiee CISO

OT ynpaBneHuA K ynpasneHUo cepBucamum
CUCTEMAMM 3aLLUUTDI 6be3onacHOCTH

OT ynpaBneHuA
K ynpas/ieHWo NOCTaBLMKaMu

LUTATOM

OT BbINO/IHEHUA

v K ynpaBaeHUO0 COOTBETCTBUEM
TpeboBaHMM




Security
as a Service

by ProtoSecurity
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Bonpockl?
« denis@protosecurity.ru




