
ɇɋɉɄ: ɜɵɛɨɪ ɪɨɫɫɢɣɫɤɨɝɨ ɉɈ 
ɇɚ ɩɪɢɦɟɪɟ ɜɵɛɨɪɚ ɪɟɲɟɧɢɹ ɤɥɚɫɫɚ IDM 

ɂɆə ȾɈɄɅȺȾɑɂɄȺ 

ɞɨɥɠɧɨɫɬɶ ɞɨɤɥɚɞɱɢɤɚ 



 

 

 

Ⱥɤɰɢɨɧɟɪɧɨɟ ɨɛɳɟɫɬɜɨ «ɇɚɰɢɨɧɚɥɶɧɚɹ ɫɢɫɬɟɦɚ 
ɩɥɚɬɟɠɧɵɯ ɤɚɪɬ» (ɇɋɉɄ) – ɨɩɟɪɚɬɨɪ ɧɚɰɢɨɧɚɥɶɧɨɣ 
ɩɥɚɬɟɠɧɨɣ ɫɢɫɬɟɦɵ, ɫɨɡɞɚɧɨ 23 ɢɸɥɹ 2014 ɝɨɞɚ. 100% 

ɚɤɰɢɣ ȺɈ «ɇɋɉɄ» ɩɪɢɧɚɞɥɟɠɢɬ ɐɟɧɬɪɚɥɶɧɨɦɭ Ȼɚɧɤɭ 
Ɋɨɫɫɢɣɫɤɨɣ Ɏɟɞɟɪɚɰɢɢ. 
Ⱦɟɹɬɟɥɶɧɨɫɬɶ ɇɋɉɄ ɪɟɝɭɥɢɪɭɟɬɫɹ Ɏɟɞɟɪɚɥɶɧɵɦ 
ɡɚɤɨɧɨɦ №161 «Ɉ ɧɚɰɢɨɧɚɥɶɧɨɣ ɩɥɚɬɟɠɧɨɣ ɫɢɫɬɟɦɟ», 
«ɋɬɪɚɬɟɝɢɟɣ ɪɚɡɜɢɬɢɹ ɇɚɰɢɨɧɚɥɶɧɨɣ ɩɥɚɬɟɠɧɨɣ ɫɢɫɬɟɦɵ» 
ɢ «Ʉɨɧɰɟɩɰɢɟɣ ɫɨɡɞɚɧɢɹ ɧɚɰɢɨɧɚɥɶɧɨɣ ɫɢɫɬɟɦɵ ɩɥɚɬɟɠɧɵɯ 
ɤɚɪɬ». 

 



ɉɨɱɟɦɭ ɪɨɫɫɢɣɫɤɨɟ ɪɟɲɟɧɢɟ? 



ȾɅə ɑȿȽɈ ɇɍɀȿɇ IDM? 

Ʉɚɤɢɟ ɩɪɨɛɥɟɦɵ ɪɟɲɚɟɬ? 



IDM – ɰɟɧɬɪɚɥɢɡɚɰɢɹ ɢ ɚɜɬɨɦɚɬɢɡɚɰɢɹ 
ɭɩɪɚɜɥɟɧɢɹ ɭɱɟɬɧɵɦɢ ɡɚɩɢɫɹɦɢ ɢ ɩɪɚɜɚɦɢ 
ɞɨɫɬɭɩɚ 

• Ⱥɜɬɨɦɚɬɢɡɚɰɢɹ ɩɪɟɞɨɫɬɚɜɥɟɧɢɹ ɩɪɚɜ ɞɨɫɬɭɩɚ ɧɚ ɨɫɧɨɜɟ ɤɚɞɪɨɜɵɯ 
ɫɨɛɵɬɢɣ (ɩɪɢɟɦ, ɩɟɪɟɜɨɞ, ɭɜɨɥɶɧɟɧɢɟ….) 

• ɋɧɢɠɟɧɢɟ ɬɪɭɞɨɡɚɬɪɚɬ ɧɚ ɚɞɦɢɧɢɫɬɪɢɪɨɜɚɧɢɟ 

• ɍɩɪɚɜɥɟɧɢɟ ɩɨɥɢɬɢɤɚɦɢ ɞɨɫɬɭɩɚ 

• Ⱥɭɞɢɬ ɩɪɚɜ ɞɨɫɬɭɩɚ 

• ɂɧɫɬɪɭɦɟɧɬ ɫɨɝɥɚɫɨɜɚɧɢɹ ɢ ɩɪɟɞɨɫɬɚɜɥɟɧɢɹ ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ 
ɩɪɚɜ ɞɨɫɬɭɩɚ 

• Ɉɛɧɚɪɭɠɟɧɢɟ ɧɟɫɨɝɥɚɫɨɜɚɧɧɵɯ ɩɨɥɧɨɦɨɱɢɣ 

 



ɄȺɄ ɊȺȻɈɌȺȿɌ IDM? 





ɑɌɈ ɉɊȿȾɅȺȽȺȿɌ 
ɊЫɇɈɄ? 



Ɂɚɩɚɞɧɵɟ ɪɟɲɟɧɢɹ 

• Oracle Identity Manager – idm-ɪɟɲɟɧɢɟ ɚɦɟɪɢɤɚɧɫɤɨɣ ɤɨɦɩɚɧɢɢ 
Oracle 

• SailPoint IdentityIQ – ɩɪɨɞɭɤɬ ɚɦɟɪɢɤɚɧɫɤɨɣ ɤɨɦɩɚɧɢɢ SailPoint 

Technologies, ɫɩɟɰɢɚɥɢɡɢɪɭɸɳɟɣɫɹ ɧɚ ɩɪɟɞɨɫɬɚɜɥɟɧɢɢ ɪɟɲɟɧɢɣ 
ɩɨ ɭɩɪɚɜɥɟɧɢɸ ɭɱɟɬɧɵɦɢ ɡɚɩɢɫɹɦɢ ɢ ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɢɦ ɞɨɫɬɭɩɨɦ 

• Microsoft Forefront Identity Manager – ɩɪɨɝɪɚɦɦɧɵɣ ɩɪɨɞɭɤɬ 
ɤɨɦɩɚɧɢɢ Microsoft, ɨɪɢɟɧɬɢɪɨɜɚɧɧɵɣ ɜ ɨɫɧɨɜɧɨɦ ɧɚ MS-

ɢɧɮɪɚɫɬɪɭɤɬɭɪɭ 

• IBM Security Identity Manager – ɪɟɲɟɧɢɟ ɩɨ ɭɩɪɚɜɥɟɧɢɸ 
ɫɥɭɠɟɛɧɵɦɢ ɭɱɟɬɧɵɦɢ ɡɚɩɢɫɹɦɢ ɤɨɦɩɚɧɢɢ IBM 

• One Identity Manager – ɪɟɲɟɧɢɟ ɤɥɚɫɫɚ IAG ɤɨɦɩɚɧɢɢ DELL  

 



ɑɬɨ ɩɪɟɞɥɚɝɚɟɬ ɪɨɫɫɢɣɫɤɢɣ ɪɵɧɨɤ? 

• Solar inRights– ɪɨɫɫɢɣɫɤɢɣ ɩɪɨɞɭɤɬ ɤɥɚɫɫɚ Identity Manager 

ɤɨɦɩɚɧɢɢ Solar Security  

• Avanpost IDM – ɫɢɫɬɟɦɚ ɤɥɚɫɫɚ IDM, ɜɯɨɞɹɳɚɹ ɜ ɩɪɨɝɪɚɦɦɧɵɣ 
ɤɨɦɩɥɟɤɫ Avanpost, ɫɨɫɬɨɹɳɢɣ ɬɚɤɠɟ ɢɡ ɦɨɞɭɥɟɣ PKI ɢ SSO, 

ɪɚɡɪɚɛɨɬɚɧɧɵɣ ɤɨɦɩɚɧɢɟɣ Ⱥɜɚɧɩɨɫɬ. ɇɚ ɪɵɧɤɟ ɂȻ ɫ 2007 ɝɨɞɚ 

• ɄɍȻ - ɪɟɲɟɧɢɟ ɞɥɹ ɚɜɬɨɦɚɬɢɡɚɰɢɢ ɢ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ ɤ 
ɢɧɮɨɪɦɚɰɢɨɧɧɵɦ ɪɟɫɭɪɫɚɦ ɤɨɦɩɚɧɢɢ ɢ ɤɨɧɬɪɨɥɹ ɫɨɛɥɸɞɟɧɢɹ 
ɩɨɥɢɬɢɤɢ ɛɟɡɨɩɚɫɧɨɫɬɢ ɨɬ ɤɨɦɩɚɧɢɢ TrustVerse 

 



AVANPOST IDM ɄȺɄ ɈɋɇɈȼȺ ȾɅə ɋɈɁȾȺɇɂə 
ɋɂɋɌȿɆɕ ɍɉɊȺȼɅȿɇɂə 
ɂȾȿɇɌɂɎɂɄȺɐɂɈɇɇɕɆɂ ȾȺɇɇɕɆɂ ȼ ȺɈ 
«ɇȺɐɂɈɇȺɅɖɇȺə ɋɂɋɌȿɆȺ ɉɅȺɌȿɀɇɕɏ 
ɄȺɊɌ» (ɇɋɉɄ) 



ɉɨɱɟɦɭ Avanpost? 

 ɩɨɦɢɦɨ ɚɜɬɨɦɚɬɢɡɚɰɢɢ ɢ ɭɩɪɚɜɥɟɧɢɹ ɠɢɡɧɟɧɧɨɝɨ ɰɢɤɥɚ ɭɱɟɬɧɵɯ 
ɡɚɩɢɫɟɣ ɢ ɩɪɚɜ ɞɨɫɬɭɩɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɬɪɟɛɨɜɚɥɨɫɶ ɪɟɚɥɢɡɨɜɚɬɶ 
ɮɭɧɤɰɢɢ ɰɟɧɬɪɚɥɢɡɨɜɚɧɧɨɝɨ ɭɩɪɚɜɥɟɧɢɹ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɦɢ 
ɤɥɸɱɚɦɢ ɢ ɬɟɯɧɨɥɨɝɢɸ ɟɞɢɧɨɝɨ ɜɯɨɞɚ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɜ ɰɟɥɟɜɵɟ 
ɢɧɮɨɪɦɚɰɢɨɧɧɵɟ ɫɢɫɬɟɦɵ 

 ɫɨɨɬɜɟɬɫɬɜɢɟ ɬɪɟɛɨɜɚɧɢɹɦ ɪɨɫɫɢɣɫɤɨɝɨ ɡɚɤɨɧɨɞɚɬɟɥɶɫɬɜɚ ɢ 
ɨɬɪɚɫɥɟɜɵɯ ɫɬɚɧɞɚɪɬɨɜ ɜ ɫɮɟɪɟ ɂБ (ФɁ-152, ɋɌɈ БɊ ɂБɋɋ, PCI 

DSS), ɚ ɬɚɤɠɟ ɬɪɟɛɨɜɚɧɢɹɦ ФɋБ ɩɨ ɭɩɪɚɜɥɟɧɢɸ ɥɢɰɟɧɡɢɹɦɢ ɢ 
ɞɢɫɬɪɢɛɭɬɢɜɚɦɢ ɋКɁɂ 



ɉɨɱɟɦɭ Avanpost? 

Ⱥɪɯɢɬɟɤɬɭɪɚ ɉɄ «Avanpost» 

Ɏɭɧɤɰɢɨɧɚɥɶɧɨɫɬɶ ɦɨɞɭɥɟɣ ɪɟɲɟɧɢɹ: 

Avanpost IDM – ɦɨɞɭɥɶ ɭɩɪɚɜɥɟɧɢɹ ɭɱɟɬɧɵɦɢ 

ɡɚɩɢɫɹɦɢ ɢ ɩɪɚɜɚɦɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ - 

ɩɨɥɧɨɮɭɧɤɰɢɨɧɚɥɶɧɨɟ IDM-ɪɟɲɟɧɢɟ; 

Avanpost SSO – ɦɨɞɭɥɶ ɨɞɧɨɤɪɚɬɧɨɣ 

ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ (single sign on); 

Ʉɥɸɱɟɜɵɟ ɮɭɧɤɰɢɢ (ɹɞɪɨ ɪɟɲɟɧɢɹ): 

Avanpost PKI – ɦɨɞɭɥɶ ɭɩɪɚɜɥɟɧɢɹ ɷɥɟɦɟɧɬɚɦɢ 

ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ ɨɬɤɪɵɬɵɯ ɤɥɸɱɟɣ PKI; 

Ʉɨɧɧɟɤɬɨɪɵ: 

Ʉɨɧɧɟɤɬɨɪɵ – ɧɟɨɛɯɨɞɢɦɵ ɞɥɹ ɢɧɬɟɝɪɚɰɢɢ ɉК 

«Avanpost» ɫ ɪɚɡɥɢɱɧɵɦɢ ɢɧɮɨɪɦɚɰɢɨɧɧɵɦɢ 

ɫɢɫɬɟɦɚɦɢ. 



ɋɩɟɰɢɮɢɤɚ ɜɧɟɞɪɟɧɢɹ 

• ɍɩɪɚɜɥɟɧɢɟ ɭɱɟɬɧɵɦɢ ɡɚɩɢɫɹɦɢ ɢ ɤɨɧɬɪɨɥɶ ɞɨɫɬɭɩɚ ɤ ɢɧɮɨɪɦɚɰɢɨɧɧɵɦ 
ɫɢɫɬɟɦɚɦ, ɪɚɫɩɨɥɨɠɟɧɧɵɯ ɜ ɪɚɡɧɵɯ ɤɨɧɬɭɪɚɯ 

• Ⱥɪɯɢɬɟɤɬɭɪɚ ɪɟɲɟɧɢɹ ɜɤɥɸɱɚɟɬ ɜ ɫɟɛɹ ɞɜɚ ɫɟɪɜɟɪɚ ɭɩɪɚɜɥɟɧɢɹ, ɤɚɠɞɵɣ ɢɡ 
ɤɨɬɨɪɵɯ ɜɵɩɨɥɧɹɟɬ ɩɨɫɬɚɜɥɟɧɧɵɟ ɟɦɭ ɡɚɞɚɱɢ ɜ ɨɩɪɟɞɟɥɟɧɧɨɦ ɟɦɭ ɤɨɧɬɭɪɟ, ɜ 
ɬɨ ɠɟ ɜɪɟɦɹ ɜɡɚɢɦɨɞɟɣɫɬɜɭɹ ɦɟɠɞɭ ɫɨɛɨɣ 

• ɉɪɨɢɡɜɟɞɟɧɚ ɢɧɬɟɝɪɚɰɢɹ ɫ ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɵɦ ɤɨɦɩɥɟɤɫɨɦ 
«ɍɞɨɫɬɨɜɟɪɹɸɳɢɣ ɐɟɧɬɪ «Ʉɪɢɩɬɨɉɪɨ ɍɐ» ɢ ɫɢɫɬɟɦɨɣ ɦɨɧɢɬɨɪɢɧɝɚ ɧɚ ɛɚɡɟ 
ɉɈ ArcSight 

• Ⱦɥɹ ɫɨɝɥɚɫɨɜɚɧɢɹ ɡɚɹɜɨɤ ɧɚ ɩɪɟɞɨɫɬɚɜɥɟɧɢɟ ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ ɩɪɚɜ ɞɨɫɬɭɩɚ 
ɢɫɩɨɥɶɡɭɟɬɫɹ ɫɨɛɫɬɜɟɧɧɚɹ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɚɹ ɫɢɫɬɟɦɚ ɭɩɪɚɜɥɟɧɢɹ 
ɡɚɹɜɤɚɦɢ Ɂɚɤɚɡɱɢɤɚ ɫ ɩɨɫɥɟɞɭɸɳɢɦ ɚɜɬɨɦɚɬɢɱɟɫɤɢɦ ɢɫɩɨɥɧɟɧɢɟɦ 
ɫɪɟɞɫɬɜɚɦɢ Avanpost 



ȼɵɜɨɞɵ 

Ɋɨɫɫɢɣɫɤɢɣ ɪɵɧɨɤ IDM-ɪɟɲɟɧɢɣ ɚɤɬɢɜɧɨ ɪɚɡɜɢɜɚɟɬɫɹ ɛɥɚɝɨɞɚɪɹ: 
• ȼɨɫɬɪɟɛɨɜɚɧɧɨɫɬɢ ɜ ɤɪɭɩɧɵɯ ɨɪɝɚɧɢɡɚɰɢɹɯ, ɞɥɹ ɤɨɬɨɪɵɯ ɨɬɫɭɬɫɬɜɢɟ 

ɤɨɪɪɟɤɬɧɵɯ ɩɪɨɰɟɫɫɨɜ ɭɩɪɚɜɥɟɧɢɹ ɞɨɫɬɭɩɨɦ ɤɪɢɬɢɱɧɨ ɢ ɧɟɫёɬ ɜ ɫɟɛɟ 
ɮɢɧɚɧɫɨɜɵɟ ɪɢɫɤɢ 

• Ɉɛɳɟɣ ɧɚɩɪɚɜɥɟɧɧɨɫɬɢ ɧɚ “ɢɦɩɨɪɬɨɡɚɦɟɳɟɧɢɟ” 
• Ʉɨɧɤɭɪɟɧɬɨɫɩɨɫɨɛɧɨɫɬɢ ɩɨ ɮɭɧɤɰɢɨɧɚɥɶɧɨɫɬɢ ɫ ɜɟɞɭɳɢɦɢ ɡɚɩɚɞɧɵɦɢ 

ɪɟɲɟɧɢɹɦɢ 

• Ȼɨɥɟɟ ɝɢɛɤɨɣ ɩɨɥɢɬɢɤɨɣ ɥɢɰɟɧɡɢɪɨɜɚɧɢɹ 

• ɉɪɨɫɬɨɬɨɣ ɜɧɟɞɪɟɧɢɹ 

• ɇɢɡɤɨɣ ɫɬɨɢɦɨɫɬɶɸ ɜɥɚɞɟɧɢɹ ɩɨ ɫɪɚɜɧɟɧɢɸ ɫ ɡɚɩɚɞɧɵɦɢ ɪɟɲɟɧɢɹɦɢ 

 

 

 



Ⱦɦɢɬɪɢɣ Ⱥɧɞɪɟɣɱɟɜ 

Ⱦɢɪɟɤɬɨɪ ɞɟɩɚɪɬɚɦɟɧɬɚ ɢɧɬɟɝɪɚɰɢɢ ɫɢɫɬɟɦ ɛɟɡɨɩɚɫɧɨɫɬɢ 

ɁȺɈ ɇɂɉ «ɂɧɮɨɪɦɡɚɳɢɬɚ» 

Ɍɟɥ: +7(495) 980 23 45 

d.Andreychev@infosec.ru  

ȼɈɉɊɈɋЫ ? 


