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ɉɪɟɞɱɭɜɫɬɜɭɹ ɜɡɥɨɦ: 
Ɋɟɚɝɢɪɨɜɚɧɢɟ ɧɚ ɢɧɰɢɞɟɧɬɵ ɜ 
ɧɟɫɩɨɤɨɣɧɨɟ ɜɪɟɦɹ 



ɐɟɥɟɧɚɩɪɚɜɥɟɧɧɵɟ ɚɬɚɤɢ – ɚɤɬɭɚɥɶɧɚɹ ɩɪɨɛɥɟɦɚ 



APT?  

• Advanced 

– ɂɫɩɨɥɶɡɨɜɚɧɢɟ 0day  

– ɋɥɨɠɧɨɟ ȼɉɈ 

– Ⱥɞɚɩɬɢɪɭɸɬɫɹ ɤ ɢɡɦɟɧɟɧɢɹɦ 

• Persistent  

– Ⱥɬɚɤɚ ɩɪɨɞɨɥɠɚɟɬɫɹ ɩɨɤɚ ɧɟ 
ɞɨɫɬɢɝɚɟɬ ɭɫɩɟɯɚ 

–  “LШа КЧН SХШа”  
– Дɨɫɬɭɩ ɧɚ ɝɨɞɵ ɜɩɟɪёɞ 

• Threat 

– ɉɪɚɜɢɬɟɥɶɫɬɜɚ 

– ɋɟɪɶёɡɧɵɣ ɤɪɢɦɢɧɚɥ 

– Ɉɛɟɫɩɟɱɟɧɵ ɪɟɫɭɪɫɚɦɢ 

 

 



Ʉɚɤ ɨɧɢ ɷɬɨ ɞɟɥɚɸɬ? 

 • Ɋɚɡɜɟɞɤɚ 

OSINT. ɋɛɨɪ ɞɚɧɧɵɯ ɨ ɫɨɬɪɭɞɧɢɤɚɯ ɢ 
ɨɪɝɚɧɢɡɚɰɢɢ. ɉɨɢɫɤ ɫɥɚɛɵɯ ɦɟɫɬ. 
• Ɍɨɱɤɚ ɜɯɨɞɚ 

ɂɫɯɨɞɧɚɹ ɤɨɦɩɪɨɦɟɬɚɰɢɹ. Spear 

phishing, watering hole, ɜɡɥɨɦ ɱɟɪɟɡ 
ɜɟɛ 

• Lateral Movement  

Ɂɚɤɪɟɩɥɟɧɢɟ ɜ ɫɟɬɢ. ɋɛɨɪ ɭɱёɬɧɵɯ 
ɞɚɧɧɵɯ, ɩɨɜɵɲɟɧɢɟ ɩɪɢɜɢɥɟɝɢɣ, 
ɫɤɚɧɢɪɨɜɚɧɢɟ ɩɨɪɬɨɜ, ɤɨɦɩɪɨɦɟɬɚɰɢɹ 
ɞɨɩɨɥɧɢɬɟɥɶɧɵɯ ɦɚɲɢɧ. 
• Кɪɚɠɚ ɞɚɧɧɵɯ 

ɋɛɨɪ ɢ ɜɵɝɪɭɡɤɚ ɞɚɧɧɵɯ. 
Ɍɭɧɧɟɥɢɪɨɜɚɧɢɟ. Ɂɚɦɟɬɚɧɢɟ ɫɥɟɞɨɜ 



ɇɚɲɚ ɩɪɚɤɬɢɤɚ  

• ɋɪɟɞɧɟɟ ɜɪɟɦɹ ɩɪɢɫɭɬɫɬɜɢɹ – 5 ɥɟɬ 

• ɋɩɨɫɨɛ ɨɛɧɚɪɭɠɟɧɢɹ – ɜɧɟɲɧɢɣ( 90% ) 

• ɋɚɦɵɣ ɩɨɩɭɥɹɪɧɵɣ ɜɟɤɬɨɪ – Spear-phishing 

• В ɤɚɤɢɯ ɫɥɭɱɚɹɯ ɢɫɩɨɥɶɡɨɜɚɥɨɫɶ ВɉɈ? – 100% 

• Ɍɢɩɢɱɧɵɣ ɪɟɡɭɥɶɬɚɬ – ɩɨɥɧɚɹ ɤɨɦɩɪɨɦɟɬɚɰɢɹ 
ɫɟɬɢ 

 



ɉɪɢɦɟɪ 

• Кɬɨ? 

– Roaming Tiger/NetTraveler/APT21 

– Ʉɢɬɚɣ 

– ȼɟɪɨɹɬɧɨ state-sponsored 

• Кɚɤ?  

– Spear-phishing 

– PlugX, NetTraveler RAT 

– CVE-2014-1761, CVE-2012-0158 

• Кɬɨ ɠɟɪɬɜɚ? 

– Ʉɨɦɩɚɧɢɹ ɷɧɟɪɝɟɬɢɱɟɫɤɨɝɨ ɫɟɤɬɨɪɚ 

– ɋɤɨɦɩɪɨɦɟɬɢɪɨɜɚɧɚ ɜ 2011 ɝɨɞɭ 

• Lateral Movement 

– MS14-068 

– Mimikatz, pass-the-hash 

 



Ɍɢɩɢɱɧɵɟ ɩɪɨɛɥɟɦɵ 

• ɍɫɬɚɪɟɜɲɟɟ ɉɈ 

• Ɉɬɫɭɬɫɬɜɢɟ ɦɨɧɢɬɨɪɢɧɝɚ 

• Ɉɬɫɭɬɫɬɜɢɟ ɤɜɚɥɢɮɢɰɢɪɨɜɚɧɧɵɯ ɫɨɬɪɭɞɧɢɤɨɜ ɂȻ 

• Ɉɬɫɭɬɫɬɜɢɟ ɫɟɝɦɟɧɬɚɰɢɢ ɫɟɬɢ 

• ɇɟɡɧɚɧɢɟ ɫɨɛɫɬɜɟɧɧɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ 

• Ɉɬɫɭɬɫɬɜɢɟ ɤɨɧɬɪɨɥɹ ɡɚ ɩɪɢɜɢɥɟɝɢɪɨɜɚɧɧɵɦɢ ɭɱёɬɧɵɦɢ ɡɚɩɢɫɹɦɢ 

• Ɉɬɫɭɬɫɬɜɢɟ ɫɨɜɪɟɦɟɧɧɵɯ ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ 

• … 

 



ɋɦɟɧɚ ɩɚɪɚɞɢɝɦɵ 

• “AssuЦО ЛrОКМС” 
• ȼɚɫ ɜɡɥɨɦɚɸɬ, ɜɨɩɪɨɫ ɬɨɥɶɤɨ ɤɨɝɞɚ ɜɵ 

ɷɬɨ ɨɛɧɚɪɭɠɢɬɟ 

• ȼɫё ɫɜɨɞɢɬɫɹ ɤ ɩɨɜɵɲɟɧɢɸ ɫɬɨɢɦɨɫɬɢ 
ɚɬɚɤɢ 

 

 



Ɉ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɪɟɚɝɢɪɨɜɚɧɢɹ 

• ɉɨɞɝɨɬɨɜɤɚ 

– Ɇɨɞɟɥɢɪɨɜɚɧɢɟ ɭɝɪɨɡ 

– Ɉɰɟɧɤɚ ɡɚɳɢɳёɧɧɨɫɬɢ 

– Ʌɸɞɢ, ɩɪɨɰɟɫɫɵ, ɫɪɟɞɫɬɜɚ 

• Вɵɹɜɥɟɧɢɟ  

– ɉɨɫɬɨɹɧɧɵɣ ɦɨɧɢɬɨɪɢɧɝ 
– Ⱥɧɨɦɚɥɢɢ 

– Ɋɟɬɪɨɫɩɟɤɬɢɜɧɵɣ ɚɧɚɥɢɡ 

• ɋɞɟɪɠɢɜɚɧɢɟ ɢ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ 

– ɍɞɚɥɟɧɢɟ ȼɉɈ 

– Ȼɥɨɤɢɪɨɜɤɚ ɫɤɨɦɩɪɨɦɟɬɢɪɨɜɚɧɧɵɯ ɍɁ 

– ȼɨɫɫɬɚɧɨɜɥɟɧɢɟ ɢɥɢ ɩɟɪɟɫɨɡɞɚɧɢɟ ɫɢɫɬɟɦ 

• ɉɨɫɥɟ ɢɧɰɢɞɟɧɬɚ 

– “LОssШЧs ХОКrЧОН” 
 



Ɂɚɱɟɦ ɷɬɨ ɧɭɠɧɨ? 

• Threat Intelligence 

– Ʉɬɨ, ɤɚɤ, ɤɨɝɞɚ ɢ ɩɨɱɟɦɭ 

– ɉɪɨɚɤɬɢɜɧɚɹ ɡɚɳɢɬɚ 

– TTP 

• ɋɜɨɟɜɪɟɦɟɧɧɨɟ ɨɛɧɚɪɭɠɟɧɢɟ 

– ɇɟɥɶɡɹ ɪɟɚɝɢɪɨɜɚɬɶ ɟɫɥɢ ɬɵ ɷɬɨɝɨ ɧɟ ɜɢɞɢɲɶ 

– ɉɨɜɵɲɟɧɢɟ ɷɮɮɟɤɬɢɜɧɨɫɬɢ 

– Ɉɩɪɟɞɟɥɟɧɢɟ «ɫɥɟɩɵɯ ɡɨɧ» 

• Кɨɪɪɟɤɬɧɨɟ ɜɨɫɫɬɚɧɨɜɥɟɧɢɟ 

– Ɉɰɟɧɤɚ ɝɪɚɧɢɰ  
– ɍɫɬɚɧɨɜɥɟɧɢɟ ɩɪɢɱɢɧ 

– ɉɥɚɧ ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ 

 

 

 

Diamond Model 

 

 

 

 



BYOC(Bring your own CSIRT) 

• ɉɥɸɫɵ 

– ɒɢɪɨɤɚɹ ɷɤɫɩɟɪɬɢɡɚ 

– Дɟɲɟɜɥɟ 

– ɇɚɥɚɠɟɧɧɵɟ ɤɨɧɬɚɤɬɵ ɫɨ ɫɬɨɪɨɧɧɢɦɢ 
ɨɪɝɚɧɢɡɚɰɢɹɦɢ 

– Threat Intelligence 

• Мɢɧɭɫɵ 

– ɇɟɨɛɯɨɞɢɦɨ ɜɪɟɦɹ ɱɬɨɛɵ 
ɚɞɚɩɬɢɪɨɜɚɬɶɫɹ ɤ ɜɚɲɟɣ 
ɢɧɮɪɚɫɬɪɭɤɬɭɪɟ 

– ɇɟ ɦɨɝɭɬ ɭɞɟɥɹɬɶ 100% ɜɪɟɦɟɧɢ 
ɜɚɲɟɣ ɨɪɝɚɧɢɡɚɰɢɢ 

– Ʉɚɱɟɫɬɜɨ ɦɨɠɟɬ ɨɬɥɢɱɚɬɶɫɹ  
 

 

Build vs Buy 

 

 

 

• ɉɥɸɫɵ 

– ɏɨɪɨɲɨ ɡɧɚɸɬ ɜɚɲɭ ɨɪɝɚɧɢɡɚɰɢɸ 

– ȼɫɟɝɞɚ «ɩɨɞ ɪɭɤɨɣ» 

• Мɢɧɭɫɵ 

– Дɨɪɨɝɨ 

– Ɇɨɠɟɬ ɧɟ ɯɜɚɬɚɬɶ ɷɤɫɩɟɪɬɢɡɵ 

– «Ɂɚɦɵɥɟɧɧɵɣ ɝɥɚɡ» 

– Ɇɨɠɟɬ ɧɟ ɛɵɬɶ ɧɚɥɚɠɟɧɧɵɯ ɫɜɹɡɟɣ ɫ 
ɫɬɨɪɨɧɧɢɦɢ ɨɪɝɚɧɢɡɚɰɢɹɦɢ 

– Ɇɨɠɟɬ ɧɟ ɯɜɚɬɚɬɶ ɷɤɫɩɟɪɬɢɡɵ 

– «Ɂɚɦɵɥɟɧɧɵɣ ɝɥɚɡ» 

 



ɑɬɨ ɞɚɥɶɲɟ? 

• Threat Hunting 

– IOC Sweeps 

– Data mining 

– Ⱥɧɨɦɚɥɢɢ 

Threat Hunting Maturity Model 

• Threat Intelligence 

– Ɍɚɤɬɢɤɢ, ɬɟɯɧɢɤɢ ɢ ɩɪɨɰɟɞɭɪɵ 

– Ⱥɧɚɥɢɬɢɤɚ 

– Ɉɛɦɟɧ ɞɚɧɧɵɦɢ ɨɛ ɭɝɪɨɡɚɯ 

• Purple Team 

– ɇɟ ɩɪɨɫɬɨ ɩɟɧɬɟɫɬɟɪɵ 

– Adversary Simulation 

– Ɋɚɛɨɬɚɸɬ ɫ ɡɚɳɢɬɧɢɤɚɦɢ 

 

 



Cɩɚɫɢɛɨ ɡɚ ɜɧɢɦɚɧɢɟ! 


