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~OSITIVE TECHNOLOGIES




LileneHanpasneHHble atakn — akTyanbHas npobnema

20 Russian high-profile organizations attacked by spy
malware in coordinated op - FSB

Scarab attackers took aim at select Russian targets
since 2012

NetTraveler APT Targets Russian, European Interests

Chinese Cyberspies Pivot To Russia Roaming Tiger Hackers targets Russian organizations
In Wake Of Obama-Xi Pact fﬂr Espi[}nage
December 24, 2015 By Pierluigi Paganini

September 17, 2015

News Alert: APTs target Russian military
personnel and telecoms employees news

'Lurid’ malware hits Russia,
CIS countries



~POSITIVE TECHNOLOGIES

Advanced

— Wcnonb3oBaHne Oday

— CnoxHoe BI1O

— ApanTupyloTcsl K USBMEHEHUAM
Persistent

— ATaka npogosnxaeTtcs noka He
AOCTuraeT ycrnexa

— “Low and Slow”
— [HocTyn Ha rogbl Brnepen

“WWEEL -  Threat
;nmm

! = - po e — [MpaButenbcTBa

— CepbésHbIn KpMUHan

APT Goes Mainstream on TV
— O0becneyeHbl pecypcamu



Kak oHu 310 aenatT?

~POSITIVE TECHNOLOGIES
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- Pa3Bepka

OSINT. C6op AaHHbIX O COTPYAHUKAX U
opraHusaumn. lNounck cnadbblx MeCT.
 Tou4ka Bxoaa

cxooHas komnpomeTtauma. Spear
phishing, watering hole, Banom 4epes
Beb

- Lateral Movement

3akpenneHune B cetn. CO0p Yy4ETHbBIX
AaHHbIX, MOBbILWEHNE NPUBUIIETAN,
CKaHMpOBaHMEe NOPTOB, KOMMNpoOMeTaumd
AOMOSTHUTENBbHbIX MaLUMWH.

+ Kpaxa gaHHbIX

C6op v BbIrpy3ka OaHHbIX.
TyHHenupoBaHue. 3ameTaHne crieoB



True #DFIR tales by @JohnLaTwc

What? We bought IPS,

The CEO got spear- DS, DLP, HIPS, WAF, Did they use ROP? How did they bypass CFG, It was a Word doc That wasp't in any of
phished NGFW, 10Cs, AV, anti- ASLR, EMET, FAF, DEP, SEHC?P, Sf'-zfeSEH, GS, and with a macro our Mag{c Quadrant
win32k syscall disabling? reviews...

APT appliances

- CpegHee Bpems npucyTcTtBua — 5 ner

- Cnocob6 obHapyxeHuns — BHelwHUU( 90% )

- CambIu nonynsipHbINn BeKTOop — Spear-phishing

- B kakux cnyvasix ucnonb3osanocb BMO? — 100%

- TUNUYHBLIN pe3ynbTaT — NosiHaA KOMIpomMeTaLus
ceTu



~POSITIVE TECHNOLOGIES

Kto?

— Roaming Tiger/NetTraveler/APT21
— Kurtan

— BepogaTHo state-sponsored
Kak?

— Spear-phishing

— PlugX, NetTraveler RAT

— CVE-2014-1761, CVE-2012-0158
KTo xeptBa?

— KomMnaHua aHepreTnyeckoro cektopa
— CkomnpomeTtupoaHa B 2011 roay

- Lateral Movement

- MS14-068
— Mimikatz, pass-the-hash



APT? What is exactly

"advanced" about
this? I mean we keep on

getting compromised
with the same lame
techniques, week -..0h...
after...

- Ycrtapesuwee 10

- OTcyTCcTBME MOHUTOPUHIa

- OTcytcTBME KBANUPUUNPOBAHHbLIX COTPpYaHUKOB b

- OTcyTCcTBME CErMEHTALNU CETU

- HesHaHne cobcTBEHHOW MHGPACTPYKTYpPHI

- OTcyTCTBME KOHTPOSSA 3a NPUBUIIEMMPOBAHHBIMU YYETHBIMWU 3aNUCSMU
- OTcyTCcTBME COBPEMEHHbLIX CPEACTB 3aLLUTHI



" Richard Bejtlich e
“ There are only two types of companies: . taosecurit

#ose that have been hacked "Prevention eventually fails" |= "breaches are
inevitable." If you detect and respond prior to
data theft (breach), the defender still wins.

and those that i

Robert S. Mueller, III
Director, FBI

2

Michael Howard 2- Yurate
u nichael howai

. i Attacker's Advantage/Defender's Dilemma.
*Assume breach Def. has to be right 100% of the time all the

- Bac Banowmatot, BONPOC TOMbKO KOrAa Bbl time, Att need only be right once at some point.
9TO OBHapyxuTe

- Bcé cBoguTcs K noBbILLIEHNO CTOUMMOCTHU
aTtaku



O HeobxoonmMocTun pearmpoBaHus

- [MoaroroBka

— MogenunpoBaHue yrpos

— OueHKa 3aWmnLWEHHOCTH

— Jlvogwn, npoueccsl, cpeacTtea
-  BbiaBneHue

Containment, Post-Incident 5
Eradication, - — [locTosAHHBIN MOHUTOPWUHT

and Recovery Activity

Detection

& Analysis

— AHOoManum
t — PeTpocneKkTuBHbIN aHann3
The four phases for IRP —J CaepXuBaHue U BOCCTaHOBMNEHMUe

— Ynanenue BINO

— bnoknposka ckoMnpomeTnpoBaHHbIX Y3
— BoccTraHoBneHue nnu nepecosgaHne CUCTEM

- Mocne nHUunpaeHTa

— “Lessons learned”



- Threat Intelli
Diamond Model reat Intefligence

— KT0, Kak, korga 1 nodemy

SOCIO-POLITICAL AXIS

To further strategic Chinese foreign
policy objectives in the South China Sea . . . . —_ I_I poa KTM BHaﬂ 3a LLlMTa
People's Liberation Army Chengdu Military Region
Second Technical Reconnaissance Bureau TT P
Military Unit Cover Designator 78020 -

Ge Xing aka GreenSky27
- CBoeBpeMeHHOe OOHapyxeHue

— HenbasA pearmpoBatb €CJi1 Tbl 3TOIN0 HE BNOULLb
Families of Unique Custom Malware Global Command & Control Infrastructure _ I—I OBbILLUEHue 3 (b Cb eKTUBHOCTU

Specific Post-Infection, Second-Stage Chinese Dynamic DNS Infrastructure
Tools & Utilities Providers

Use of an Exploit Kit Leveraged by Attacker-Registered Domains — O Mn peﬂ' eneHme «chenbiX 30H»
Asian Hackers

- KoppekTHoe BocCcTaHOBIeHue

2 TECHNICAL AXIS

§ CcvE-2012-015 Al
— OueHka rpaHuy

BX) spear Phishing Governments in Southeast Asia

‘ International organizations such as the Association of

Right-to-Left Character Override Southeast Asian Nations — yCTa H O Bn e H M e I'I p M L_I M H
Public and private energy organizations

- Self-Extracting Executables
- — [1naH BoccTaHOBNEHUS




BYOC(Bring your own CSIRT)

Build vs Buy
- [lnocbl - [lnmocbl
— XOpOLUO 3HaKT Bally opraHu3awmio — Wwnpokas akcnepTmsa
— Bcerga «nopg pykony — [Hewesne
«  MuHycbI — HanaxeHHble KOHTaKTbl CO CTOPOHHUMN
opraHnsaumamu
— r .
Hoporo — Threat Intelligence
— MoXxeT He xBaTaTb 3KCNepTu3bl
OXET He XBaTaTb 3KCNepTus . MuHychb!
— «3aMblfIEHHbIN rra3»
— MoxeT He BbITb HanaxeHHbIX CBA3eN C ~ Heobxoanmo spems 4ToOb
CTOPOHHUMMW OpraHM3aLmnsiMm aAanTnpoBaTtbCH K Balliel
NHPpacCTpyKType

— MoxeT He xBaTaTb 9KCNepTU3bl
— He moryt yoenate 100% BpemMeHU

— «3aMblneHHbIN rnas» Y
3ambine as BalLiel opraHM3aumu

— KauyecTBO MOXET OTNMM4aThbCs



Threat Hunting Maturity Model

e Relies e |[ncorporates * Follows data  Creates new e Automates
primarily on threat analysis data analysis the majority
automated intelligence procedures procedures of successful
alerting indicator created by * High or very data analysis

e Little or no searches others high level of procedures
routine data * Moderate or e High or very routine data e High or very
collection high level of high level of collection high level of

routine data routine data routine data
collections collection collection
- Threat Hunting - Threat Intelligence - Purple Team
— 10C Sweeps — TaKTuKKU, TEXHUKM U Npoueaypsbl — He npocTo neHTecTeps
— Data mining — AHanuTtuka — Adversary Simulation

— AHOManuu — OB6bMeH gaHHbIMK 00 yrposax — PaboTtaloT ¢ 3alnTHUKaMu
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