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BUSINESS HAS EVOLVED 

MORE BUSINESS RISK AND CRIPPLING SECURITY BREACHES 
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The result – a rapid expansion of digital channels 
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A growing attack surface, which is increasingly hard to 

manage and therefore defend 

 

The enterprise digital footprint challenge 
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Digital footprint questions 

What do I have? 

 

• Number of sites 

• Number of mobile apps 

 

Am I safe? 

 

• Broken links 

• Bad certs 

• Logins 

• Unpatched/Unsupported 

Servers 

• Externally hosted code 

 

Am I compliant? 

 

• Industry regulations 

• Internal policies 

 

 

 



What do I have? 



Looking for soft targets 



Ensuring trust 



Protecting credentials 



Out of date technology 



3rd Party Code - The Web Eco System 
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The Third-Party Security Challenge 
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Who’s in control? 

“With code being “blindly” included from 3rd party sites,  

it is possible that a compromise of this 3rd party site will  

affect your site’s security” 
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JS libraries are delivered by CDN 

SEA: 

 

“We hacked InStart CDN service, and we were 

working on hacking the main site of Washington 

Post, but they took down the control panel,” Th3 

Pr0 told Motherboard in an email.  

 

“We just wanted to deliver a message on several 

media sites like Washington Post, US News and 

others, but we didn't have time :P.” 



Your web footprint is not a static 

environment 

Start with out of the box policies 

 

Extend to customer specific policies 

Monitoring Categories: 
• New Asset Discovery 

• External Threat 

• Indicators of Compromise 

• Infrastructure 

• Mobile App Compliance 

• Social Media Compliance 

• Web Compliance 



The mobile ecosystem is a scary place 



Mobile Appstores, Feb. 2014 



What is my mobile footprint? 

Searching for “Red Cross”: 

 

 

• 1000’s App references 

 

• 250 ‘Red Cross’ Developers 

 

• 120 Different Stores 

 

 

 



Is this in line with my mobile policy? 

   Apple store 

 

Developer: The Customer Inc. 

  

Supports: account logins and credit  

   card purchases 

 

 

  Is this a legitimate app?  

 

 



Aetna Rogue App 



Developer for Aetna Insurance++  



Developer for Aetna Insurance++  



Aetna++ Permissions 

22 of the apps are requesting the 

GET_ACCOUNTS permission 

GET_ACCOUNTS lets you see various 

accounts on a phone via account 

manager, including Google, Facebook, Twitter, 

etc. 

 

In this app, it is used by ad library called "com.edealya", seemingly 

for ad tracking and targeting, quote: 

 

“eDealya enables marketers to respond to social intent with an 

in-context, on-time, and relevant mobile advertisement.” 



eDealya 
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Reference: eDealya Website -   

https://www.e-dealya.com/wp-content/uploads/2013/07/eDealya-One-Pager-v4.3.1.pdf 



694 more eDealya Apps 
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Mobile App Monitoring:  

• Expired App Version 

• Modified Legitimate App (Copycat) 

• Non-Standard App Posting 

• Missing Privacy Policy / Legal Notice 

• Risky App Permissions 

• Blacklisted App 

Start with out of the box policies 

 

Extend to customer specific policies 

Your mobile footprint isn’t a static 

environment 



Pulling it all together 



Providing actionable data 



RiskIQ digital footprint approach 



How we do it 



Interested in knowing more? 

till@riskiq.net 




