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ȼɧɟɞɪɟɧɢɟ WAF: ɜɡɝɥɹɞ 
ɚɪɯɢɬɟɤɬɨɪɚ 



Ⱥɧɞɪɟɣ Ⱦɭɝɢɧ 

ɂɧɠɟɧɟɪ ɩɨ ɡɚɳɢɬɟ ɢɧɮɨɪɦɚɰɢɢ 

Ⱦɟɩɚɪɬɚɦɟɧɬ ɢɧɮɨɪɦɚɰɢɨɧɧɨɣ 
ɛɟɡɨɩɚɫɧɨɫɬɢ ɢ ɫɩɟɰɢɚɥɶɧɵɯ ɩɪɨɟɤɬɨɜ 

2 



Чɬɨ ɬɚɤɨɟ WAF? 

ɉɪɨɝɪɚɦɦɧɵɣ ɥɢɛɨ 
ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɵɣ 
ɦɨɞɭɥɶ, ɩɪɟɞɧɚɡɧɚɱɟɧɧɵɣ ɞɥɹ 
ɡɚɳɢɬɵ ɫɚɣɬɨɜ ɨɬ ɚɬɚɤ, 
ɧɚɩɪɚɜɥɟɧɧɵɯ ɧɚ  web-

ɩɪɢɥɨɠɟɧɢɹ. 



WAF vs NGFW vs IPS 
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Ɂɚɱɟɦ ɧɭɠɟɧ WAF? PCI DSS 3.2 

6.6 For public-facing web applications, ensure that either one of the following methods 

is in place as follows:  

... 

Examine the system configuration settings and interview responsible personnel to verify 

that an automated technical solution that detects and prevents web-based attacks 

(for example, a web-application firewall) is in place as follows:  

Is situated in front of public-facing web applications to detect and prevent web-based 

attacks. 

Is actively running and up to date as applicable. 

Is generating audit logs. 

Is configured to either block web-based attacks, or generate an alert that is immediately 

investigated. 
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Ɂɚɱɟɦ ɧɭɠɟɧ WAF? OWASP Top 10 
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ȼɚɪɢɚɧɬɵ ɚɪɯɢɬɟɤɬɭɪɵ 

ɋɯɟɦɚ ɛɟɡ WAF 

WAF sniffer 

WAF reverse proxy 

WAF router 

WAF bridge / transparent reverse proxy 
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ɍɩɪɨɳɟɧɧɚɹ ɫɯɟɦɚ 
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Ɍɟɪɪɢɬɨɪɢɚɥɶɧɨ-ɪɚɫɩɪɟɞɟɥɟɧɧɚɹ ɫɯɟɦɚ 
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WAF sniffer 
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WAF sniffer. ɇɟɨɛɯɨɞɢɦɵɟ ɢɡɦɟɧɟɧɢɹ 

ɉɨɞɚɱɚ ɤɨɩɢɢ web-ɬɪɚɮɢɤɚ DMZ ɧɚ WAF ɩɨɫɪɟɞɫɬɜɨɦ: 

SPAN/VACL-capture ɫ ɤɨɦɦɭɬɚɬɨɪɚ 

TAP ɫ ɮɢɡɢɱɟɫɤɢɯ ɥɢɧɤɨɜ 
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WAF sniffer. Ⱥɧɚɥɢɡ 

Ɉɬɫɭɬɫɬɜɢɟ ɜɥɢɹɧɢɹ ɧɚ 
ɬɪɚɮɢɤ 
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ɉɪɟɢɦɭɳɟɫɬɜɚ ɇɟɞɨɫɬɚɬɤɢ 

Ɉɬɫɭɬɫɬɜɢɟ 
ɜɨɡɦɨɠɧɨɫɬɢ 
ɨɬɪɚɠɟɧɢɹ ɚɬɚɤ 

Ɇɚɫɲɬɚɛɢɪɭɟɦɨɫɬɶ: 
ɬɟɪɪɢɬɨɪɢɚɥɶɧɚɹ 



WAF: ɩɪɨɝɪɚɦɦɧɵɣ ɦɨɞɭɥɶ 
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WAF: ɩɪɨɝɪɚɦɦɧɵɣ ɦɨɞɭɥɶ.  
ɇɟɨɛɯɨɞɢɦɵɟ ɢɡɦɟɧɟɧɢɹ 

Ɋɚɛɨɬɚ ɫ ɩɪɨɝɪɚɦɦɧɵɦ ɦɨɞɭɥɟɦ WAF: 

ɍɫɬɚɧɨɜɤɚ ɧɚ ɫɟɪɜɟɪ 

ɇɚɫɬɪɨɣɤɚ 
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WAF: ɉɈ ɧɚ ɫɟɪɜɟɪ. Ⱥɧɚɥɢɡ 

ɇɟɢɡɦɟɧɧɨɫɬɶ ɚɪɯɢɬɟɤɬɭɪɵ 

ɇɟɡɚɜɢɫɢɦɨɫɬɶ ɨɬ ɫɟɬɟɜɨɣ 
ɚɪɯɢɬɟɤɬɭɪɵ 

ɇɟ ɧɭɠɟɧ ɜɵɞɟɥɟɧɧɵɣ ɫɟɪɜɟɪ 
ɞɥɹ АAF 

Ɇɚɫɲɬɚɛɢɪɭɟɦɨɫɬɶ: 
ɤɨɥɢɱɟɫɬɜɨ ɢɧɫɬɚɥɥɹɰɢɣ 

15 

ɉɪɟɢɦɭɳɟɫɬɜɚ ɇɟɞɨɫɬɚɬɤɢ 

ɂɫɩɨɥɶɡɨɜɚɧɢɟ 
ɜɵɱɢɫɥɢɬɟɥɶɧɵɯ ɪɟɫɭɪɫɨɜ web-

ɫɟɪɜɟɪɚ 

ɋɨɜɦɟɫɬɢɦɨɫɬɶ ɫ Ɉɋ/ɉɈ 

Ɂɚɜɢɫɢɦɨɫɬɶ ɨɬ ɧɚɫɬɪɨɟɤ, ɫɛɨɟɜ 
ɢ ɭɹɡɜɢɦɨɫɬɟɣ Ɉɋ 



WAF: reverse proxy 
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WAF: reverse proxy. ɇɟɨɛɯɨɞɢɦɵɟ ɢɡɦɟɧɟɧɢɹ 

ȼɵɞɟɥɟɧɢɟ IP-ɚɞɪɟɫɨɜ ɞɥɹ WAF 

Ⱦɨɫɬɭɩ ɢɡ ɂɧɬɟɪɧɟɬ ɩɨ HTTP/HTTPS ɤ IP-ɚɞɪɟɫɚɦ WAF 

ɇɚɫɬɪɨɣɤɚ TLS offload (ɟɫɥɢ ɢɫɩɨɥɶɡɭɟɬɫɹ HTTPS) 

ɇɚɫɬɪɨɣɤɚ ɡɚɝɨɥɨɜɤɨɜ XFF 

ɂɡɦɟɧɟɧɢɟ ɩɪɚɜɢɥ NAT ɧɚ firewall (ɟɫɥɢ ɜ DMZ ɧɚ ɨɞɧɨɦ firewall) 

ɂɡɦɟɧɟɧɢɟ ɡɚɩɢɫɟɣ DNS (ɟɫɥɢ ɜ ɪɚɡɧɵɯ DMZ ɧɚ ɪɚɡɧɵɯ firewall) 
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WAF: reverse proxy. ɉɪɢɦɟɪ ɢɡɦɟɧɟɧɢɣ 

ɇɨɜɵɟ ɚɞɪɟɫɚ ɞɥɹ WAF 

ɋɟɪɵɟ 192.168.213.0/24 

Ȼɟɥɵɟ 203.0.113.3-5 

ɂɡɦɟɧɟɧɢɟ ɩɪɚɜɢɥ NAT ɧɚ firewall (ɜ DMZ ɧɚ ɨɞɧɨɦ firewall) 

Ⱦɨ: 203.0.113.1-5 = 192.168.113.1-5 

ɉɨɫɥɟ: 203.0.113.1-5 = 192.168.213.1-5 

ɂɡɦɟɧɟɧɢɟ ɡɚɩɢɫɟɣ DNS (ɜ ɪɚɡɧɵɯ DMZ ɧɚ ɪɚɡɧɵɯ firewall) 

Ⱦɨ:  www3.example.com   ɉɨɫɥɟ: www3.example.com 

  198.51.100.3        203.0.113.3 

  198.51.100.4        203.0.113.4 

  198.51.100.5        203.0.113.3 
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WAF: reverse proxy. Ⱥɧɚɥɢɡ 

ȿɞɢɧɚɹ ɬɨɱɤɚ ɡɚɳɢɬɵ ɢ ɤɨɧɬɪɨɥɹ 
web-ɫɟɪɜɟɪɨɜ 

ȼɵɫɨɤɚɹ ɦɚɫɲɬɚɛɢɪɭɟɦɨɫɬɶ: IP-

ɦɚɪɲɪɭɬɢɡɚɰɢɹ + ɞɨɫɬɭɩ 

Ɉɬɫɭɬɫɬɜɢɟ ɜɥɢɹɧɢɹ ɧɚ L1/L2/L3-

ɬɨɩɨɥɨɝɢɸ ɫɟɬɢ 

TLS-offload (ɫɧɢɠɟɧɢɟ ɧɚɝɪɭɡɤɢ ɧɚ 
ɫɟɪɜɟɪɚ) 

ɇɟɡɚɜɢɫɢɦɨɫɬɶ ɨɬ ɧɚɫɬɪɨɟɤ, ɫɛɨɟɜ ɢ 
ɭɹɡɜɢɦɨɫɬɟɣ Ɉɋ ɡɚɳɢɳɚɟɦɵɯ web-

ɪɟɫɭɪɫɨɜ 
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ɉɪɟɢɦɭɳɟɫɬɜɚ ɇɟɞɨɫɬɚɬɤɢ 

ȿɞɢɧɚɹ ɬɨɱɤɚ ɨɬɤɚɡɚ (ɦɢɧɢɦɢɡɚɰɢɹ: 
ɤɥɚɫɬɟɪ, ɞɭɛɥɢɪɨɜɚɧɢɟ) 

ɉɨɞɜɟɪɠɟɧɧɨɫɬɶ ɚɬɚɤɚɦ ɧɚ WAF 



WAF: router. 2 DMZ 
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WAF: router. 1 DMZ 
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WAF: router. ɇɟɨɛɯɨɞɢɦɵɟ ɢɡɦɟɧɟɧɢɹ 

ɇɚɫɬɪɨɣɤɚ ɦɚɪɲɪɭɬɢɡɚɰɢɢ ɜ DMZ ɱɟɪɟɡ WAF 

Ɉɛɴɟɞɢɧɟɧɢɟ DMZ – ɩɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ 

ɂɡɦɟɧɟɧɢɟ ɦɚɪɲɪɭɬɢɡɚɰɢɢ/NAT/DNS – ɩɪɢ ɨɛɴɟɞɢɧɟɧɢɢ DMZ 
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WAF: router. Ⱥɧɚɥɢɡ 

ȿɞɢɧɚɹ ɬɨɱɤɚ ɡɚɳɢɬɵ ɢ ɤɨɧɬɪɨɥɹ 
web-ɫɟɪɜɟɪɨɜ ɧɚ DMZ 

Ɇɚɫɲɬɚɛɢɪɭɟɦɨɫɬɶ: ɧɚ ɫɟɪɜɟɪɚ ɜ 
ɩɪɟɞɟɥɚɯ L3-ɫɟɝɦɟɧɬɚ 

Ɉɬɫɭɬɫɬɜɢɟ ɧɟɨɛɯɨɞɢɦɨɫɬɢ 
ɧɚɫɬɪɨɣɤɢ ɫɟɪɜɟɪɨɜ 

ɇɟɡɚɜɢɫɢɦɨɫɬɶ ɨɬ ɧɚɫɬɪɨɟɤ, ɫɛɨɟɜ ɢ 
ɭɹɡɜɢɦɨɫɬɟɣ Ɉɋ ɡɚɳɢɳɚɟɦɵɯ web-

ɪɟɫɭɪɫɨɜ 
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ɉɪɟɢɦɭɳɟɫɬɜɚ ɇɟɞɨɫɬɚɬɤɢ 

ȿɞɢɧɚɹ ɬɨɱɤɚ ɨɬɤɚɡɚ ɜɫɟɝɨ ɬɪɚɮɢɤɚ ɜ 
DMZ (ɦɢɧɢɦɢɡɚɰɢɹ: ɤɥɚɫɬɟɪ, 
ɞɭɛɥɢɪɨɜɚɧɢɟ) 

ɇɟɨɛɯɨɞɢɦɨɫɬɶ ɪɟɨɪɝɚɧɢɡɚɰɢɢ L3-

ɫɟɝɦɟɧɬɚ 



WAF: bridge / transparent reverse proxy. 2 DMZ 
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WAF: bridge / transparent reverse proxy. 1 DMZ 
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WAF: bridge / transparent reverse proxy. 

ɇɟɨɛɯɨɞɢɦɵɟ ɢɡɦɟɧɟɧɢɹ 

ɇɚɫɬɪɨɣɤɚ ɩɪɚɜɢɥ ɦɚɪɲɪɭɬɢɡɚɰɢɢ/ɤɨɦɦɭɬɚɰɢɢ ɬɪɚɮɢɤɚ ɜ DMZ ɱɟɪɟɡ 
ɥɢɧɤ, ɧɚ ɤɨɬɨɪɨɦ ɭɫɬɚɧɨɜɥɟɧ WAF 

Ɉɛɴɟɞɢɧɟɧɢɟ DMZ – ɩɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ 

ɂɡɦɟɧɟɧɢɟ ɦɚɪɲɪɭɬɢɡɚɰɢɢ/NAT/DNS – ɩɪɢ ɨɛɴɟɞɢɧɟɧɢɢ DMZ 
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WAF: bridge. Ⱥɧɚɥɢɡ 

ȿɞɢɧɚɹ ɬɨɱɤɚ ɡɚɳɢɬɵ ɢ ɤɨɧɬɪɨɥɹ 
web-ɫɟɪɜɟɪɨɜ ɧɚ DMZ 

ɉɨɥɧɚɹ ɩɪɨɡɪɚɱɧɨɫɬɶ 

Ɇɚɫɲɬɚɛɢɪɭɟɦɨɫɬɶ: ɧɚ ɫɟɪɜɟɪɚ 

DMZ ɡɚ WAF-enabled ɥɢɧɤɨɦ 

Ɉɬɫɭɬɫɬɜɢɟ ɧɟɨɛɯɨɞɢɦɨɫɬɢ 
ɧɚɫɬɪɨɣɤɢ ɫɟɪɜɟɪɨɜ 

ɇɟɡɚɜɢɫɢɦɨɫɬɶ ɨɬ ɧɚɫɬɪɨɟɤ, ɫɛɨɟɜ ɢ 
ɭɹɡɜɢɦɨɫɬɟɣ Ɉɋ ɡɚɳɢɳɚɟɦɵɯ web-

ɪɟɫɭɪɫɨɜ 
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ɉɪɟɢɦɭɳɟɫɬɜɚ ɇɟɞɨɫɬɚɬɤɢ 

ȿɞɢɧɚɹ ɬɨɱɤɚ ɨɬɤɚɡɚ ɜɫɟɝɨ ɬɪɚɮɢɤɚ ɜ 
DMZ (ɦɢɧɢɦɢɡɚɰɢɹ: ɤɥɚɫɬɟɪ, 
ɞɭɛɥɢɪɨɜɚɧɢɟ, ɚɩɩɚɪɚɬɧɵɣ bypass) 

ɇɟɨɛɯɨɞɢɦɨɫɬɶ L1/L2-ɪɟɨɪɝɚɧɢɡɚɰɢɢ 
DMZ 



WAF: transparent reverse proxy. Ⱥɧɚɥɢɡ 

ȿɞɢɧɚɹ ɬɨɱɤɚ ɡɚɳɢɬɵ ɢ ɤɨɧɬɪɨɥɹ web-

ɫɟɪɜɟɪɨɜ ɧɚ DMZ 

ɉɨɥɧɚɹ ɩɪɨɡɪɚɱɧɨɫɬɶ 

Ɇɚɫɲɬɚɛɢɪɭɟɦɨɫɬɶ: ɧɚ ɫɟɪɜɟɪɚ DMZ 

ɡɚ WAF-enabled ɥɢɧɤɨɦ 

Ɉɬɫɭɬɫɬɜɢɟ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɧɚɫɬɪɨɣɤɢ 
ɫɟɪɜɟɪɨɜ 

ɇɟɡɚɜɢɫɢɦɨɫɬɶ ɨɬ ɧɚɫɬɪɨɟɤ, ɫɛɨɟɜ ɢ 
ɭɹɡɜɢɦɨɫɬɟɣ Ɉɋ ɡɚɳɢɳɚɟɦɵɯ web-

ɪɟɫɭɪɫɨɜ 

ȼɨɡɦɨɠɧɨɫɬɶ TLS offload 

28 

ɉɪɟɢɦɭɳɟɫɬɜɚ ɇɟɞɨɫɬɚɬɤɢ 

ȿɞɢɧɚɹ ɬɨɱɤɚ ɨɬɤɚɡɚ ɜɫɟɝɨ ɬɪɚɮɢɤɚ ɜ 
DMZ (ɦɢɧɢɦɢɡɚɰɢɹ: ɤɥɚɫɬɟɪ, 
ɞɭɛɥɢɪɨɜɚɧɢɟ) 

ɇɟɨɛɯɨɞɢɦɨɫɬɶ L1/L2-ɪɟɨɪɝɚɧɢɡɚɰɢɢ 
DMZ 



WAF: ɨɛɳɢɟ ɡɚɞɚɱɢ 

Ɂɚɩɚɫ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɢ 

ɍɩɪɚɜɥɟɧɢɟ ɫɭɳɧɨɫɬɹɦɢ WAF 

ɍɩɪɚɜɥɟɧɢɟ ɩɨɥɢɬɢɤɚɦɢ 

ɍɩɪɚɜɥɟɧɢɟ TLS-ɫɟɪɬɢɮɢɤɚɬɚɦɢ ɢ ɤɥɸɱɚɦɢ 

Ɇɨɧɢɬɨɪɢɧɝ ɪɚɛɨɬɨɫɩɨɫɨɛɧɨɫɬɢ ɭɫɬɪɨɣɫɬɜ/ɩɪɢɥɨɠɟɧɢɣ 

Ɍɚɣɦɚɭɬɵ: ɬɸɧɢɧɝ ɢ ɜɵɪɚɜɧɢɜɚɧɢɟ 

ɂɧɬɟɝɪɚɰɢɹ ɫɨ ɫɤɚɧɧɟɪɨɦ ɛɟɡɨɩɚɫɧɨɫɬɢ 

ɂɧɬɟɝɪɚɰɢɹ ɫ SIEM/SOC 

Ɉɬɱɟɬɧɨɫɬɶ 
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