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BHEUTHUMU YTPO3aMU
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I. Bs3rnaponeparopa

II. 3amwura ot DDoS. HcTopusa, CTaTUCTUKA,
Keuchsl.



TpeHabI

Digitalusauus 6usxeca
Mobunusanus coTpyniHUKOB

[IpoHnkHOBEeHME 0671aKOB B OU3HEC

» PasMbiBaHUe I'paHul, CeTn

» CTpeMUTeNbHLIN POCT YUCA YTPO3, B TOM UUCIIE U ]I MaJloT0 6busHeca
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Oneparop cBA3UN paHbllIe




MBI MeHAeMCA

HoBbIN ITOAX0N K 3ayCKY ITPOAYKTOB
Ilepexon Ha cepBUCHYI0 MOJE1b:

Cepsucut B (3amura ot DDoS, FW, Web Mail punbrpanus)

O6naynsie cepsuct (IaaS, SaaS, PaaS)

Tenexom cepsuct ( M2M, Cloud Telco Services)




HoBbin moaxop K 3aIlyCKy CEpBUCOB

M3yueHune moTpedHOCTEN KINEHTOB
BHyTpeHHAA 3KCIIepTU3a
TecTupoBsanue

3aIyCcK B 3KCIUIyaTalLNI0

Coxkpamenue time-to-market

KacToMunsauus cepsucos B COOTBETCTBUN C
norpebHoCTAMU OGU3HECA




O6naunsbie cepBucst UB

OnmTumusauusa pacxojos
JIerkocTs yIipaBneHuns

KomminekcHbin moaxon

BricTpbIn 3amycK




Yactb 11

3amura ot DDoS. HcTopunsa, CTaTUCTUKA, KENUChI.



3amura ot DDoS

Vcranosneno obopynosanue ans 3amutst UT pecypcos BunaitH.
M3yueHune moTpebHOCTEN KINEHTOB B ycayre 3amuTst oT DDoS.

[locTpoenune 11eHTpa OTUNCTKU UHTEPHET Tpaduka. [logkniouernue
IIEPBLIX KIIMEHTOB.

[locTpoenne noKanbHLIX PETUOHAJIBHLIX 11EHTPOB OTUUCTKU.
Pacnimpenune BapnaHTOB MPefoCTaBleHNUA YCIYTN.



HeMHOTro CTaTUCTUKN

CpenHee UnC0 Pa3NUYHLIX aTaK Ha kKanenTa ~15 000 +15% Y2Y
VBenuuenune pantensHocTu atak. 30% aTtak nnatca 6onee 1 vyaca +12% Y2Y

Poct uncna Amplification arak

B cpenHeM 9 aTak IMpeBbLINIAOIINX €MKOCTb KaHasa cBA3n +30% Y2V \/
1L

MaxkcuManbHas eMKOCTb OTPaXeHHOW aTaku ~38Gbps -15% Y2Y -
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Ilenn 1 IPUYNHLI aTaK

®nHaHCOBLIE - BLIMOT'ATENbLCTBO
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HcTopuna ofHON aTakKun

Traffic on Scrubing center

max
== SC Total received 373 Mbps 15.05 Gbps 6.45 Gbps
SC Total droped 0 bps 14.07 Gbps 5.70 Gbps
Traffic on CPE
250 Mbps
200 Mbps
150 Mbps
100 Mbps
50 Mbps >

Obps —

1228
228

== Port1-TOTAL trafiic droped 0 bps
== Port1-TOTAL traffic received 36.0 Mbps
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= ARaCY Descngton
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Attack Information
Arw 2ves

Otate

LACHeCESUM

TCP Sequence Number

P 1D Numbdet

DNS ID

DNS Query

Source Pont

Sowrce P
Destinadon Pont
Destnaton P
Fragmentabon Ofset
Fragmentation Flag
Flow Ladbe!

105

Pacust Sue

ICHP Message Tipe

T

Footprint
Veie [AND sOurce-00me 123 520 AND cestnatoni®
F ootpnnd Apphed
NA
A
'.\
1A
A
o 520 1530 NTP version 2, private [ETHERNET FRAME CHECK SEQUENCE INCORRECT]
o5 \ 2, pri ]
197202122 972M 20122 = - =
80 34845 7. 7
1 3 = =
,‘A T X7 | R 2 A v TE 3 > T
NA Frame 8&: 1530 bytes on wire (12240 bits), 1530 bytes captured (12240 bits)
WA
NA Internet Protocol Version 4, Src: 207.99.73.170 (207.99.73.170), Dst:
482 S48 User Datagram Protocol, Src Port: ntp (123), Dst Port: http (80)
NUA = Network Time Protocol (NTP Version 2, private)

Flags: Oxd7
= auth, sequence: 13
O.vv wuw. = Auth bit: 0
.000 1101 = Sequence number: 13
Implementation: XNTPD (3)
Request code: MON_GETLIST_1 (42)

56,57 5854 59 55 246 243
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U eule HeMoro moapooHee

B BDoS Network Flood Attack - 0O X

= Altack Descriphiod
The internet Control Message Protocol (ICMP) is widely used in network routing and connectivity diagnostics, A

as well as topology error reporting. ICMP is defined in RFC 792, later expanded to cover error notification
through RFC 1122 The most popular ICMP message, the Echo request (also referred to as Cpingl)

requires the remote host to return a response to every received Echo request This allows an aftacker in v

Attack Information Footprint

Atwridutes Value [OR

State Footprint Applied A checksum=57847 64545 56211,45155 42648 437 51

L4Checksum 57847.6454556211.4 666,20779,32655,36074 4846,8215)

TCP Sequence Number N/A

IP ID Number 13330

DNSID N/A

DNS Query N/A

Source Port N/A

Source IP 1092252539077 .87

Destination Port N/A 1. 00000 . 77 ‘ tinat e ( >0 — Ll E iHL RNE
U 0 3 » L1nNe on L e ( L un nap LETHERNE

Destination IP r________I] 00000« ( > tination L hle (Port unr [ETHERNET

Fragmentation Offset N/A ; 0000¢ ] > ination ¢ ] "t u 01 [ETHERNET

Fragmentation Flag N/A — — - — = -
Frame 1: 1530 bytes on wire (12240 bits), 1530 bytes captured (12240 bits)

Flow Label N/A =
ToS 8 ¥ Internet Protocol Version 4, Src:
Packel Size 7078 - Internet Control Message Protocol

Type: 3 (Destination unreachable)
Code: 3 (Port unreachable)
Checksum: 0x7f8f [correct]
7 Internet protocol version 4, src: |GGG, Dst: 176.197.143.50 (176.197.143.50)
= User Datagram Protocol, Src Port: 31970 (31970), Dst Port: ntp (123)
Source port: 31970 (31970)
Destination port: ntp (123)
Length: 16
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BorHeT? Her!

vpnguy / ntpdos © Watch

<> Code Issues 1 Pull requests o Pulse Graphs

Branch: master v ntpdos / ntpdos.py

@ outime Removed redundant str() calls

2 contributors ﬁ

Executable File 79 lines (65 sloc) 2.82 KB Raw

#!/usr/bin/env python

from scapy.all import *

import sys

import threading

import time

#NTP Amp DOS attack

#by DaRkReD

#usage ntpdos.py <target ip> <ntpserver 1list» <number of threads> ex: ntpdos.py 1.2.3.4 file.txt 18
#FOR USE ON YOUR OWN NETWORK OMNLY

#packet sender

def deny():
#Import globals to function
global ntplist
global currentserver
gleobal data
glebal target

print "Sending..

#Keep alive so C
while True:
time.sle

(4]

nmap —-sU —pU:123 -Pn —n —script=ntp-monlist x.x.x.X/x

rickarivesa / DNSampAttack

<> Code Issues 0 Pull requests o Pulse Graphs

No description or website provided.

D 7 commits ¥ 1 branch

Branch: master = New pull request . New file | Find file H1

I rickarivesa Create test py

El README.md Initial commit

E) attack.pl Create attack pl

B dnsamp.py Create dnsamp.py

El dnsdrdos.c Create dnsdrdos.c

E) find_open_resolvers pl Create find_open_resolvers._pl
E) test.py Create test.py

B whateveryouwant.c Create whateveryouwant.c

README.md

DNSampAttack

print "[+] Sent spoo
except:
28 print "[-] Could not

Bunatn’
branee



Noporo? Her!

BUpTyanbHbin cepeep VDS (VPS)

OI'IEPaL[MOHHaﬂ cucTema CentOS 6.6 x64 ¥

KoHdurypauwnsa POCTOM CpegHui MOLLH bIA MNpow3BonLHan Ancnymous Caucasus amarosanu LjenmpoBat,
purypau === eHbI

KonnuecTteo apep
npoueccopa 1 [ | BesnUMUTHBIA UHTepHeT
= - EHbl ANA KaX40oro KnueHTa MHgWBUAYanbHbI.
be3 cooTHOLUEHWIA 1 orpaHUYeHuniA U‘ aAn

crnocobhbI onnam .
oT 3a 94yac
- Mbl NPUHWMIEM ATTECTH
OGopyaoBaHue

Xeon 2,5 Ty, DDR3 ¥eon E5-26xx v3, DDR4

CroumocTe 220 py6./mec. m

OnepaTuBHaa namate 512 M6

LleHn! MOryT MEHATCA B3aBUCHMOCTH OT aTakyemMoro pecypca.

LleHn! AnA calToB c aHTU-AA0C 3aLNTON

ot 30% 3a yac

oT 250% cyTkn

ot 1600% vegenn

HoBocTH  @opym 3akasate DDOS aTaky 3awuTa oT DDOS Bnor KapTa CaiTa

JoMawHAA Toproes i Mpoeepka Ha DDoS yYAZSEMMOCTE Jawmura ot DDoS aTakwu CBopHuK cTaTel Kapta CaWTa

3. Lleny Ha cafiT onpenesigeM MBI CAMH, KOHeYHad IleHa (POPMHPYeTCs HCXOAA H3 CIeIVIOMIIK KPHTEPHeB pecypcea Ha KOTOPBIE BRI pentiinm 3akasaTh JI0C, a
HMEHHO TEMATHKA, IOCeIaeMOCTh, ITIe pacnosioxeH: Ha shared xoctusre, VPS, VDS 1 KOHEYHO HaIHYHe AHTH-A0C 3aIMUThL. [IpH JIHTETBHEIX 3aKa3ax
peaycMOTPEHB! CKHIKH (0 JOTOBOPEHHOCTH).

4. 3a cafiT pacmoIoxeHHEIH Ha Shared xocTHHre meHa oT 50 WMZ.

5. 3a caiiT pacmoJIoKeHHEIH Ha VPS cepBepe 1neHa oT 100 WMZ.

6.

(=)

3a caiiT pacnosoxeHHEI Ha VDS cepeepe 1eHa oT 150 WMZ.

. 3a cafiT noJIB3VIONIHICA YCIyTaMy AHTH-II0¢ KOMIIAHHE (IepedHcnaTh He Gyay, MOTOMY UTO HX ceHdyac MHOT0) IleHa oT 400 WMZ.
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Texymasa cutyauus

DDoS aTtaku — cepbe3Hbiit 6U3HEC
* VYMeHbllIEHUE YUCTA CBEPX 00BEMHBIX aTaK
* Ilenb cpenaTb aTaKyeMbIn pecypc HeLO0CTYITHEIM

OpraHun3oBaTb aTaKy MOXHO HE UMEA OITbITA
* [0TOBLIE MHCTPYMEHTHI B MIHTepHeTe
* MHOXeCTBO 3/1I0YMLILIJIEHHUKOB I'OTOBbLIX ITOMOYb»

Hosbie nenu nns araku. Het rapaHTuii, YTO Bac He aTaKyloT 3aBTpa



Yero xXaarb?

Jlyuure He 6ymeT

MHOroBEKTOPHOCTb — KOMOUHALUA aTaK CETEBOTO U YPOBHA
IIPUI0XKEeHNA

HosBbie n1enm ataku

[Tenesbie DDoS aTaku Ha KANEHTOB



Crtacu60 3a BHUMaHue!

Cabbinuy Bnagumup
e-mail Vsabylin@Beeline.ru

Mob +7 966 194 84 81
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