B3rnaa poccUUCKoOro
pa3padboTymnka Ha pbIHOK UB
B rocyAapCTBeHHOM CeKTope
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PuiHOK B B Poccun

’ CI'IblTaTeJ'IbeI

OpraHbsl

OpraHbl 1 nabopartopum
no aTTecTauum PerynsTopsbl CepTUPUKaLINK (41>32)
(448->429) (6) (9->8)

bpasoBaTenbHE
LLleHTPbI
(130 +)

MHTerpaTtopb

ATT. LEHTpPHI
(2000 +)

BeHaopsl
(300 +)

AyanTtopbl
(15 +)

OnepaTtopbl
(4 MNH +)

[podb.
coofOLlecTBa

o°®
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PbiHOK b B Poccuu Becbma 3anyTtaH

CepTUdMKaT COOTBETCTBMA

OpraHbl no
cepTMPUKaLmnm

JKkcnepTu3a
MaTepuanos

3cheme3a MaTepuanos

CnblTaTeé/ibHble CepTUPUKALMOHHbIE

MCNBITaHWUA
ARHSE IR nabopartopuu
PEI'W'IFITopr : ULEeH3npoBaHKe

BeHaopbl

CpefcTsa 3aWuThl MHPOpMaLMK

Oby4yeHne

v
OpraHbl no

dTTECTAUNU O6yueHue

/
= |IHTerpatopbl BHeapeHie

WUEH3NpOoBaHKe

Peanunszauun

AnctpubbIOTOPDI
Ayoutopbl

CornacoBaHue nporpamm

\_’ ObpasoBaTenbHble

LLEeHTpPbI

ATTectaumsa

l www.dallaslock.ru
UEHTP 3AUWLUTBl MHPOPMALUUN



OcHoBHble C3U n nx

pons B ooweun Ub-nHdpactpykrype®

2015
C3BU

HCL,
YTEYKN

CK3W

2016

AB

CeTb

* 1. bes yyeta MDM, IAM, CA3, WCF, SIEM.

C3BV

HCL,
YTEYKN

CK3W
AB

CeTb

2. CermeHT «CeTtb» BKNtovaet M3, COB, VPN (ans kopnopaTMBHOIO cermeHTa NnocTaBnsAoTCS

eauHbiM npoayktom — UTM), a takke UTM.

3. CermenT «HC[, yTeukn» skntodaet C3 HCL, CO3, DLP, Endpoint.

[G)
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PuiHOK B B Poccum

CoBeT 6e3onacHoctu PO.
IJOoKTpUHa
MHpopmMaLunoHHOU be3onacHocTu PP

OcobeHHOCTU, HOBOBBEeOEHUSA:

= (Ob6ecrnevyeHune ycTton4ymeoro n becnepedonHoro PyHKLMOHNPOBAHUS
MHOOPMaLIMOHHON UHAPACTPYKTYpPbI

* POoCT BNUAHUA BHELLHUX Yyrpoa3
= PaclunpeHune crnmcka ydactHUKoOB cuctemMbl obecriedennsa b

[BKOHDVAEHT®

' www.dallaslock.ru
UEHTP 3AWKUTE MHPOPMAL WA ?



PuiHOK B B Poccun

OcHoOBHble TeHOaeHUMn Ha pbiHKe UB. Perynatopbl

.KOH@MAEHT@ ' | wvvw.daslock.ru
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PbiHOK B B Poccum

- OcHoBHble TeHOeHUun Ha pbiHke UB. PerynaTtopbl

N e > ”
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EcTb

= [lpukas Ne 21 (MOH) » HoBasda pepakuus Npukasa Ne 17

= [lpunkas Ne 17 (T 1C), Mepbil = TpeboBaHusa k CYB[, BIOS,
[UNC DLP, cpepgctBam ynpasneHusa

» [pukas Ne 31 (ACY TIN) NOTOKaMM MHpOpMaLMK

» TpebGoBaHnusi k COB, CABS, » Metoanyeckune gokymeHTbl ACY
CO3, CKH, M3, OC TT1/KBO/KCUUW

= BaHK naHHbIX Yrpos, = O6HoBneHne C3U
YA3BNMOCTEN * MeTtoauka mogenupoBaHuS

= Bbe3onacHasa paspabotka 10O yrpos

l | \ ‘ www.dallaslock.ru



PbiHOK B B Poccum

EcTb

» OcHOBHble TeHAeHUMN Ha pbiHKe UB. PerynaTtopbl

S TEA

= [lpnkas Ne 378 = [lpukas o HaumoHanbHom CERT

(I/ICI'IOJ'II:3OBaHI/Ie CK3W a5A - Cepmg OKYMEHTOB O COTlI1MKA
3awuTsbl [OH)
= [lpmkas Ne 432
(NMpegocTaBneHne
MHopMaLMn Ons
aekogmpoBaHUA an.
coobueHnmnm B IHTEpHET)

* [lpnHUMNbI pa3paboTkn u
moaepHusaunm CK3U (TK206)

KOHCDMAEHT® ‘ . www.dallaslock.ru
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PbiHOK B B Poccum

EcTb

= O3 Ne 242 (xpaHeHue T1OH) = PeecTtp poccumnckoro IT-
» [lpuka3 Ne 96 obopyaoBaHus
(MMnopTo3amMeLleHmne)

= PeecTp poccumckoro O

= [1naH nepexoga Ha poccumnckoe
odpucHoe 10O (PI'1-1588-p)

UEHTP 3AUWLNTBl MHPOPMAL MU



CeptudmumpoBaHHbie C3

Mudp

«pa3 ecmb mpebo8aHuH,
mo OHU cobaroaromca»

.KO HCDMAE HT® www.dallasloru
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CeptudmumpoBaHHbie C3

OCHOBHbIE€ HETOYHOCTU B KOHKYPCHOW AOKyMeHTauuu 2016~

HenpasuabHbIY Knacc 3U
N36bITOYHOCTL TPeboBaHMM

HeHy»XHble peweHus

HecoBpemeHHble TpeboBaHMA K

NHPPACTPYKTYpE
HecooTBeTcTBME Knacca 31 un
cepTndmKara

OtcyTtctBne CA3 (TUC, NAR)

OtcyTtcrBmne CKH (TUC, NAR)

88%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

m2015 m2016

100%

* CTatuctuka no pesynsratamMm aHanusa cneymanuctamm L3 'K « KoHomnaoeHT»
TpeboBaHUM K KOHKYPCHOMN AOKYMeHTauuu (noptan [[oc3akynok).

{OHOUAEHT®

UEHTP 3AUWLNTBl MHPOPMAL MU
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CeptudmumpoBaHHbie C3

—

Mudp

«cepmuguyuposaHHsle C3U 3awuwarom
mosibKo om Pea2ynamopa»

.KOHCDMAEHT@ www.dallasloc.ru




CeptudmumpoBaHHbie C3

Bbinyck cepTudnunpoBaHHbIX peLueHUun
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CeptudouumnpoBaHHblie C3U

Kak npoBoasTCcs UCNbITaHUSA N NPOBEPKMU

{

-

Pa3paboTumnK

AcnbiTaTenbHaA

nabopartopus

OpraH no ceptTudmKaumnm Pa3paboTumK
®CT2K Poccum OnepaTop
OpraH no aTrecraunmn
OnepaTop
®CTIK Poccum
ceptTnguumnmpoBaHHblie C3U He cepTuduumposaHHble C3U

UEHTP 3AUWLNTBl MHPOPMAL MU



CeptudmumpoBaHHbie C3

Mudp

«8ce cepmuguyuposaHHsie C3U
00UHAKOBbI»

.KO HCDMAE HT® www.dallasloru




CeptudmumpoBaHHbie C3
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Cy0obeKkTnuBHoe MHeHue noTpedbutenen™ o HekoTopbix C3U
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COBOKYMNHasa CTOMMOCTb (3KOHOMWUYHOCTb) BRageHua, bannsl

* Pesynbratbl onpoca naptHepoB L3N 'K «KoHpumaeHT».
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MMmnopTo3amelleHue

—

Mudp

«poccuuckoe 10
Ha ba3e caobooHoeo 10
be30rnacHo»

.KOHCDMAEHT@ www.dallasloc.ru




MMmnopTo3amelleHue

Mail File Edit View Options Attach Help W @) F] GF34% 01:39

ommmmmmee . Red Star npeacTasnfaeTt cobon onepauMoHHYIO

LHLIZHRE &I

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

— cnctemy Ha base agpa Linux, pa3paboTaHHYO U
% ucnonbsyemyio B KHAP.
JKcnepTbl 0OHAPYKUAU pAa, YASBUMOCTEN,
NO3BONAKOLWMX NONYYNTb HA CUCTEME NpaBa
cynepnosab3oBaTens, U B roaoBLUHY yTedkn Red
T = Star pacKpblaim nogpobHOCTN 06 YA3BUMOCTH, C
A MOMOLLLbIO KOTOPOU MOXKHO yAaNeHHO BHeApUTb
= NPOU3BO/IbHbIE KOMaHAbI.

CLICK HERE

UcTouHuK: http://www.securitylab.ru/news/484636.php

KOH@MAEHT@ ‘ www.dallaslock.ru

UEHTP 3AUWLNTBl MHPOPMAL MU


http://www.securitylab.ru/news/484636.php
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MMmnopTo3amelleHue

Ctatuctuka yassumocten CVE Details 3a 2016 roa

Top 50 Products By Total Number Of "Distinct” Vulnerabilities in 2016
Go to year: 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

2009 2010 2011 2012 2013 2014 2015 2016 2017 All Time Leaders

Product Name Vendor Name

1 Android
2 Debian Linux
3 Ubuntu Linux
4 Flash Plaver
SLleap
6 Opensuse
7 Acrobat Reader Dc
8 Acrobat Dc
9 Acrobat
10 Linux Kernel
11 Mac Os X
12 Reader
13 Chrome
14 Windows 10

Google
Debian

Canonical
Adobe

Microsoft

Product
Type
0S

0S
0S
Application
0S
0S
Application
Application
Application
0S
0S
Application
Application
0S

NcTouHuK: http://safe.cnews.ru/news/top/2017-01-09 sistemy windows okazalis naimenee dyryavymi

KOHOUAEHT®

UEHTP 3AUWLNTBl MHPOPMAL MU
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http://safe.cnews.ru/news/top/2017-01-09_sistemy_windows_okazalis_naimenee_dyryavymi
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MMmnopTo3amelleHue

KonnyecTtBO KpPUTUYECKUX YA3IBUMOCTEMN
B 10 pa3nunyHbIX NnpousBoauTernen

B Adobe Systems Inc. (1048)

Bl Red Hat Inc. (494)

.| Software in the Public Interest Inc. (439)
Bl The CentOS Project (160)

Bl Mozilla Corp. (139)

Bl Novell Inc. (110)

Il Google Inc. (82)

Il Oracle Corp. (55)

" Microsoft Corp. (54)

Bl SuSE Inc. (53)

NcToYHUK: BaHK AaHHbIX yrpo3 6e3onacHoctn nHbopmauum ®CTIK Pocecum (http://bdu.fstec.ru/charts)

|<OH®MMHT® www.dallaslock.ru
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MMmnopTo3amelleHue

—

Mudp

«Peecmp pocculuckux rnpo2pamm u b/]
CHOPMUPOBAH»

.KOHCDMAEHT@ www.dallasloc.ru




MMmnopTo3amelleHue

Pacnopsaxexue Npasurenbcrsa PP MoctaHoBneHue lNpasutenbcrsa PP
ot 17 pekabpa 2010 r. Ne 2299-p oT 16 HOA6pa 2015 . N2 1236
YTBepXAeH naaH nepexoaa «0b6 ycTaHOBNEHUM 3aNpeTa Ha
denepanbHbIX OPraHoB AOMNYyCK NporpammHoro obecneyeHums,
McnonHMTeﬂ%ﬂ%lﬁ) En%BI#BP'Tb"‘{‘ phtoia NPONCXOAALLETNO N3 MHOCTPAHHbIX
¢eaepanbﬁg&%ﬂ'§EM'&eP' Linux) 8 rocyaapcTs...»
yupexaeHARAFYRAN B IR AgEHbIM PoccTaTa

cBO6OAHOIO NPOrPaMMHOIO 17,1 17,3

obecneyeHus
12,7

2010 2011 2012 2013 2014 2015

<OH®MAEHT® www.dallaslok.ru

UEHTP 3AUWLNTBl MHPOPMAL MU



MMmnopTo3amelleHue

17,1 17,3

2010 2011 2012 2013 2014 2015

.

KOHMEHT@ \*\ www.dallaslock.ru
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MMmnopTo3amelleHue

3AKYIMKA
poccunckoro MO

NMOTPEBHOCTDb BblIBOP B

w BO > PEECTPE » wwm

OnpepenseTtcs nepeyYeHb NporpamMmHoOro MO B peecTpe pacnpeaeneHo no Kknaccam, 3AKVYIKA

obecreyeHnsa ¢ ykazaHMem TpeboBaHuin K YTO YNpPOLLAET NOMUCK.

pyHKUMOHaTY. MHocTpaHHoro MO ¢
060cHOBaHUEM
HEBO3MOXXHOCTHU
3aKyNKu
OoTe4YecTBEeHHOro

17,1 17,3
2010 2011 2012 2013 2014 2015 t

KOHCDMAEHT@ Www.dallaslo. ru

UEHTP 3AUWLNTBl MHPOPMAL MU



MMmnopTo3amelleHue

PacnopsaxeHue Npasutrenncrsa PO
oT 26 nona 2016 r. Ne 1588-p
YTBepXAeH naaH nepexoaa

B 2016 —2018 rogax Ha
MCNO/Ib30BAaHUE OTEYECTBEHHOIO
oPUCHOro NPOrpammHOro
obecneyeHus

17,1 17,3

2010 2011 2012 2013 2014 2015 t

KOHCDMAEHT@ Www.dallaslo. ru

UEHTP 3AUWLNTBl MHPOPMAL MU



MMmnopTo3amelleHue

17,1 17,3

YTBEepKAEHHbLIN NMpasutennctsom PP

[1naH nepexona B 2016 —2018 rogax Ha
MCNO/Ib30BaHME OTe4eCTBEHHOro OPUCHOro
NporpammHoro obecneyeHus

2010 2011 2012 2013 2014 2015 t

KOH@MAEHT@ ‘ www.dallaslock.ru
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MMmnopTo3amelleHue

IOnHamuKa permnctpaunum IO B EAMHOM peecTpe
POCCUUNCKUX nporpamm ana 3BM mn b/]

|(DI/|AEHT® | | ‘ wvvw.daslock.ru

UEHTP 3AUWLNTBI MHPOPMAL MU
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| MunHkomMcBa3b Poccum

PeecTp akKkpeaAUTOBaAHHbIX
OpraHM3aunm, oCcyLLLECTBAAIOLLNX
aeATenbHoCcTb B obnactu UT

(mno coctoAHMto Ha 29.12.2016 T.)
http://minsvyaz.ru/ru/activity/govservices/1/

6 599

pa3paboTyMKoB

MMmnopTo3amelleHue

«... [pocculickasa] opeaHu3ayusa ocywecmenaem
pa3pabomkKy u peanu3ayuro npo2pamm 011
3BM u 6a3 OaHHbIX... U (Unu) oKkassisaem
ycnyau (ebinosnHaem pabomei) no adanmayuu
npocpamm IBM u 6a3 OaHHbIX... yCMAaHOBKE,
mecmupoB8aHUKO U COMPOBOHOEHUIO MPo2pamm
3BM u 643 OaHHbIX».

7000

6000

5000 ‘
4000
3000
2000
1000 I I
o == BN ‘II | | | | | |

2008 2009 2010 2011 2012 2013 2014 2015 2016

www.dallaslock.ru
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MMmnopTo3amelleHue

CpeaHee Bpems oxunaaHus (B aHsax) 3a 2016 roa

100
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MMmnopTo3amelleHue

—

Mudp

«ecnu N0 Hem 8 EOuUHOM peecmpe,
Mo OHO He pocculicKoe»

.KOHCDMAEHT@ www.dallasloc.ru




MMmnopTo3amelleHue

B NoctaHoBneHuu NpaButenbctea PP ot 16 HOS0pS
2015 1. Ne 1236 «Ob6 ycmaHoerneHuu 3arnpema Ha 0ornycK
rpozapamMmHo20 obecriedeHus, npoucxoosauweao U3
UHOCMpaHHbIX 20cydapcma...» HeT TpedoBaHUs, 4YTo
AnA noaTBepXaAeHns POCCUUCKOro NPoncxXoXxXaeHus
codT AonKeH 0bA3aTesribHO HAXOAUTLCA B peecTpe

oTeyectBeHHoOro O

KC)HQDMAEHT® ) www.dallaslock.ru
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MMmnopTo3amelleHue

—

Mudp

«Peecmp omeyecmeeHHo20 10
sgwuwiaem om umnopmmyozo 1O »

.KOHCDMAEHT@ www.dallasloc.ru




MMmnopTo3amelleHune

YTo OTKyAa ECTb B BO3MOXHO
NOoKynaem? B3A210Cb? PeecTtpe? KYNUTb?

J13
Poccunckoe 4H
H

eT

MHOCTpaHHOe

-KOHCI)MAEHT@ ’ www.dallaslock.ru



MMmnopTo3amelleHune

Kak noctynaloT HeKoTopble HegoOpPOoCoOBEeCTHbIe OpraHu3aLmnmn
npu 3aKyrnke MMNOPTHOIo NporpamMMHOro ooecnevyeHus

[MToUCK oTeuyecTBeHHbIX aHAa/0roB B APYruxX Kaaccax
1 nporpammHoro obecneyeHmna. Heobxognmo

onpeaennTb He TO/IbKO OTBETCTBEHHOIO 3a

KNnaccuduKaumto, HO U MeTOANKY TaKOU OLLEHKM.

YKa3aHue Ha cneuudumnyeckyro PyHKLMOHANIbHOCTDb B
‘2 MMNOPTHOM nporpammHom obecneyeHuUn. HyxHol n
MMEHHO 3TN PYHKUMM ANnAa obecnevyeHunsn
rocyaapCTBEHHbIX 1 MYHULIMNANbHbBIX HYXA,?

UEHTP 3AUWLNTBl MHPOPMAL MU



MMmnopTo3amelleHune

YcnoBusa ansa pyHKUMOHMpoBaHUA otevyectBeHHoro O

NMopasnsaowee 60NbLUMHCTBO NPOrpamm
B UHPPACTPYKTYpe 3aKa3umMKoB paboTaer
noa ynpasneHmem OC Windows.




BsiBOAbI

" UT-uHPpacTpyKTypa M HopMmaTusBHbie TpeboBaHMA B obnactn NUb pa3ssumBatoTca.

" Camo Hannyme TpeboBaHMN He 03HA4YaeT UX MTHOBEHHOE UCMNOJIHEHUE.
PeanbHble NpPoOeKTbl NOABAAKTCA TONIbKO Yepe3 HEKOTOPOE BpeMA.

= [lencTBytoWaa cuctema cepTuduKaumm no3BoAAET 3aLNTUTb MHPOPMALUIO C
NOMOLLbIO NPOAYKTOB, KOTOPbIE NPOLN HE3aBUCUMbIE NMPOBEPKMN.

" CeptndpmnumpoBaHHble C3U nmetroT pasnnyuma B YpoBHAX M Knaccax
cepTudmnKaumnm, PyHKLMOHANbHOCTU, MPOU3BOAUTENBHOCTHN, Ka4YeCcTBe
TEXHUYECKOWN NoAAEPHKKN, COBOKYNMHOU CTOMMOCTU BNadeHUA.

" CreneHb 6e3onacHocTu NO onpeaenseTca He CTPAHOM NPOUCXOXKAEHUSA, A
KayecTBOM MNPOAYKTa U CUCTEMOM €ro NPOBEPKMN HE3ABUCUMbIMU
OpPraHn3auNaMMU.

" EanHbIN peecTp oTedectBeHHOro 10 nokKa eweé He 3apaboTan B NOSHYIO CUANY.

" cxoaa u3 Tekywen UT-mHPPacTpyKTypbl 3aKa3uynMKOB, HOPMATUBHbIX
TpeboBaHUN U AMHAMUKN UX PAa3BUTUA, HaKNAJHble cepTUPULNPOBAHHbBIE
CpeAcTBa 3aWuUTbl MHPOPMALUN ABNAOTCA Hanbonee BocTpeboBaHHbIMMU
peleHnamm,

KOHCDMAEHT® ‘ . www.dallaslock.ru

UEHTP 3AUWLNTBl MHPOPMAL MU



Cnacunb6o 3a BHumaHue!

https://dallaslock.ru

www.dallaslock.ru
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