
 
ɐȿɅȿɇȺɉɊȺȼɅȿɇɇɕȿ ȺɌȺɄɂ, ɆȿɌɈȾɕ ɂ 
ɋɊȿȾɋɌȼȺ ɁȺɓɂɌɕ ɈɌ ɇɂɏ 
 



ΠΏΛΎΏΛΤΔΔ ΖΜΞΝΜΞΊΠΔΌΛΜΕ Δ Ό 2016 ΜΎΡ 

Ȼɨɥɶɲɢɧɫɬɜɨ ɩɟɪɟɞɨɜɵɯ ɭɝɪɨɡ 
ɫɬɪɨɹɬɫɹ ɧɚ ɛɚɡɨɜɵɯ ɬɟɯɧɢɤɚɯ 
ɢ ɦɟɬɨɞɚɯ ɫɨɰɢɚɥɶɧɨɣ 
ɢɧɠɟɧɟɪɢɢ 

ɋɭɳɟɫɬɜɟɧɧɨɟ ɫɧɢɠɟɧɢɟ 
ɡɚɬɪɚɬ ɢ ɦɚɫɫɨɜɵɣ ɪɨɫɬ 
ɩɪɟɞɥɨɠɟɧɢɣ  
(Ʉɢɛɟɪɚɬɚɤɚ-Ʉɚɤ-ɋɟɪɜɢɫ) 
 

ɇɟɞɨɫɬɚɬɨɤ ɨɩɟɪɚɬɢɜɧɨɣ 
ɢɧɮɨɪɦɚɰɢɢ ɜ ɜɢɞɭ 
ɞɢɧɚɦɢɱɟɫɤɨɝɨ ɭɫɥɨɠɧɟɧɢɹ  
ɂɌ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ 

Ɋɟɡɤɢɣ ɫɩɚɞ 
ɷɮɮɟɤɬɢɜɧɨɫɬɢ 
ɩɟɪɢɦɟɬɪɨɜɨɣ ɡɚɳɢɬɵ 

Ɋɨɫɬ ɤɨɥɢɱɟɫɬɜɚ ɚɬɚɤ ɧɚ 
ɩɨɫɬɚɜɳɢɤɨɜ, 3-ɢɯ ɥɢɰ ɢ 
ɧɟɛɨɥɶɲɢɟ ɤɨɦɩɚɧɢɢ (SMB) 

ȼ ɫɪɟɞɧɟɦ ɰɟɥɟɜɚɹ ɚɬɚɤɚ ɫ 
ɦɨɦɟɧɬɚ ɟё ɩɨɹɜɥɟɧɢɹ 
ɨɫɬɚɟɬɫɹ ɧɟɨɛɧɚɪɭɠɟɧɧɨɣ 
ɛɨɥɟɟ 214 ɞɧɟɣ 



1% ɚɬɚɤ 
ɌɊȺȾɂɐɂɈɇɇɕȿ ɋɊȿȾɋɌȼȺ ɁȺЩɂɌɕ 

Ⱥɧɬɢɜɢɪɭɫ 

Ɇɟɠɫɟɬɟɜɵɟ ɷɤɪɚɧɵ 

IDS/IPS 

Ɂɚɳɢɬɚ ɞɚɧɧɵɯ 

ɉɨɱɬɨɜɵɟ ɢ ɜɟɛ-ɲɥɸɡɵ 

Ɍɪɟɛɭɸɬ ɧɨɜɨɝɨ ɩɨɞɯɨɞɚ 

ɐɟɥɟɜыɟ 
ɚɬɚɤи 

ɇɟɢɡɜɟɫɬɧɵɟ ɭɝɪɨɡɵ 

ɂɡɜɟɫɬɧɵɟ ɭɝɪɨɡɵ 

99% 

  1% 

Enterprise Security. Powered by Kaspersky Lab. 

 



ɈɌ ɑȿȽɈ ɀȿ ɁȺɓɂɓȺɌɖɋə… 

4 

APT – ɷɬɨ ɤɨɦɛɢɧɚɰɢɹ ɭɬɢɥɢɬ, 
ɥɟɝɢɬɢɦɧɨɝɨ ɉɈ, ɩɟɪɟɞɨɜɨɝɨ 
ɜɪɟɞɨɧɨɫɧɨɝɨ ɉɈ, ɭɹɡɜɢɦɨɫɬɟɣ 
ɧɭɥɟɜɨɝɨ ɞɧɹ ɢ ɬ.ɞ.. 

ɐɟɥɟɜɚя ɚɬɚɤɚ –  

ɷɬɨ ɧɟɩɪɟɪɵɜɧɵɣ ɩɪɨцɟɫɫ 

ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɣ ɚɤɬɢɜɧɨɫɬɢ ɜ 
ɢɧɮɪɚɫɬɪɭɤɬɭɪɟ «ɰɟɥɢ», ɭɞɚɥɟɧɧɨ 
ɭɩɪɚɜɥɹɟɦɵɣ ɜ ɪɟɠɢɦɟ ɪɟɚɥɶɧɨɝɨ 

ɜɪɟɦɟɧɢ ɜɪɭɱɧɭɸ 



ɐȿɅȿȼɕȿ ȺɌȺɄɂ: ɍɀȿ ɉɈȼɋȿȾɇȿȼɇɈɋɌɖ 
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ΜΐΔΎΊΛΔЯ ΔΓΛΏΟΊ: ΞΊΟΦΔΞΏΛΔΏ ΔΛΌΏΟΠΔΤΔΕ ΌΛΏ 
ΝΞΜΠΔΌΜΎΏΕΟΠΌΔЯ 

• ΠϩϰϻЁϮϯ ϸϤϭϴϩϸ ϮϵϦϩϹϺϮϾϮϯ: 80% ϵϤ 
ϷϸϩϦϩϵϺϮϦϵЃϩ ϺϩϽϵ϶ϳ϶ϧϮϮ / 20% ϵϤ 
϶ϥϵϤϸϻϪϩϵϮϩ, ϸϩϤϧϮϸ϶ϦϤϵϮϩ Ϯ 
Ϸϸ϶ϧϵ϶ϭϮϸ϶ϦϤϵϮϩ  

(ΖϸϻϷϵЃϩ ϰ϶ϴϷϤϵϮϮ: 90%/10%) 

• ΝϳϤϵЃ ϶Ϸϸ϶ЀϩϵϵЃϽ ϭϤϰϤϭϿϮϰ϶Ϧ ϵϤ 
ϥϳϮϪϤϯЀϮϩ ф ϧ϶ϨϤ: 40% / 60% 

• ΜϹϵ϶ϦϤϵ϶ ϵϤ ϶Ϸϸ϶Ϲϩ Ϸϸ϶ϦϩϨϩϵϵ϶ϴ 
ΙϤϥ϶ϸϤϺ϶ϸϮϩϯ ΖϤϹϷϩϸϹϰ϶ϧ϶ Ϧ ϵ϶Їϥϸϩ 
устц ϧ϶ϨϤ. ϶ϳϩϩ чшсс ϰ϶ϴϷϤϵϮϯ 
϶Ϸϸ϶ЀϩϵϵЃϽ Ϸ϶ ϴϮϸϻ. 

80 20 

ΟΏΜΎΛЯ 

40 60 

Ό ΡΎΡΧΏΚ 



ɐȿɅȿȼɕȿ Ɋȿɒȿɇɂə ɅɄ 
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Ɂɚɳɢɬɚ 
ɪɚɛɨɱɢɯ ɦɟɫɬ 

Ɂɚɳɢɬɚ 
ɦɨɛɢɥɶɧɵɯ 
ɭɫɬɪɨɣɫɬɜ 

Ɂɚɳɢɬɚ ɫɪɟɞ 
ɜɢɪɬɭɚɥɢɡɚɰɢɢ 

Ɂɚɳɢɬɚ  
ɜɫɬɪɨɟɧɧɵɯ 

ɫɢɫɬɟɦ 

Ɂɚɳɢɬɚ ɨɬ 
DDoS-ɚɬɚɤ 

Ɂɚɳɢɬɚ Ⱦɚɬɚ 
ɐɟɧɬɪɨɜ 

Ɂɚɳɢɬɚ 
ɩɪɨɦɵɲɥɟɧɧɵɯ 
ɫɟɬɟɣ 

ɉɪɨɬɢɜɨɞɟɣɫɬɜɢɟ 
ɦɨɲɟɧɧɢɱɟɫɬɜɭ 



ɉɈȾɏɈȾ ɅȺȻɈɊȺɌɈɊɂɂ ɄȺɋɉȿɊɋɄɈȽɈ 

ɇȺ ɈɋɇɈȼȿ 
ɗɋɄɉȿɊɌɇɕɏ 

ɁɇȺɇɂɃ Ɉ 
ɄɂȻȿɊɍȽɊɈɁȺɏ 

ɉɊɈȽɇɈɁɂɊɈȼȺɌɖ 

ɅɂɄȼɂȾɂɊɈȼȺɌɖ 
ɉɈɋɅȿȾɋɌȼɂə 

• Ɋɚɫɫɥɟɞɨɜɚɧɢɟ ɢɧɰɢɞɟɧɬɨɜ 

• ɐɢɮɪɨɜɚɹ ɤɪɢɦɢɧɚɥɢɫɬɢɤɚ 

• Ⱥɧɚɥɢɡ ɜɪɟɞɨɧɨɫɧɨɝɨ ɉɈ 

• Ɋɚɡɜɟɞɤɚ ɤɢɛɟɪɭɝɪɨɡ 

• Ɉɬɱɟɬɵ ɨ ɤɢɛɟɪɭɝɪɨɡɚɯ 

• Ⱥɧɚɥɢɡ ɡɚɳɢɳɟɧɧɨɫɬɢ 

• Ⱥɧɚɥɢɡ ɤɢɛɟɪɛɟɡɨɩɚɫɧɨɫɬɢ 
ɢɧɞɭɫɬɪɢɚɥɶɧɵɯ ɫɢɫɬɟɦ 

 

• ȼɵɹɜɥɟɧɢɟ 
ɰɟɥɟɧɚɩɪɚɜɥɟɧɧɵɯ ɚɬɚɤ 

• ɉɨɬɨɤɢ ɞɚɧɧɵɯ ɨɛ ɭɝɪɨɡɚɯ 

• ɗɤɫɩɟɪɬɧɵɣ ɦɨɧɢɬɨɪɢɧɝ 
 

ɈȻɇȺɊɍɀɂȼȺɌɖ 

ɉɊȿȾɈɌȼɊȺЩȺɌɖ 

• ɍɫɬɪɚɧɟɧɢɟ ɭɹɡɜɢɦɨɫɬɟɣ 

• ɋɪɟɞɫɬɜɚ ɡɚɳɢɬɵ ɭɡɥɚ ɢ 
ɫɟɬɢ 

• Ɉɛɭɱɟɧɢɟ ɫɨɬɪɭɞɧɢɤɨɜ 



KASPERSKY ANTI TARGETED ATTACK 
PLATFORM 



ȺɊɏɂɌȿɄɌɍɊȺ Ɋȿɒȿɇɂə KATA 

1

• ΟϩϵϹ϶ϸЃ 

• ΟϩϺϩϦ϶ϯ 

• Web  

• Email 

• ϸϤϥ϶ϿϮϽ 
ϹϺϤϵϾϮϯ 

• Processing engines 

• AV engine 

• Risk Engine 

• Targeted Attack 

Analyzer 

• Advanced Sandbox 

• ΌϮϭϻϤϳϮϭϤϾϮЇ 

• Ι϶ϧϮ 

ϤϰϺϮϦϵ϶ϹϺϩϯ 

• ΓϤϷϮϹϮ ϺϸϤϼϮϰϤ 
(Pcaps) 

• Syslog 

• ΟϩϸϦϮϹЃ 
϶ϷϩϸϤϺϮϦϵ϶ϧ϶ 
ϸϩϤϧϮϸ϶ϦϤϵϮЇ 
ЅϰϹϷϩϸϺϤϴϮ 
ΙΖ 

• ΜϥϻϿϩϵϮϩ 

ΌϩϸϨϮϰϺ ΞϩϤϧϮϸ϶ϦϤϵϮϩ ΊϵϤϳϮϭ Οϥ϶ϸ ϨϤϵϵЃϽ 



KASPERSKY ANTI TARGETED ATTACK PLATFORM  

ΔϵϺϩϸϵϩϺ 

Λ϶ϻϺϥϻϰϮ 

ɉɄ 

ΟϩϸϦϩϸЃ 

Ν϶ϿϺϤ 

ΟϩϺϩϦЃϩ 
ϹϩϵϹ϶ϸЃ 

ΟϩϵϹ϶ϸЃ 
ϸϤϥ϶ϿϮϽ 

ϴϩϹϺ 

ɉɟɫɨɱɧɢɰɚ 

SB Activity Logs 

Pcaps, Sys-log 

Ζ϶ϵϹ϶ϳЄ 
ϤϨϴϮϵϮϹϺϸϤϺ϶ϸϤ 

ΔϵϾϮϨϩϵϺ 

Оϼицеϸ 
ИБ 

ГϸϻϷϷа 
ϸеаϧиϸ϶Ϧаϵия 

Οϥ϶ϸ ϨϤϵϵЃϽ ΊϵϤϳϮϭ ϨϤϵϵЃϽ ΝϸϮ϶ϸϮϺϩϭϤϾϮЇ ΞϩϤϧϮϸ϶ϦϤϵϮϩ ȼɟɤɬɨɪɵ ɭɝɪɨɡ 

ΊϵϤϳϮϺϮϿϩϹϰϮϯ ϾϩϵϺϸ 

SIEM SOC 

• ϴϩϺϤ-ϨϤϵϵЃϩ 

• Ϸ϶Ϩ϶ϭϸϮϺϩϳЄϵЃϩ 
϶ϥЂϩϰϺЃ 

• ΟϩϺϩϦϤЇ ϤϰϺϮϦϵ϶ϹϺЄ 
ϸϤϥ϶Ͽϩϧ϶ ϴϩϹϺϤ 

Verdicts DB 



• ΓϤϨϤϿϤ: ϴ϶ϵϮϺ϶ϸϮϵϧ ϤϰϺϮϦϵ϶ϹϺϮ ϰ϶ϸϷ϶ϸϤϺϮϦϵ϶ϯ ϹϸϩϨЃ 
Ϯ Ϲϥ϶ϸ ϶ϥЂϩϰϺ϶Ϧ ϨϳЇ ϤϵϤϳϮϭϤ 

 

• ΞϩЀϩϵϮϩ: ϹϷϩϾϮϤϳϮϭϮϸ϶ϦϤϵϵЃϩ ϹϩϵϹ϶ϸЃ Ϲϥ϶ϸϤ ϨϤϵϵЃϽ: 

• ΟϩϺϩϦ϶ϯ ϺϸϤϼϮϰ  

• ΟϩϹϹϮϮ Ϸ϶ϳЄϭ϶ϦϤϺϩϳϩϯ ҙϷϸ϶ϰϹϮҚ 

• Ν϶ϿϺ϶ϦЃϩ Ϲ϶϶ϥЁϩϵϮЇ 

• ΟϩϺϩϦϤЇ ϤϰϺϮϦϵ϶ϹϺЄ ϸϤϥ϶ϿϮϽ ϹϺϤϵϾϮϯ Ϯ ϹϩϸϦϩϸ϶Ϧ 

 

 

 

 

ΟΜΞ ΎΊΛΛΩΣ: ΞΊΜΥΔΏ ΚΏΟΠΊ, ΟΏΠΏΌΊЯ ΊΖΠΔΌΛΜΟΠΪ, ΝΜΥΠΊ Δ WEB 



• ΓϤϨϤϿϤ: ϰ϶ϸϸϩϳЇϾϮЇ Ϲ϶ϥЃϺϮϯ Ϯ ϦϩϸϨϮϰϺ϶Ϧ 
Δ ϹϦЇϭϤϵϵЃϽ Ϲ ϾϩϳϩϦЃϴϮ ϤϺϤϰϤϴϮ 

 

• Ν϶ϨϽ϶Ϩ: 

• ΜϥϵϤϸϻϪϩϵϮϩ Ϥϵ϶ϴϤϳϮϯ ϷϻϺϩϴ ϤϵϤϳϮϭϤ 
ϴϩϺϤ-ϨϤϵϵЃϽ 

• Ζ϶ϸϸϩϳЇϾϮЇ ϨϤϵϵЃϽ ϹϩϺϩϦ϶ϧ϶ ϻϸ϶ϦϵЇ, 
ϸϤϥ϶ϿϮϽ ϹϺϤϵϾϮϯ Ϯ ϹϩϸϦϩϸ϶Ϧ 

• ΟϦЇϭϰϤ ϸϤϭϵ϶ϷϳϤϵ϶ϦЃϽ Ϲ϶ϥЃϺϮϯ Ϧ 
ϩϨϮϵЃϯ ϮϵϾϮϨϩϵϺ ϮϳϮ Ϧ ϷϸϮϦЇϭϰϩ ϰ 
Ϸ϶ϳЄϭ϶ϦϤϺϩϳІ 

ΊΛΊΙΔΓ ΎΊΛΛΩΣ: ΊΛΊΙΔΓΊΠΜΞ ΤΏΙΏΌΩΣ ΊΠΊΖ 



• ΓϤϨϤϿϤ: ϦЃЇϦϳϩϵϮϩ ϦϸϩϨ϶ϵ϶Ϲϵ϶ϯ ϤϰϺϮϦϵ϶ϹϺϮ 
϶ϥЂϩϰϺ϶Ϧ ϵϤ ϶Ϲϵ϶Ϧϩ Ϸ϶ϦϩϨϩϵϮЇ 
 

• ΞϩЀϩϵϮϩ: ΝϩϹ϶ϿϵϮϾϤ 

• ΛϤ ϶Ϲϵ϶Ϧϩ ϦϵϻϺϸϩϵϵϩϧ϶ ϸϩЀϩϵϮЇ ΙΖ 

• 10-ϳϩϺ ϸϤϭϸϤϥ϶ϺϰϮ Ϯ ϸϤϭϦϮϺϮЇ 
 

• Ν϶ϨϨϩϸϪϮϦϤϩϴЃϩ ϹϸϩϨЃ 

• Windows XP, Windows 7 (x32/x64) 

• Android 

ΊΛΊΙΔΓ ΎΊΛΛΩΣ:  ΝΏΟΜΥΛΔΤΊ 



• ΓϤϨϤϿϤ: Ϸ϶ϳϻϿϩϵϮϩ ϨϤϵϵЃϽ ϶ϥ ϻϧϸ϶ϭϩ Ϯϭ 
ϸϤϭϵ϶ϸ϶ϨϵЃϽ ϮϹϺ϶ϿϵϮϰ϶Ϧ ϤϵϤϳϮϭϤ 

 

• ΞϩЀϩϵϮϩ: 

• Ν϶ϳϻϿϩϵϮϩ ϦϩϸϨϮϰϺ϶Ϧ ϤϵϺϮϦϮϸϻϹϵ϶ϧ϶ ϨϦϮϪϰϤ 

• ΦϤϥϳ϶ϵЃ ϨϩϺϩϰϺϮϸ϶ϦϤϵϮЇ ϵϤ ϶Ϲϵ϶Ϧϩ 
ϵϤϹϺϸϤϮϦϤϩϴЃϽ ϷϸϤϦϮϳ ҙYARA) 

• ΜϥϵϤϸϻϪϩϵϮϩ Ϸ϶ϷЃϺ϶ϰ Ϲ϶ϩϨϮϵϩϵϮЇ Ϲ 
ϮϭϦϩϹϺϵЃϴϮ ϦϸϩϨ϶ϵ϶ϹϵЃϴϮ Ͻ϶ϹϺϤϴϮ 

• ΞϩϷϻϺϤϾϮ϶ϵϵЃϩ ϨϤϵϵЃϩ ϨϳЇ ϶ϥϵϤϸϻϪϩϵϮЇ 
Ϸ϶Ϩ϶ϭϸϮϺϩϳЄϵ϶ϧ϶ ϦϸϩϨ϶ϵ϶Ϲϵ϶ϧ϶ ΝΜ Ϯ 
Ϲ϶ϩϨϮϵϩϵϮϯ 

ΊΛΊΙΔΓ ΎΊΛΛΩΣ: ΝΜΙΡΥΏΛΔΏ ΞΊΟΦΔΞΏΛΛΜΕ ΖΊΞΠΔΛΖΔ 



ΌΩΛΏΟΏΛΔΏ ΌΏΞΎΔΖΠΜΌ: ΌΔΓΡΊΙΔΓΊΤΔЯ Δ ΞΊΟΟΙΏΎΜΌΊΛΔΏ 

• ΓϤϨϤϿϤ: ϷϸϩϨϹϺϤϦϳϩϵϮϩ ϸϩϭϻϳЄϺϤϺ϶Ϧ ϨϳЇ ϻϨ϶ϥϹϺϦϤ 
ϸϩϤϧϮϸ϶ϦϤϵϮЇ 

 

• ΞϩЀϩϵϮϩ: Ζ϶ϵϹ϶ϳЄ ϦϮϭϻϤϳϮϭϤϾϮϮ Ϯ ϤϨϴϮϵϮϹϺϸϮϸ϶ϦϤϵϮЇ 

• Κ϶ϵϮϺ϶ϸϮϵϧ Ϧ ϸϩϤϳЄϵ϶ϴ ϦϸϩϴϩϵϮ 

• Ν϶ϮϹϰ Ϸ϶ Ϲ϶ϥЃϺϮЇϴ 

• ΔϵϺϩϧϸϤϾϮЇ Ϲ SIEM-ϹϮϹϺϩϴϤϴϮ (HP Arcsight, IBM Qradar, 

SPLUNK) 

• Event log, Syslog 

 



KASPERSKY SECURITY NETWORK 

ɉɪɨɞɭɤɬɵ ɅɄ ɢɫɩɨɥɶɡɭɸɬ 
ɨɛɥɚɱɧɭɸ ɛɚɡɭ ɡɧɚɧɢɣ ɞɥɹ 
ɩɨɥɭɱɟɧɢɹ ɢɧɮɨɪɦɚɰɢɢ ɨɛ 
ɭɝɪɨɡɚɯ. 
ɂɫɩɨɥɶɡɨɜɚɧɢɹ ɨɛɥɚɱɧɵɯ 
ɬɟɯɧɨɥɨɝɢɣ ɩɨɡɜɨɥɹɟɬ 
ɷɮɮɟɤɬɢɜɧɨ ɪɟɲɚɬɶ ɡɚɞɚɱɭ 
ɨɩɟɪɚɬɢɜɧɨɫɬɢ ɨɛɧɨɜɥɟɧɢɣ ɛɚɡ 
ɡɧɚɧɢɣ ɢ ɷɤɨɧɨɦɢɢ ɥɨɤɚɥɶɧɵɯ 
ɜɵɱɢɫɥɢɬɟɥɶɧɵɯ ɪɟɫɭɪɫɨɜ.  
ȼ ɫɥɭɱɚɟ ɫɨɝɥɚɫɢɹ ɩɨɥɶɡɨɜɚɬɟɥɹ 

ɩɪɨɞɭɤɬɵ ɨɛɦɟɧɢɜɚɸɬɫɹ 
ɩɨɫɪɟɞɫɬɜɨɦ ɨɛɥɚɤɚ 
ɢɧɮɨɪɦɚɰɢɟɣ ɨɛ ɭɝɪɨɡɚɯ. 
ɋɬɚɬɢɫɬɢɤɚ ɨɛɪɚɛɚɬɵɜɚɟɬɫɹ 
ɷɤɫɩɟɪɬɚɦɢ ɅɄ ɞɥɹ ɜɵɹɜɥɟɧɢɹ 
ɧɨɜɵɯ ɭɝɪɨɡ. 

Security Analyst

KSN

End-user

KL 

Product

Statistics

Reputation 

data

Statistics

Reputation 

request/

response

Kaspersky Lab



KPSN - ɉɊɂȼȺɌɇȺə ɂɇɋɌȺɅɅəɐɂə Ɋȿɒȿɇɂə 

ɋɨɨɬɜɟɬɫɬɜиɟ ɬɪɟɛɨɜɚɧияɦ ɪɟɝɭɥяɬɨɪɨɜ и ɫɬɚɧɞɚɪɬɚɦ ɂȻ 

 

ɋɨɨɬɜɟɬɫɬɜɢɟ ɬɪɟɛɨɜɚɧɢɹɦ 

ɪɟɝɭɥɹɬɨɪɨɜ 

ɋɬɚɧɞɚɪɬɵ ɛɟɡɨɩɚɫɧɨɫɬɢ 

Ȼɢɡɧɟɫ ɧɟɨɛɯɨɞɢɦɨɫɬɶ 

ɂɌ-ɬɪɟɛɨɜɚɧɢɹ 

Kaspersky Private 

Security Network 

 

Ɉɫɧɨɜɧыɟ ɩɪɟиɦɭщɟɫɬɜɚ KPSN: 

• ɪɚɡɦɟɳɟɧɢɟ ɪɟɩɭɬɚɰɢɨɧɧɨɣ ɛɚɡɵ ɅɄ (ɩɨɥɧɵɣ ɧɚɛɨɪ 
ɞɚɧɧɵɯ) ɜɧɭɬɪɢ ɡɚɳɢɳɚɟɦɨɣ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ 

• ɢɫɤɥɸɱɟɧɢɟ ɩɟɪɟɞɚɱɢ ɢɧɮɨɪɦɚɰɢɢ ɜɧɟ ɤɨɧɬɪɨɥɢɪɭɟɦɨɣ 
ɫɟɬɢ 

• ɨɞɧɨɫɬɨɪɨɧɧɟɟ ɩɨɥɭɱɟɧɢɟ ɨɩɟɪɚɬɢɜɧɵɯ ɨɛɧɨɜɥɟɧɢɣ ɨɬ 
KSN 

• ɜɵɫɨɤɚɹ ɩɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ (ɫɨɬɧɢ ɬɵɫɹɱ ɡɚɩɪɨɫɨɜ) 

• ɨɫɜɟɞɨɦɥɟɧɧɨɫɬɶ ɜ ɪɟɠɢɦɟ ɪɟɚɥɶɧɨɝɨ ɜɪɟɦɟɧɢ 

Ʌɨɤɚɥɶɧɨ ɪɚɡɦɟɳɚɟɦɚɹ 
ɜɟɪɫɢɹ ɛɚɡɵ KSN 



ɋȿɊɌɂɎɂɄȺɐɂə ɎɋɌɗɄ 
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ȼ  ȻɅɂɀȺɃɒȿɃ ɉȿɊɋɉȿɄɌɂȼȿ 

• ΔϵϺϩϧϸϤϾϮЇ Ϲ 
ϹϻЁϩϹϺϦϻІЁϮϴϮ 
ϸϩЀϩϵϮЇϴϮ ΙϤϥ϶ϸϤϺ϶ϸϮϮ 
ΖϤϹϷϩϸϹϰ϶ϧ϶ 

• ΊϦϺ϶ϴϤϺϮϭϤϾϮЇ 
ϸϩϤϧϮϸ϶ϦϤϵϮЇ ϵϤ 
ϦЃЇϦϳϩϵϵЃϩ ϮϵϾϮϨϩϵϺЃ 

• Λ϶ϦЃϯ ϴ϶ϨϻϳЄ 
ϸϩЀϩϵϮЇ (EDR) 

ϸϤϭϸϤϥ϶ϺϤϵϵЃϯ ϨϳЇ 
ϤϦϺ϶ϴϤϺϮϭϤϾϮϮ 
ϸϤϹϹϳϩϨ϶ϦϤϵϮϯ Ϯ 
Ϲϥ϶ϸϤ ЅϳϩϰϺϸ϶ϵϵЃϽ 
Ϩ϶ϰϤϭϤϺϩϳЄϹϺϦ 

• ΊϵϤϳϮϺϮϿϩϹϰϤЇ 
ϷϳϤϺϼ϶ϸϴϤ ϨϳЇ 
ϦЃЇϦϳϩϵϮЇ ϻϧϸ϶ϭ Ϯ 
ϧϳϻϥ϶ϰ϶ϧ϶ 
ϸϤϹϹϳϩϨ϶ϦϤϵϮЇ 

ΔϵϺϩϧϸϤϾϮЇ ΞϩϤϧϮϸ϶ϦϤϵϮϩ ΊϵϤϳϮϺϮϰϤ 



ɈȻɍɑȿɇɂȿ ɊȿȺȽɂɊɈȼȺɇɂɘ ɇȺ ɂɇɐɂȾȿɇɌɕ 

Ɉɛɭɱɟɧɢɟ ɩɪɚɜɢɥɶɧɨɦɭ ɩɨɫɬɪɨɟɧɢɸ ɩɪɨɰɟɫɫɚ ɪɟɚɝɢɪɨɜɚɧɢɹ – 

ɷɬɨ ɤɥɸɱɟɜɚɹ ɡɚɞɚɱɚ ɷɮɮɟɤɬɢɜɧɨɝɨ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɅɘȻɈȽɈ 
ɚɧɬɢ-APT ɪɟɲɟɧɢɹ 

Ɋɚɫɫɥɟɞɨɜɚɬɶ ɤɚɤ 
ɢɧɰɢɞɟɧɬ 
ɩɪɨɢɡɨɲɟɥ 

Ȼɵɫɬɪɨ 
ɜɨɫɫɬɚɧɨɜɢɬɶ 
ɫɢɫɬɟɦɵ 



ɈȻɍɑȿɇɂȿ ȼ ɈȻɅȺɋɌɂ ɂȻ 

 

 

 

ɂɧɬɟɪɚɤɬɢɜɧɚɹ ɩɥɚɬɮɨɪɦɚ 

ɗɤɫɩɟɪɬɧɵɟ ɤɭɪɫɵ 

ɐɢɮɪɨɜɚɹ ɤɪɢɦɢɧɚɥɢɫɬɢɤɚ 

Ⱥɧɚɥɢɡ ȼɉɈ 

Ɋɚɫɫɥɟɞɨɜɚɧɢɟ ɢɧɰɢɞɟɧɬɨɜ 

 



ɋȿɊȼɂɋɕ ɊȺɋɋɅȿȾɈȼȺɇɂə ɂɇɐɂȾȿɇɌɈȼ 

Ⱥɧɚɥɢɡ ɜɪɟɞɨɧɨɫɧɨɝɨ ɉɈ 

ɐɢɮɪɨɜɚɹ ɤɪɢɦɢɧɚɥɢɫɬɢɤɚ 

Ɋɟɚɝɢɪɨɜɚɧɢɟ ɧɚ ɢɧɰɢɞɟɧɬɵ 

ȼɵɹɜɥɟɧɢɟ ɰɟɥɟɜɵɯ ɚɬɚɤ 

 



ɉɈȼɕɒȿɇɂȿ ɗɎɎȿɄɌɂȼɇɈɋɌɂ ɋɍɓȿɋɌȼɍɘɓɂɏ 
ɊȿɒȿɇɂɃ 
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Ɉɩɟɪɚɬɢɜɧɚɹ 
ɢɧɮɨɪɦɚɰɢɹ ɨ ɧɨɜɵɯ 

ɰɟɥɟɜɵɯ ɚɬɚɤɚɯ 

ɉɨɜɵɲɟɧɢɟ ɷɮɮɟɤɬɢɜɧɨɫɬɢ 
ɫɭɳɟɫɬɜɭɸɳɟɣ SIEM-ɫɢɫɬɟɦɵ 

• Malicious URLs 

• Phishing URLs 

• Botnet C&C URLs 

• Malware Hashes 

• Mobile Malware Hashes 

• P-SMS Trojan Feed 

• Mobile Botnet C&C URLs  

ɉɪɨɚɤɬɢɜɧɨɟ ɨɩɨɜɟɳɟɧɢɟ 
ɨɛ ɭɝɪɨɡɚɯ ɛɟɡɨɩɚɫɧɨɫɬɢ 

• Ⱦɟɬɚɥɶɧɚɹ ɢɧɮɨɪɦɚɰɢɹ ɤɚɤ 
ɨɛɧɚɪɭɠɢɬɶ ɭɝɪɨɡɭ ɜɧɭɬɪɢ ɫɟɬɢ 

• Ɉɛɧɨɜɥɟɧɢɟ ɧɨɜɨɣ ɢɧɮɨɪɦɚɰɢɟɣ ɩɨ 
ɭɝɪɨɡɟ ɫɨ ɜɪɟɦɟɧɟɦ 

• ɉɨɞɩɢɫɤɚ ɧɚ ɜɫɟ ɜɵɹɜɥɟɧɧɵɟ 
ɰɟɥɟɜɵɟ ɚɬɚɤɢ ɅɄ (Global Targeted 

Attacks) 



ɈɌɑȿɌɕ Ɉ ɍȽɊɈɁȺɏ APT  

Ɋɚɧɧɟɟ ɩɪɟɞɭɩɪɟɠɞɟɧɢɟ ɰɟɥɟɜɵɯ 
ɚɬɚɤɚɯ  
Ⱦɟɬɚɥɶɧɨɟ ɨɩɢɫɚɧɢɟ ɚɬɚɤ 

ɂɫɩɨɥɶɡɭɟɦɵɟ ɬɟɯɧɢɤɢ ɢ ɩɪɨɰɟɞɭɪɵ 

 

Ⱦɨɩɨɥɧɢɬɟɥɶɧɵɟ ɚɪɬɟɮɚɤɬɵ 

ɂɧɞɢɤɚɬɨɪɵ ɤɨɦɩɪɨɦɟɬɚɰɢɢ  
Open IOC/yara/STIX 

 

 

Month Report 

Feb Animal farm private report 

March EquationDrug IOC’s 

March Hawkeye 

March Gloog waterholering campaign 

April Dyre private report 

May Sofacy 0-day 

June Naikon private report 

June Sofacy AZZY backdoor 

June Duqu 2 private report 

July Wild 

July Blue 

August 



ɋɉȺɋɂȻɈ! 

ɋɬɪɚɬɟɝɢɱɟɫɤɢɟ ɪɟɲɟɧɢɹ ɜ ɫɮɟɪɟ IT-ɛɟɡɨɩɚɫɧɨɫɬɢ 

ɋɉȺɋɂȻɈ! 


