IIpo0sieMHBIE BONIPOCHI CePTH(PUKAIIUA
CPeacTB 3alMThl HHPOPMAITUH



HEJN JEATEJABHOCTU CUCTEMbI CEPTUOUKALIUA CPEI[CTB@
SJAIIUTBI UHOOPMAIINN

CopeiicTBHE IpHOOpETATEISAM U ITOTPEOUTEIISIM B KOMIIETCHTHOM
BBEIOOpE CPECTB 3aIUTHI HHOOPMAIIHH

[ToaTBepkA€HUE COOTBETCTBUS CEPTU(DUIIMPOBAHHBIX CPEJICTB 3AIUTHI
MH(pOpMaUM TpeOOBAHUAM O€30ITIACHOCTH MH(pOpMaLuu

CopelicTBue popMUPOBAHUIO PhIHKA CPEACTB 3alIUThl HHPOpMaIU

Co3gaHue yCIOBUAM JJ1s1 KAY€CTBEHHOIO M 3(D(PEKTUBHOIO 00ECIICUCHUS
NOTpeOUTENEH CPEICTBAMU 3alIUThl HH()OPMAIUU

O6ecneyeHnue 3anuThl MHGOPMAIIMKA OTPAHMYEHHOTO JOCTYIIA ‘




MMPOBJIEMHBIE BOITPOCBI CEPTUOUKAIINUAU CPEACTB @
SJAHIUTBI THOOPMAILIUN

Pa3paborTka u BHeapeHue TpedoBanuii k C3U \

KayecTBO OCylIeCTBIICHUS MOJACPKKHA CEPTUPUIIMPOBAHHBIX CPEACTB
3alMThHI HHpOpMAMKU

IIpekpamenue moIEePKKHA CEPTUPUIUPOBAHHBIX CPEICTB 3aAIUTHI
HHpOpMaLIUH

BbisiBJIeHME U YCTPAHEHHE YA3BUMOCTEH B CePTUPUIIUPOBAHHBIX
CpeacTBaxX 3alMThl HHOPMAIMK 3asIBUTEJISIMUA HA CepTU(PUKALMIO,
UCNBITATEJIbHBIMHU JIA00PATOPUSIMH, OIIEPATOPAMH MH(POPMATUOHHBIX
CUCTEM




YTBEPXJIEHHBIE ®CTA3K POCCHUU TPEBOBAHUS @
K CPEJJCTBAM 3AIIUTHI UH®OPMALIUU

TpeGoBanus Kk cucTeMaM 00OHAPYKEHUSI BTOPKEHUI

yrBepxaensl mpukazoMm ®CTOK Poccum ot 6 nekadbpst 2011 . Ne 638 (3apeructpupoan Munroctom Poccun)

12 meToAMYECKUX JOKYMEHTOB, COAEPKAIMNX NPO(QUIH 3aIUTHI CHCTEM 00HAPYKEHUSI BTOPKeHHI

TpeOoBanus k cpeacTBAaM AHTUBHPYCHOM 3AIMTHI

yrBepxaeHbl mpukazoM ®CTOK Poccum ot 20 mapra 2012 . Ne 28, 3apeructpupoBan Muntoctom Poccun
24 MeTOoANYEeCKUX JOKYMEHTA, COAEPKAIMUX MPOQUIN 3alIUTHI CPeACTB AHTHBMPYCHOM 3alIUTHI

TpeGoBaHus K cCpecTBAM /I0BEPEHHOIi 3arpy3Ku

yrBepxaeHbl mpukazoMm ®CTIOK Poccuu ot 27 centsiops 2013 . Ne 119 (3apeructpupoBan Muntoctom Poccun)

10 METOAUYECCKUX TOKYMEHTOB, COAECPKAIINX l'IpO(l)I/IJ'Il/I 3alllUTBI CPEACTB IIOBepeHHOﬁ 3arpy3Km

TpeﬁoBaHml K CpeacTBaM KOHTPOJISI CbEMHBIX MAallIMHHBIX HOCHUTeJIel I/IH(l)OpMaIIl/II/I

yrBepkeHbl npukazoM ®CTIOK Poccuu ot 28 wuromns 2014 r. Ne 87 (3apeructpupoBan Munroctom Poccun)

10 MeTOAUYECKHUX TOKYMEHTOB, COAEPKAIIMX MPO(PUIN 3aIUTHI CPEACTB KOHTPOJIs cbeMHbix MHU

T

TpeﬁoBaHm{ K ME/KCETEBBIM SKpaHaM

yrBepxkaeHbl nprukazoM @CTOK Poccun ot 9 depans 2016 r. Ne 9 (3apeructpupoBan Munroctom Poccun)

24 MeTOOMYECKUX JOKYMEHTA, COlePKaAIUX MPO(UIN 3aIUThI MeKCETeBbIX IKPAHOB

TpeOoBanus 6e3onacHOCTH HH(POPMALMHU K ONIePALMOHHBIM CHCTEMaM

yrBepkaeHbl nprukazoM @CTOK Poccun ot 19 aBrycra 2016 1. Ne 119 (3apeructpupoan Muntoctom Poccun)
18 MeTOnMYECKUX TOKYMEHTOB, COAEPKAIMUX NMPOQUIN 3alIUTHI ONIePANMOHHBIX CUCTEM




TPEBOBAHUSI K CPEJICTBAM 3AIIUTHI MHHOOPMAIIH, (5 )
JIAHUPYEMBIE K YTBEPXKJIEHUIO B 2017 TOAY

TpeOoBanus 0e3onacHOCTH MHPOPMAIMM K CHCTEeMAaM YIIPaBJIeHUsA 0a3zaMu
TAHHBIX
(TOTOBATCH K YTBEPKIACHUIO)

TpeOoBaHus 0e30nmaCHOCTH HHPOPMAIMH K CPEeACTBAM YIIPaBJICHUS
MOTOKAMM MHGOPMALIUH
(rOTOBATCH K YTBEPKIACHUIO)

TpedoBanus 0e3onacHOCTH MHPOPMAIMH K CPEACTBAM BUPTYAJIU3AUU




BHEJIPEHHE TPEBOBAHHI K MEJKCETEBBIM DKPAHAM  (¢)

Pa3pabotrka MO foiDKHA OCYIICCTBIATHCS Ha
COOTBETCTBHE HOBBIM TpeOOBaHUSIM

OEJIEPAJIBHAA CITYXBA
[1O TEXHUYECKOMY U

SKCIIOPTHOMY KOHTPOJIIO

NH®OPMALNNOHHOE COOBHIEHUE
10 BOIIpOCaM pa3paboTKH, MPOU3BO/ICTBA,
MOCTABKH, TPAMEHEHUS U YKCIUTyaTalluu

MEKCETEBBIX SKPAHOB
ot ¢espanst 2017 r. Ne 240/24/

(mpoexr)

[Ipon3BOACTBO M TTOCTABKA CTAPBIX MO BO3MOXKHBI |
IIPU YCJIOBUH HAJIMYHS JEUCTBYIOIIETO
ceptudukara

PUMEHEHHE CTAapbIX M BO3MOXKHO, €CIIU 3TO
MPETYCMOTPEHO JOKYMEHTAMHU,
yCTaHABJIMBAIOIIUMH TPEOOBAHUS 110 3aIUTE
nHbOpMaIUH

OKCIuTyaranus crapbix MO BO3MOXKHA TTpU
YCJIOBUM HaJIMUUsl JEHCTBYIOIMMNX CEPTUPUKATOB
COOTBETCTBUS

[Iponnenue cepTuduKaToB COOTBETCTBUS Ha
SKCITyaTUpyeMblie MO B 4aCTHOM MOPSAKE
BO3MOKHO IPU YCIIOBUU OTCYTCTBHUSI aKTyaJIbHBIX
YA3BUMOCTEN

7

Attecranus UC, B KOTOPBIX TPUMEHSFOTCS
crapsie M3, BO3MOXHa, €CJIM 3TO MPETYCMOTPEHO
TpeOOBAHUAMMU IO 3aIIATE UHPOPMAIIUU



MEXCETEBBIE DKPAHBI, CEPTU®ULINPOBAHHBIE 11O @
HOBBIM TPEBOBAHUSIM S

HanmeHoBaHuMe Knacc/Tvn Ne
3alWMTDI cepTudmKaTa

1  PyYOMKOH 2/A AQO «HINO «3wenonH» 2574
2  Dionis NX 2/A 000 «®akTop-TC» 3530
3  KoHTuHeHT 3.7 3/A 000 «Kop be3sonacHocTn>» 3008
4  ViPNet 4/A OAO «NHpoTeKC 3692

Coordinator HW 4
5 MapuwpyTtm3aTopsbl 6/A,b 3A0 «AMT ['pyn» 3044

cepum Cisco

2900(mMopenu

Cisco 2901,

Cisco 2911,

Cisco 2921,

Cisco 2951)



KAYECTBO OCYHIECTBJIEHUA ITOAJAEPKKHA
CEPTHOUIINPOBAHHLIX C3H

Honaepxkka C3U He ocyliecTBIIsieTcs (0CO0CHHO XapPaKTEPHO I
cepTU(PUIMPOBAHHBIX MAPTUIN U eAMHUYHBIX IK3eMILIApoB C3U)

Homaepxkka C3U ocyniecTBIIsIETCH HEKAYECTBEHHO 0T€YeCTBEHHBIMHU
paspadoruukamMu U npousBoauteasasMu C3U (He padoTaroT CayxO0bI
TEXHUYECKOM MO/IeP:KKI, HEBO3MOKHO MOJYUYNTh AKTyaJibHYI0 HHGOpMAIIMIO
o C3N)

OtcyrcTByeT HHPOPMHUPOBAHHUE MOTPEOUTEJISI 0 BBINYCKE AKTYaJbHbIX
O00OHOBJICHUH

IloTpeduTENI0 MOCTABISIIOTCS HEAKTYaJIbHbIE BEPCHH MPOTPAMMHOI0
ooecnmeuenus C3U

IpousBoaurenn uMnopTHbIX C3U He B3anMOAeiCTBYHOT ¢ HHOCTPAHHBIMH
KOMIIAHUSAMHU-Pa3padoTYuKaMu B YacTtu noaaep:xkku C3U

OTteuecTBeHHbIC pa3padoTunku cepTuuuupyrotr C3U yepe3 KOMIaHUU

INOCPCAHUKH, KOTOPbBIC HC OCYIICCTBJIAKOT T0/KHBIM 06pa30M IOAACPIKKY
C3Hu



IMPOBJIEMbI IPEKPAIIEHUA ITOJAEPXKKHU C3U @

Ipoussoaurenun He uHGpopmupyrwt @CTIK
Poccuu 0 npekpaneHun moaaeprKu
ceprupunupoBanubix C3U

OEJIEPAJIBHAA CITYXXBA
1O TEXHUYECKOMY 1
OKCIIOPTHOMY KOHTPOJIIO

NHO®OPMAIINOHHBIE COOBILIEHUA HperameHne MOIEPKKH C3U INHPOKO
O mpuMeHeHnr CePTUPUITUPOBAHHBIX TTO

TpeOoBaHUsIM 0€30MaCHOCTH HMHPOPMAIIIH NPUMEHAEMBIX JIJIH 3aIUTDI HH(bOpMaHHH B

onepanuonHoil cucrems Windows XP HUHPOPMAINUOHHBIX CUCTEMAX
onepanroHHbIX cucteM Windows Server
2003 u Windows Server 2003 R2 B ycnoBusx
NPEKPAIICHUS X TOAICPKKA
pazpaboOTYNKOM

ot 7 anpens 2014 . Ne 240/24/1208
ot 19 urons 2015 1. Ne 240/24/2497, v
3amMeHa cTapbIX BepcHil NPOrpaMMHOIO

o0ecrneyeHns HA HOBbIE TPedyeT 3HAYUTEIbHbIX

ACHECKHbIX 3aTpar



IMPOBJIEMbI BbISIBJIEHUS 1Y CTPAHEHUS
YA3BUMOCTEUN B CEPTUOUIIUPOBAHHLIX C3HU

OtcyrcTBHE poueayp pa3padoTKku 0€30MaCHOI0 MPOrPpaMMHOIO O0ecTeYeHUA
y pa3padorunkoB u npouszpoauresied C3U. 3nauuTe/ibHbIE CPOKH YCTPAHEHUS
YA3BUMOCTEH

OTcyTcTBHE METOAMYECKUX TOKYMEHTOB 110 BHISBJICHHIO U YCTPAHEHHUIO
YSI3BUMOCTEH B IPOrPaAaMMHOM o0OecrniedyeHuH HHGOPMALIMOHHBIX CHCTEM

OTcyTcTBHE IPOLEAYP YCTPAHEHUS YA3BUMOCTEH U 00OHOBJICHUS
MPOrPaAaMMHOI0 00eCIe4YeHUs Y ONeparopoB HHPOPMALMOHHBIX CUCTEM

Ipoussoaureau umnoprabix C3U He BiaaerwT nHdgopmaunuei oo
YA3BUMOCTSIX

HUcnosb30BaHue 1eTEJIbHOCTH 110 BbISIBJICHUIO YA3BUMOCTEH /I BeACHU S
KOHKYPEHTHOU 00PbObI MKy PA3JIMYHBIMU MPOU3BOAUTEIAMHA



YCTPAHEHHMUE YA3BUMOCTEN B CEPTU®HUIIMPOBAHHBIX @
CPEACTBAX SAIIUTHBI UH®POPMALINHU |

* BoisiBJieHHEe YA3BUMOCTH

* UHdpopmupoBanue 3assBUTE/ISI HA
ceprupuxkanmio

* IlpoBenenue coBelianus ¢ 3assBUTEIEM
Ha cepTUPUKALUIO

« PaszpaboTka mep nmo HedTpaan3anumn
YA3BHMOCTH

3
I
\ 82 /
% PadoThbI 10 YCTPAHEHHU IO
YA3BMMOCTEH BeayTCH

 UndopmupoBanue norpedouresieu o
HEOOXOAMMOCTH NPUHATHS Mep

YA3BUMOCTH YCTPAHEHBI * IIpoBeneHne HHCIEKIMOHHOTO KOHTPOJIA

Cepruduxar coorBeTCTBHS
AHHYJIMPOBAH

* UndopmupoBanme norpeduresieii o
pe3yJibTaTax MHCIEKIIUOHHOT0 KOHTPOJIA




TI'OCT I1O BE3OINACHOM PA3BPABOTKE
ITPOT'PAMMHOI'O OBECITEYEHUS

@EOEPAINIBHOE ArEHTCTBO
MO TEXHWYECKOMY PErYNMPOBAHWIO U METPOJIOTMA

HALMWOHANbHbLIA
CTAHOAPT
POCCUWUCKOMN
OEOEPALIMMU

rocCT P 56939-2016

3amura nadgopmManun

PA3SPABOTKA BE3OIIACHOI'O
IHPOI'PAMMHOLI'O OBECIIEYEHITA

OGmine TpedopaHuA

UzpaHne odmynansHoe

Mockea
CTaHgapTuHdropm
2016

Conep:kut mMepsbl,

/ L NpUHUMAaeMble Ha dTANax: J

* @opMupoOBaHUE TPeOOBAHMII K MPOrpaMMe

A

* IIpoekTHpOBaHME APXUTEKTYPHI MPOrPaMMbI

* KoHcTpynpoBaHue nmporpaMmmsl

® TeCTHpOBaHI/Ie NporpaMmal

* YcTaHOBKA U IPHEeMKA NMPOTrPaMMbl

* JKcnjyartauus NPporpaMmbl




METOIUKA AHAJIU3A YA3BUMOCTEU @
IMPOT'PAMMHOTI'O OBECITIEYEHMUSI

| 3Tan N [ |l 3Tan )
[IpoBepka oTcyTcTBUA
BO3MOKHOCTH IKCILTYyaTAlUU
MOTEHIHUAJTbHBIX
IIpoBepka oTcyTCTBUS YSA3BHUMOCTEH IIPOrPaMMHOIO
U3BECTHBIX YA3BUMOCTEMN oOecIeucHus.
B IPOrPaMMHOM O0O€CIICUCHHH.
Bxurouaer:
- UJCHTU(DUKALTUIO
IIpoBOAMTCS B OTHOIICHUH MOTEHIMAIBHBIX YA3BUMOCTEM;
IPOrpaMMHOI0 00ecIeuyeHu s
-TE€CTUPOBAHUE
U Cpeabl ero
MIPOHUKHOBEHMUA.
(PYHKIIMOHUPOBAHUS.
[IpOBOAUTCS B OTHOIIIEHUU
j \HpOFpaMMHOFO o0ecneyeHus j




METO/IMKA AHAJIM3A YS3BUMOCTEHN U
HEJEKJAPUPOBAHHBIX BO3MOXHOCTEMW NPOI'PAMMHOI'O
OBECIIEYEHUA

OCTDHOK Poccun

MeToanueckuii
JIOKYMEHT
(IpoeKT)




I'OCThHI 11O YA3BUMOCTAM UTHOOPMAIIMOHHBIX CUCTEM @

PEJEFPANEHOE ATEHTCTED P EJEPANEHOE ATEHTCTED
Mo TEXHUYECKOMY PEMYIIMPOBAHWUIO M METPONOMMK Mo TEXHWYECKOMY PEMYTIMPOBAHWKD M METPONOMMM
HALUWOHANBHLIA HALWOHANBHBIRW
T CTAHOAPT = rocresssas-zos T CTAHOAPT  rocresesss-201s
POCCUHUCKOW POCCHUHUCEKOH
®EOJEPALIUK QEOEPALMKN
JawmuTa MHpopMaumK Jawmra MHthopMaumnm
YASBMMOCTH MHDOPMALMWMOHHBIX CHUCTEM YAIBMMOCTH MHOOPMALMOHHBIX CHCTEM
lNpaewna onucaHMA YAZEMMOCTER Knaccudmrauma yazemmocted
MH(POPMaELMOHHEIX CUCTEM
Mockea Mockes
CTaHoapTrhopm CrangapTuHchops
2016
———————————————————— |




IIpo0sieMHBIE BOIIPOCHI CePTUPUKAIINU
CPeacCTB 3alUThl HHPOPMAITUHN



