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PA3PABOTKA BE3OMNACHOIo
NPOrPAMMHOIO OBECMEYEHUA

O6wme TpeGoBaHUA

[lata BBegeHuda — 1.06.2017

YcTaHaBnmBaer

obLmne TpeboBaHUA K COOEPKAHMIO N NOPAOKY
BbINOSTHEHNS paboT, CBA3aHHbIX C CO3OaHNEM
6e3onacHoro (3aLuLeHHOro) NporpaMmmMHoro
obecrneveHnst n popmMmnpoBaHNEM
(noggep>xaHnem) cpeabl obecneveHus
onepaTtuBHOro yCTpaHEeHUs BbIABIEHHbIX
nosfib3oBaTensiMm oLLNMBOK NPorpamMmMHOro
obecneyeHus n ysa3BMMOCTEN NPOorpamMmmbl



[1Ba Habopa meponpuUaTUin

[lpegoTBpalleHune

NosABNEHUA YS3BUMOCTEN
nporpaMmmMHoro obecnevyeHus

YcTpaHeHue

BbIABNIEHHbIX MOMb30BaATENAMMU
YA3BMMOCTEN NpOorpamMMHOro
obecnevyeHus

imeeT cBoo cneunduky ans
UMMOPTHbLIX CPEACTB 3aLluTbl
NHdopmauun B Poccuu



OnpeneneHne
TpeboBaHUM K
no

[OCT: Peanu3sauusa O

Ucnonb3oBaHue
naeHTUudUUMpoBaH
HbIX CPeAcTB
pa3paboTku
MUcnonb3oBaHue
nopsgka
ocopmrneHus
MCXOAHbIX KOOOB
 CraTuueckumn
aHanus
+ JKcneptusa
ncxoaHoro Koaa

4 npouecca

e AHanus Tpe6OBaHI/II7I MogenupoBaHue

« [lpoekTupoBaHue yrpos
apXUTEKTYpPbI

« KoHcTpyupoBaHue

« KBanndukaumnoHHoe
TECTUPOBAHME

PyHKUMOHanbHoe
TeCTUpoOBaHUSA
TecTnpoBaHue Ha
NPOHUKHOBEHUE
OnHamunyecknmn
aHanus
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Cisco Secure Development Lifecycle
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GAP
Analysis

Validate Register and

Requirements Update Third
and Resiliency Party Software

Detect Identify and
Security Address
Defects Security

Threats
Prevent

Security
Attacks

Secure Coding

[1ns1 obnakoB Bce ToXe camoe

ObecneyeHne HenpepbIBHOW 6e30MnacHOCTU
NPOAYKTOB Yepes NPoBEPEHHbIE METOAbI U
TEXHOMOrn, NO3BONSOLLNE CHU3UTb
KOSINYECTBO U CEPLE3HOCTb YA3BMMOCTEN B
nporpamMmMHoM obecneyeHnn

CootBetcTByeT ISO 27034

[Mpouecc pa3paboTkm cepTudmnumnpoBaH Ha
cootBetcTBMe ISO 27001



Reqmremengfy
Product Security Baseline (PSB)
/ PP GAP
OnpepeneHune TpeboBaHui k MO B Aalysis
/ Validate Register and
:ndm \ Pl;'r)t‘;atsiﬂ.r::ge
Apxuntektypa PSB e
Security Address
D R e -
Administrative Access Security © ° Logging and Auditing ) Secury
Application Security © o Operational Process Secure Codind
Authentication and Authorization ° ° Privacy and Data Security
Boot and System Integrity © o Session Management

Cryptographic Support © o Threat Surface Reduction
Development Process © o Traffic and Protocol Protection
Hosted Services Hardening © ° Vulnerability Management

o Web Security
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MuHnMmn3aumnsa Bo3gencTBus 3a CHET

« ObecnevyeHne aHanmnaa TpeboBaHMn

* YTBepxXOeHne nraHa noaaepxKkm

» [lpoBepka otcytcTBua HOB

* YcTpaHeHune n3BecTHbIX ya3smmocten o FCS
YnpasrneHue anepramm

* Peructpaumsa KOMMNOHEHTOB B LieHTpanbHon b/
» [Nogaepkka no KOHTPaKTY AN KPUTUYECKUX ObIp
PearnpoBaHune Ha obHapyXeHHble Npobnembl

« CnepoBaTtb YCTAaHOBNEHHOMY MiiaHy NoaaepPXKKu
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3alluLLeHHaa apXuTekTypa

MoaenupoBaHue yrpos

dokycmpoBKa Ha TOM, Kakne YHKLMN MOTYT ObIThb
aTakoBaHbl 1 KaK Nny4lle BCEro HemTpanm3oBaTb aTaky
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be3onacHoe nporpamMmmMmmnpoBaHune
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KoHTporb LienoCTHOCTM B npoLiecce
3arpysKku 1 3alimuTa B NPOLEecce UCMNONHEHUs

- ASLR

- X-Space

- OSC

“be3onacHble” BUbnMoTekn
[1lpoBepka BBOAA

PykoBoacTBa v nyylune nNpakTuku ansg
kaxxgon OC

[MoanucaHHble obpasbl 10
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[TnakaTbl B MecTax pa3pabdboTKu

LHINS FHINS THIN¢
GODISSEGURLEY GODIASEGURLE GODIASEGURLE

B

. S A Write code like a White Hat
Overflows are devastating Input Is Evil Review code like a Black Hat

Every buffer overflow exploit has resulted from a
programmer’s failure to properly validate input.

dlan)n e, e
CISCO. CISCO. CISCO.

Buffer overflows in your code are not so obvious, but just as devastating.
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Ctatnyeckmn aHanms

s Perform

GAP
§ Analysis S,
/ f ‘ : Register and
f Requirements Update Third
and Resiliency Party Software

=

Identify and
Detect Address

Security

Security Threats

Prevent

Defects Security Q
Attacks $

Securs Coding

Security Checkers nyT YMeHbLUEeHNe Ynucna
KItoueBble TUMbI NOXHbIX cpabaTbiBaHNI U
YA3BMMOCTEN MakKcumMmmnasaums

- [NepenonHeHne bydepa 9o (PEKTUBHOCTU

- HekoppeKTHbIN BBOA
- LlenouncneHHoe
nepenosiHeHne
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TecTnpoBaHme Ha yA3BMMOCTHU

Register and
Update Third

[poBepKa NPOTOKOMOB Ha MPOYHOCTb [, Wi g

Detect / Identify and

[ybnnpoBaHne xakepcKkmx aTak s e

Threats

TecTupoBaHune d6esonacHoctn no CSDL =
TecTnpoBaHue ceTeBbIX YCTPOUCTB TecTnpoBaHne NPUNOXeHUmn
Codenomicon Open Source :

Protocol Robustness “Hacker” Tools 121 Rzl Ap ez
Habopbl TectoB ans 50+ 20+ Open Source CeMelncTBO NMHCTPYMEHTOB AJS14
NPOTOKOMNOB, BKIOYas: NHCTpyMeHTOB Wb, TECTMPOBAHUSA U NPOBEPKM aTak Ha
DNS, H.323, IKEv2, |IPv4, Bkntovas: Amap, Curl, NPUNOXXEHUS, BKIMOYada: aHanus
IPve, HTTP, SIP, SNMP, Dsniff, Hydra, Naptha, PUCKOB, TECTUPOBAHME Ha
SSH, TLS n mHorne Nessus, Nikto, Nmap, COOTBETCTBME CTaHAapTaMm,
apyrue Xprobe n mHorne gpyrue CKaHMpPOBaHUSA YA3BUMOCTEN U

MHOroe apyroe

T IE
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Hawwu nHBectnunm B 6€3o0nacHoOCTb

COTPYAHMKOB 5
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: [poayKTOBbIX JIMHEEK
: Cisco ¢ Trustworthy
* Technologies

MeXOYHapOoaHbIX
: cepTudunkaumm

900+ . Security Advocates

100+  Ineident Responders
35K+ Security Ninjas

ObsizaTenbHbIN Secure
Development Lifecycle

[Mporpamma Value Chain
Security

[Mporpamma 3aluThl
OaHHbIX



Mbl npuLINn K 3TOMY He cpasy

» Cyber Resilient
System Architecture

0 2008-2009 Security Ninja Training
* Cloud Tenant
S 2003-2007 Threat Modeling Egggg:)?t over Secure Hardening
. N . Baseline 3" Party Securit «  JTAG Monitorin
_ Image Sianin Cisco Secure 1% Run Time Defenses  \1anagers
Routers/Switches of eliclulre Development Lifecycle  (ASLR/XSpace/OSC)
Login Credentials ~ Secure Functions =ttt Relizaese Cisco NextGen
Baseline t :
Access Lists _ _ 1 SecCon Encryption
Encryption SeEUy Rt Hardware based Trust
Anchor
PSIRT
o Security Advocates
Common Criteria
FIPs

e,
CISCO



M NOCTOAHHO COBEpPLLUEHCTBYEMCH

@
2015
@

2010 800 Series 3900 Series 3900(E)
: CSDL
—H 1900 St Trust Anchor Module
(SUDI, Secure Storage,
2005 _ _ Anti-Counterfeiting (ACT) gggjfey)B oot
Cisco 1800 Cisco 2800 Cisco 3800  39[24]5 PPC (XSPACE, ASLR) e Signir,mg
MIPs based G2 — Partial ASLR XSPACE ’
,Iﬁitli?Counterfeiting (ACT) |3r222g4e15§g|12§|g(XSPACE) ASLR enabled 10Sd
A Lo Cisco SSL
2000 Common Criteria Common Criteria + HOB $CT3K Common Criteria. EIPs
FIPs FIPs ’

e,
CISCO



[OCT: OpraHn3aumnoHHO

obecneyeHue

2 npotecca

« MeHemoKMeHT
NHPPaCTPYKTYpbI
cpeabl pa3paboTku
O

« MeHepKMeHT
nepcoHana

T
CISCO

* [lepnognyeckoe

* [epuognyeckunn

* 3awuTa 3NIeMeHTOoB
KOoHdUrypauum

* Pe3epBHOe KOnupoBaHue
3NneMeHTOB KOH(urypaumm

* Peruncrpauus cobbiTUMn

obyuyeHue
COTPYOAHUKOB

aHanu3s
nporpaMmmbil
obyyeHun



B
HYTpPeHHAA KoHdepeHumna Cisco SecCon

The Value of Cybersecurity:

Reducing Risk and Enabling Trust
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[Tporpamma Cisco Security Ninja

MANAGER TEST

ENGINEER
LISLO SECURITY MINJA

Course Overview
7 Intro Prod Security
7 Security Vocabulary
il Security Business

7l Security Standards

il Attacks & Attackers
il Security Myths

i Intro to CSDL

i Input Validation

1l Resource Exhaustion
7 Authentication

7 Authorization

il Configuration

i Information Leakage
il Crypto

1 Hardware
i PSIRT

& Ve Test
& Take the Survey

Rate this presentation: J%n};i‘p:}pi‘;
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[Tporpamma Cisco Security Ninja
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[OCT: lNopgaepxka NO

2 npotecca

« MeHemoKMeHT
OOKYMEHTaLUnmn v
KOHJourypaumu

* PeweHne npobnem
[1O B npouecce
aKcnnyataunm
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UcnpaBneHue
OGHapy>XeHHbIX
yAA3BMMOCTEWN
Cucrematnyeckum
NOUCK YAI3BUMOCTEN

MapkupoBka
KaOowu Bepcumn
no

Cucrema
ynpaBneHus
KOHcUrypauuen



YaoaneHHbI MOHUTOPUHT LIEeNMOCTHOCTU

YCTPOUCTB

Cnyxbbl Bepmndmkaunm
LIeSTOCTHOCTU

CHMXalT pUCKN,
naoeHTnnunpys
KOHTpapakTHoe
obopynoBaHue,
HeaBTOPU30BaHHbIE
NPOAYKTbl U NOAMEHEHHOE
1O Ha ycTponcTtBax ¢ Cisco
|0OS

e,
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Cbop
AAaHHbIX

ObpaboTka
& aHanus
OaHHbIX

OTyeThl

Cnenytowine
lwarm

CSPC Manual/Hybrid Netformx
Network Security Services
Bepudmkaums o | Bepudmkaums
I codta
Xenesa
" n

Customer Education / Forensics / Remediation
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A KaK BbICTPOEHbI
npoueccbl CSDL B
Poccun?
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Ha 3ToM MOXXHO Oblno Obl N 3aKOHYUTDb

«Ix npaktuka paboTbl HanpaBneHa Ha To,
YTOObI LWAHTaXNPOBATb 3aKa34vnka u
nokynatend. OHM BbiBELLUNBAIOT B OTKPbLITOM
OOCTyne cUcTeMy CBOUX YA3BUMOCTEN U
rOBOPSAT — KOJISIEMNN, ECIN Bbl XOTUTE, YTOODI
9TU YA3BUMOCTU HE ObINN UCMNOMNb30BaHbI,
3angiatute Ham 3a nNoaaepPXKy U Mbl UX
yCTpaHUM»

[MomowHmK npe3snageHTa Poccum Uropsb LLlerones

atfren]n,
CISCO



YTto Bnunset Ha npoueccbl CSDL B Poccun?

BusHec-
npouecchbl %
npousBoauTens

3aKkoHoaaTenbLCTBO
O NInueH3npoBaHnun

Poccuimckue
uccnegoBarenu
~ i Tpe6oBaHusA K
’ cpeAacTBam
3aWmnThbl
BacceHaapckue :
cornaiwieHus

TpeboBaHuA oTCYTCTBUA
HAOB

TpeboBaHuA K

3aaBUTEeNAM

NeononuTtuka
TINIIr

CIsCO



Cisco Technology Verification Service

Woridwide [change]  LogIn | Account | Register My Cisco | ~

cisco Products & Services Support How to Buy Training & Events Partners 9]

Trust and Transparency Center

Overview Trust Principles

Transparency and Validation
Transparency Report
Cloud Services

Technology Verification
Service

atfrar]n,
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Bullt-in Security Data F Transp: y and
Technology Verification Service Follow Us
Building Trust and Transparency One Step at a Time (v] 8

At Cisco, we believe security is everyone’s responsibility. We are accountable for
trustworthy product development, value chain security, and customer data protection.
We work to earn the trust of our customers, partners, sharehoiders, and employees by
providing information and technology to verify the integrity and trustworthiness of our
offerings.

About Technology Verification Service

Cisco's Technology Verification Service helps customers review and test Cisco
technology, including hardware, software, and firmware. You can access, review, and
test source code and other intellectual property within a dedicated, highly secure
facility at a Cisco site.

We are beginning beta testing with select customers in October 2015. We'll also
answer general customer inquiries and take scheduling requests. Requests should be
made through your Cisco account team or directly to the Technology Verification team.
Typical lead times for a request can include three months to obtain an export license
(if needed) and four weeks for Cisco to review and approve the request, schedule the
facility, and prepare for the customer's engagement.

For additional information about the program, please read the Technology Verification
Service At-a-Glance and the Technology Verification Service FAQ.

CepBuc, NnoMoraroLLnn 3aKkasdnkam
NPOBEPSTb U TECTUPOBATbL

TexHonorun Cisco, BK4asa xeneso
n o

3anyuleH B okTsabpe 2015 roga



YTto Mbl genaem B Poccumn?

« Ceptndomkaumns cpeacTs 3aWmThl
* YcTpaHeHue ysa3BMMOCTEN B
cpeacTBax 3allnThbl

YcTpaHeHne ya3BMMOCTEN B
cepTUdmnLmMpoBaHHbIX cpeacTeax

f 3aWnTbl

[loBepue

Cisco

— ®CTIK

3agasutenu
e,
CISCO



KTo cepTndunumpyeT MMNOPTHbIE
cpeacTBa 3aluTbl?

@ O 3aaBuUTEnen

MO onsa ceptudmkaunm nybnukyetcsa Ha cante Cisco ans
alial, yKasaHHbIX YY4eTHbIX 3anucen npeacraBsutenen 3asasuTtenen

CIsSCO



TpeboBaHus Cisco K 3adBUTENAM

« Hannumne KoHTaKTHOro nuua/rpynnbl Ans nonyyYyeHusl yBeaoMIeHUN

« Hannumne tectoBoro obopyanoBaHus npu npoeegeHns tectupoBanus MO ¢
ncnpaBneHHbIMU YSI3BUMOCTSIMU

* YBegomrieHne notpedburtenen (nonb3osartenen) oo oOHapyXeHHbIX
YA3BUMOCTAX U MeTOA4axX WX yCTpaHeHUN

« CormnacoBaHHbIV NPOLECC B3aMMOOENCTBUA C UCTbITATENbHbIMU
naboparopmamMmn Ansa onepaTtnBHONoO NPoBeaeHNs MHCNEKLMOHHOIO KOHTPONS

« CornacoBaHHbIN npouecc B3anmoaenctema ¢ PCTIK Poccum ans
onepaTtuBHOINo BHECEHNA YTOUYHEHUN B cepTudmKkaTbl nocne ycTtpaHeHus
YA3BMMOCTU(EWN)

e,
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OTkyna bpaTb 3aaButenn

YBegomnsaer
cepTndunumposaHHoe MO7 noTpeBuTenet o
BbIXo4e
cepTuuumMpoBaHHOro
1O n coobulaet o
KOHTPOSIbHbIX CyMMaXx
(MD5 nnu
cepTndmumpoBaHHoe
pelleHne)

Cisco

Bce MO nonyyaeTtcs Tosnbko
c obuymanbHOro canTa
komnaHuu Cisco

N
CISCO



[lpyrue Bonpochobl

Ceptudhukar 3a
OeHbrn?

Oa. deHbru nony4vaet
He Cisco, a
3asiBuUTenb/

ncnblTaTenbHas
naboparopus

atfren]n,
CISCO

Bce penunsbi?
Mbl cepTudpuympyem He
Bce penuabl MO (kak
NpaBuIio, MaxkopHoble).
OTO He KacaeTc4
BOMNPOCOB YCTPaHEHUS
YA3BMMOCTEN

Yto c HOB?
CepTundomkat Ha
MapLupyTu3aTopsl
Cisco ISR 2911R.
B nepcnekTtuBe
apyrue nMHeukn



OOHapyXeHne ya3BMmMoCcTeN

YA3BMMOCTb
obOHapyxnBaeTcs
Y493BUMOCTb Cisco unm nHbiMun
oOHapyxXnsaetcH nnuamu 3a
POCCUIACKUMMU npegenamu Poccum
nccnegoBatenamum,

Hanpumep, 'HAU
[T3U

atfrar]n,
CISCO




PSIRT — ennHaga Touyka KOHTaKTa

m—————“
” —_y,

~
Applied
IntelliShield Security
psirt@cisco.com Research EcTb nHXeHep,
\ OTBETCTBEHHbIN 3a
\ Poccuto!
IPS Signature Applied Security
Team Intelligence
/ Poccumckue
/ nccnepoBsaTenu

Security Technology

Assessment Team
(STAT)

S|10 Portal MOTYT CBA3bIBATbCHA

= C POCCUNCKUM

atfrar]n, >
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Cisco PSIRT

1

[  Awareness:
| PSIRT receives

\  notification of

7

Feedback: e

simultaneously

cisco.com/go/psirt

2

~

\_ security incident J/

| Active Management: |
| PSIRT prioritizes and |
| identifies resources

Notification:
PSIRT notifies all
customers

Integration and
Mitigation:
PSIRT engages
experts and
executives

4

| and notification
format

[ FixDetermined: |
| PSIRT coordinates ﬂy

!‘bommunication Planf-
i, PSIRT sets timeframe ,‘

~

and impact
assessment

- Security Advisories
- Security Responses
- Security Notices

The incident handling process can take hours or months, depending on the scope.

atfren]n,
CISCO

Awareness: PSIRT nony4daet ysegomneHue o6 nHumnageHTe
NN YA3BUMOCTMU

Active Management: PSIRT npuoputesnpyet yassmmocTu
N BblOenaeT pecypchbl.

Fix Determined: PSIRT koopanHupyeT BbinycK
OOHOBSIEHNIN (UM KOMIMEHCUPYOLWKUX MEP) U OLEHKY
BO30ENCTBUMN.

Communication Plan: PSIRT yctaHaBnnBaeT BpeMeHHble
orpaHuyeHna n goopmaTt yBe4OMITEHUM.

Integration and Mitigation: PSIRT BoBrnekaet akcneptos
N PYKOBOLCTBO.

Notification: PSIRT yBegomnset Bcex notpeburtenen
OLHOBPEMEHHO.

Feedback: PSIRT nsesnekaet ypoku no nugopmauymm ot
3aKa34MKOB M BHYTPEHHUX nogpasaernenumn Cisco.



Kak y3HaTb 00 ya3BMMOCTN?

T T — 3asaBUTENN U NOTpedbuTenn ysHatoT 00
Zilsco;;n\'llme;lnfraslructure and Ehv”(‘)l;;(;'Programmable Network Manager Remote Code yﬂ 3 B M M O CTH X L‘I e p e3 :

Execution Vulnerability

e [loyTOBYIO pacchInKy OT POCCMUCKOro opuca
koMmnaHum Cisco (ToNbKo Anga 3agaBuUTernen)

 RSS-cbunabl

« ABTOMaTM4eckas paccblfika yBegoMsieHUN

* [lpuknagHon nporpamMmHbIN MHTEpPdENC
openVuln gnsg BcTpamBaHUg B NPUNOXEHNSA

 Yepes bAY ®CTIK

A ) WWW.CISCcO.com/qo/psirt
— : :
WWW.CiISCO.com/security

AT
CISCO



BapuaHTbl yBegomMneHms o6 ya3BUMMOCTAX

Email |[Security Portal] RSS CNS |[openVuin APIBug Search Tool
ﬁ:;ﬁosiszl:i:;ty el el Yes Yes Yes Yes Yes Yes
(s:‘i;?:'itsyecurity Advisory - Medium No Yes Yes No Yes Yes
Cisco Security Response Yes Yes Yes No No Yes
Cisco Event Response No Yes Yes No No No
Threat Outbreak Alert No Yes Yes No No No
Release Note Enclosure No No No No No Yes

http://www.cisco.com/web/about/security/psirt/security vulnerability policy.html

atfrar]n,
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Cepsuc Cisco PSIRT openVuln API

- becnnatHbiit cepsuc Cisco Cisco PSIRT openVuln API
PSIRT openVuln API

NO3BONSIET Nony4aTb B CVRF OVAL
aBTOMaTU4YECKOM peXxunme u
MaLUUHHO-YNTAEMOM
doopmarte nHpopmauuo od
yA3BUMOCTAX B NPOAYKUAN B aHBape 2017 mbl nepewwnu Ha CVSSv3
Cisco B COOTBETCTBUU CO

ctaHgaptammn CVE, CVSS,

CVRF n OVAL

Security
Impact Rating

: Publication
Advisory ID Date

e,
CISCO



Kak y3Hatb 06 obHOBNEHUN"?

T T — [loTpebuTtenu y3HatoT 00 ycTpaHeHun
((leco;;n\';me;lnfraslructure and iEh\/”(‘)I\N/;;Programmable Network Manager Remote Code yﬂ 3 B M M O CTe M B Ce pT M ¢ M L'I M p O Ba H H O M

Execution Vulnerability

[10 ot 3aaBuTeneun (B pamkax
nporpamMmmbl NOAOEPKKU
cepTUPuULUMpPOBaHHbLIX N3Oenumn)

A . WWW.CISCcO.com/qo/psirt
WWW.CiISCO.com/security

AT
CISCO



[lpyrue Bonpochobl

3a AgeHbrn? A 41O 3a geHbrn?
[Tony4eHne obHoBEHNUA 3a eHbry nony4vyaercs
1O c ycTpaHeHHoun [1O ¢ HOBbIM
YSI3BUMOCTbHO dyHKUMOHanom (B
6ecnnatHo 4yepe3 TAC paMKax KOHTpakTa
(HesaBMCUMO OT SMARTNET)
SMARTNET)

e,
CISCO

Kakon tnn
oOHOBMeHuA?
Twun 1 — ycTpaHeHne
YA3BMMOCTEN

A yto c EOL?
Ecnn npoaykt nogowuen
K KOHLLY >KU3HEHHOrO
LUuKna, TO YBbhl...

He ctout nytate EOS u
EOL, a Takke End of
SW Maintenance
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