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[MpakTuKa aHann3a 3alMLLEeHHOCTU: OObEeKTbl aHanmn3a

KpynHelwune poccumnckme u 3apyberkHbie KOMNaHUM:

O TepputopuanbHo pacnpeseneHHan MHOPACTPYKTYpa B baHKu

d MHoKecTBO f04EpHUX KOMNAHUI U GUANanos B IT KomnaHuu

d CoTHwu y3n08B Ha ceTeBOM nepumetpe B Tenekom

. MpombilWwNeHHOCTb
O Tbicaum yctpomcTs JIBC (cepBepbl, paboune

CTaHUMK, ceTeBoe obopyaoBaHue)
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BeKTOpr NMPOHNKHOBEHNA
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CpeaHee yucno waros K JIB
peAa aros k JIBC YcnewHoCTb COLMOTEXHNYECKUX aTak

(aonsa cucrem)

2016 2016 100%
2015 2015

YcnewHOCTb aTaK yepe3

GecnpoBoAHYIO CeTb (A0oNA cucTem)
2016 77% 23%

2015 47% 53% : 2016 el

B SKcnayaTtauma Beb-yasBumocTen 2015

Nopbop naponen



dona coTpyAHUKOB

PULNHF CEeroaHsA 3TO: (B cpeAHeM Mo KoMNaHMsIM)
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0 MepBbii War Npu LeneBoy atake : max
24,5%
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AaHHble "nbo
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HepocTtartku 3awmTebl 6ecnpoBogHOU CETH
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Aircrack-ng 1.2 rc4
[00:00:00] 304/647 keys tested (948.49 k/s)
Time left: O seconds 46.9%%

KEY FOUND! [ [EEERUEN:




PSdC:EESErSHChriS.adminHDesktnp} Invoke-Mimikatz -Command " “lsadump::dcsync fuse
:devikrbtgt™’
gnstname: WINDOWSA . dev. testlab.local /7 $-1-5-21-4275052721-3205085442-211024194

HHEEE . mimikatz 2.0 alpha (x%64) release "Kiwi en C” (Aug 23 2015 23:05:23)
HHE T OHE
HHE 7/ N\ HHE /= = =
H4 \ / ##  Benjamin DELPY "gentilkiwi® ( benjamin@gentilkiwi.com )
"Hi# v ##°  http://blog.gentilkiwi.com/mimikatz (oe.eo)
"HHHHHE with 16 modules = = =/

mimikatz{powershell) # lsadump::dcsync Fuser:devikrbtgt
[DC] "dev.testlab.local’ will be the domain
[DC] "SECONDARY.dev.testlab.local’ will be the DC server

HepnoctaTtku 3awmTtbl pecypcos JIBC

Object RDN - krbtgt
xx SAM ACCOUNT ==
SAM Username - krbtgt

Account Tvpe - 30000000 ( USER OBJECT )
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BekTopbl aTtakun Ha pecypchl JIBC
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PocT uncna uenesbiX aTak

PocT aTak Ha KNC 6aHKoB

PocT aTaK Ha Beb-pecypcbl
rocyaapCTBEHHbIX OpraHu3auum




MH,quTpVIFI MaKcMmanbHoOe NOKpbITUE NO BCEM HanpaBieHuam pabor
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Be6-npunoxeHni ACY TN



I ewe o4eHb MHOIo MHTEPECHOro POSITIVE TECHNOLOGIES

ACY TN
CTATUCTUKD MHLIMAEHTOB MO OTPACAIM KOMMAHMI, OBPATHBLLIK

UCTEMBDI POSITIVE TECHNOLOGIES POS ITIV E
. - ' RESEARCH

Yrpo3bl YA3BUMOCTU Tenekom
Kpaxka geHer co cTopoHbl nto6oro yrp03b|
Boctyn K 6aHKOBCOM TaliHe BHELUHEro Hapywurens B BbiCOKMIA pHCK
21% 14% 33%
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ireHue daitnos Ha
cepsepe

7%

[Jons yA3BUMbIX NPUNOXKEHUI B cpegHeM yA3BUMOCTEN B
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90% 100% 97%

ATaKM Ha KIMEHTOB 100% 90%
14%

MoNHbIY KOHTPOND HaA, CEpBEPOM

14% 2,1

BbiCOKMIA CpelHHiA

CO60pHUK NCCnegoBaHnin
2010 2011 2012 2013 2014 2015 2016 no nNpaxkTuye NacHOCTH
2,4 13

MpoaykTneHas cuctema TecTOBS ORIV TR Ch
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I ewe o4eHb MHOIo MHTEPECHOro POSITIVE TECHNOLOGIES

MHU,MAEHTbI b POSITIVE TECHNOLOGIES

ACY TN
CTATUCTUKA MHLUMAEHTOB MO OTPACAIM KOMMAHMM, OBPATUBLLIY

Cucremsl ﬂBO POSITIVE TECHNOLOGIES

POSITIVE
RESEARCH

Yrpossbl YAa3BuMocTu Tenekom

Kpax«a aeHer co ctopoHbi ntoboro yrp03bl
Boctyn K 6aHKOBCOM TaliHe BHELUHEro Hapywurens

21% 14% 33%

m BbICOKMIA pUCK

"

3awueHHoCcTb Beb-nNpunoXxeHnin ~oSITIVE

ireHue daitnos Ha
cepsepe

7% Oonsa yazsBUMBbIX NPUNOXEHUI : B cpegHeM yAsBuMoOCTel B
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