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Н̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ˀу̭л̦̌ ʯ̌к̛̬о̏ 

ʺл̌д̛̹̜ ̦̌̌л̛т̛к по ̴̛̦о̶̛̬̥̌о̦̦о̜ ̍е̚оп̭̦̌о̭т̛ 

ʻ̭̌кол̽ко п̬̌кт̸̛̦о ̌т̌ко̏̌т̽ п̬о̛̹̏к̛ UEFI BIOS? 
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʿл̦̌ п̬е̚е̦т̶̛̛̌ 

• В̏еде̛̦е  

• System Management Mode (SMM) 

• Во̥̚о̙̦о̭т̛ ̌т̌ку̺̀е̐о 

• ʿ̬̌кт̸̛е̭к̌́ ̭то̬о̦̌ ̏оп̬о̭̌ 

• ʰ̏̚е̭т̦̼е ̶̛̛̦де̦т̼ 

• ʿ̬е̏е̦т̛̦̼̏е ̥е̬̼ ̛̺̌̚т̼ 

• ʯ̌кл̸̀е̛̦е 

 

 

 

 



© Digital Security 3 

ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

Теку̺ее поло̙е̛̦е дел 

В̭т̬ое̦̦ое ʿО 
;п̬о̛̹̏к̌Ϳ 

Опе̶̛̬̌о̦̦̌́ 
̛̭̭те̥̌ 

ʿол̽̚о̏̌тел̭̽к̛е 
п̛̬ло̙е̛̦́ 

ˁтепе̦̽ 
оп̭̦̌о̭т̛ 

ко̥п̬о̥ет̶̛̛̌ 

ˁтепе̦̽ 
̛̚у̸е̦̦о̭т̛ 
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

Что т̌кое BIOS 

• BIOS (Basic Input/Output System) - «̍̌̚о̏̌́ ̛̭̭те̥̌ ̏̏од̌-̼̏̏од̌» 

• ˀ̭̌поло̙е̦ ̏ SPI Flash-п̥̌́т̛ 

• ʿ̬о̏е̬́ет ̛ ко̴̛̦̐у̛̬̬ует ̌пп̬̌̌т̦̼е ̬е̭у̬̭̼ 

• ʿе̬ед̌ет уп̬̌̏ле̛̦е ̬̌̐̚у̸̛̚ку Оˁ 

• ˁт̬̼̜̌ т̛п п̬о̛̹̏ок п̛̬̦́то ̦̼̌̏̌̚т̽ «Legacy BIOS» 
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

Что т̌кое UEFI 

UEFI (Unified Extensible Firmware Interface) – ̭т̦̌д̬̌т дл́ у̴̛̛̦к̶̛̛̌ 

̬̬̌̌̍̚отк̛ BIOS (̥̌̚е̦́ет «legacy BIOS») 

• CPU-̦е̛̛̭̥̌̏̌́̚ ̵̛̬̌текту̬̌ 

• ˌ̛̬ок̛е ̏о̥̚о̙̦о̭т̛ до ̌̚пу̭к̌ Оˁ ;̏кл̸̀̌́ ̬̌̍оту ̭ ̭ет̽̀Ϳ 

• ˁт̦̌д̬̌т̛̛̬̚о̦̦̏̌̌́ ̥одул̦̽̌́ ̭т̬укту̬̌ п̬о̛̹̏к̛ 

• О̬̍̌т̦̌́ ̭о̥̏е̭т̛̥о̭т̽ 

• ʿ̬едо̭т̌̏л́ет runtime ̭е̛̬̭̼̏ дл́ Оˁ 

 

 



© Digital Security 6 

ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ˀ̬̌̌̍̚отк̌ код̌ п̬о̛̹̏ок 

• В̭е п̬о̛̹̏к̛ ̭оде̬̙̌т ̛̥̭̌̚т̏о̦̦̼̜̏̌ код (reference code) 

• У̛̥́̏̚о̭т̛ ̏ ̛̥̭̌̚т̏о̦̦̏̌о̥ коде п̬ед̭т̌̏л́̀т ̍ол̹̽у̀ оп̭̦̌о̭т̽ 

• ˁу̺е̭т̏ует отк̬̼т̌́ ̬е̌л̶̛̛̌́̚ п̬о̛̹̏к̛ UEFI – Tianocore EDK2 

 

 

 
Intel/AMD 

AMI Insyde Phoenix 

Asus HP Dell 
Giga

byte 
MSI Acer Sony 

OBV 

 

 

 

IBV 

 

 

 

OEM 
… … 

http://www.tianocore.org/edk2/
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Ring 3: ʿол̽̚о̏̌тел̭̽к̛е п̛̬ло̙е̛̦́ 
 

Ring 0: Яд̬о опе̶̛̬̌о̦̦о̜ ̛̭̭те̥̼ 
 

Ring -1: ʧ̛пе̛̬̏̚о̬ 
 

Ring -2: SMM 
 

Ring -3: Intel® ME 

ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

Кол̶̽̌ п̛̛̬̏ле̛̜̐ 

Це̦т̬̌л̦̼̜̽ 
п̬о̶е̭̭о̬ 

Ч̛п̭ет  
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

System Management Mode (SMM) 

• ʻ̛̌̍олее п̛̛̬̏ле̛̬̐о̦̦̼̜̏̌ ̬е̛̙̥ ̛̭пол̦е̛̦́ ̶е̦т̬̌л̦̽о̐о 

п̬о̶е̭̭о̬̌  

• BIOS ̭оде̛̬̙т код, п̬ед̸̦̦̌̌̚е̦̦̼̜ дл́ ̛̭пол̦е̛̦́ ̏ ̬е̛̙̥е SMM 

• Во ̬̏е̥́ ̬̌̐̚у̚к̛ по̥е̺̌ет̭́ ̏ ̦едо̭туп̦у̀ дл́ Оˁ п̥̌́т̽ (SMRAM) 

• ʿ̬ед̸̦̦̌̌̚е̦ дл́ уп̬̌̏ле̛̦́ ̌пп̬̌̌т̛̦̼̥ ̬е̭у̛̬̭̥̌ 

• В̼пол̦́ет̭́ ̦е̥̌̚ет̦о дл́ Оˁ 

• ʿе̬е̵од ̏ ̬е̛̙̥ SMM п̬о̵̛̭од̛т ̸е̬е̚ ̼̏̚о̏ ̛̭̭те̥̦о̐о 

п̬е̛̬̼̦̏̌́ ;System Management Interrupt) 

• В ̥о̥е̦т ̬̌̍от̼ SMM ̼̏пол̦е̛̦е Оˁ пол̦о̭т̽̀ о̭т̦̌̌̏л̛̏̌ет̭́ 

MOV DX, 0x12 ; ȡȢȠșȤ SMI 

OUT 0xB2, DX ; țȔȣȜȥȰ Ȗ I/O ȣȢȤȦ B2 

MOV ...      ; ȣȤȢȘȢȟȚșȡȜș ȤȔȕȢȦȯ 

 

Опе̶̛̬̌о̦̦̌́ 
̛̭̭те̥̌ 

MOV BX, ...  ; ȦȢчȞȔ ȖхȢȘȔ SMI 

... 

RSM          ; ȖȢțȖȤȔȦ Ȝț SMM 
 

SMM 
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʦо̥̚о̙̦о̭т̛ SMM / ʦо̥̚о̙̦о̭т̛ ̌т̌ку̺̀е̐о 

• До̭туп ко ̭̏е̜ ̴̸̛̛̚е̭ко̜ п̥̌́т̛ 

• До̭туп к л̼̥̀̍ у̭т̬о̜̭т̥̏̌ 

• В̥е̹̌тел̭̽т̏о ̏ л̀̍ое де̜̭т̛̏е Оˁ 

• ʻедо̭́̐̌е̥о̭т̽ дл́ Оˁ 

 

• ˁ̏о̍од̦̼̜ до̭туп к ̭ете̏о̥у ̛̦те̴̬е̜̭у ̏ 

о̵̍од л̵̼̀̍ ̴̛л̽т̬о̏ Оˁ 

• ʯ̌п̛̭̽ ̏ SPI Flash (̥е̭то ̵̬̦̌е̛̦́ BIOS) 

 

 

 

→ Д̥̌п п̛̬̏̌т̵̦̼ кл̸̀е̜ ̛̚ п̥̌́т̛ 

→ ʿе̬е̵̏̌т ̦̙̌̌т̛̜ кл̛̹̌̏ ;̭̏е п̬̌ол̛ ̛ по̸т̌Ϳ 

→ ʯ̌пу̭к п̛̬ло̙е̛̦̜, ̸те̛̦е ̴̜̌ло̏ 

→ ʻе̏о̥̚о̙̦о̭т̽ о̦̬̍̌у̙е̛̦́ ̦̌т̛̛̬̏у̛̭̦̼̥ 

п̬одукт̛̥̌ 

→ ʿ̬о̭лу̛̛̹̦̏̌е т̴̛̬̌к̌ ̛ ̭к̬̼т̌́ ко̥̥у̛̦к̶̛̌́ ̭ 

ко̥̦̌д̦̼̥ ̶е̦т̬о̥ ̬̏едо̦о̭̦о̐о ʿО 

→ «ʰ̥̥у̛̦тет» к пе̬еу̭т̦̌о̏ке Оˁ 
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʦо̥̚о̙̦о̭т̛ ̌т̌ку̺̀е̐о ;̌̚к̬епле̛̦е ̏ ̛̭̭те̥еͿ 

• Unified Extensible Firmware Interface → ̏о̥̚о̙̦о̭т̽ ̌т̌ко̏̌т̽ ̍ол̹̽ее кол̸̛е̭т̏о пл̌т̴о̬̥ 

• ʿо́̏л́ет̭́ ̥̦о̐о «док̌̌̚тел̭̽т̏ ко̶̦еп̶̛̛» (proof of concept) ̬̏едо̦о̭̦о̐о ʿО → ̐ото̏̌́ о̭̦о̏̌: 

o The Sea Watcher 

o dreamboot 

o UEFI-Bootkit  

o SMM backdoor 

https://github.com/scumjr/the-sea-watcher
https://github.com/scumjr/the-sea-watcher
https://github.com/quarkslab/dreamboot
https://github.com/dude719/UEFI-Bootkit
https://github.com/dude719/UEFI-Bootkit
https://github.com/dude719/UEFI-Bootkit
https://github.com/Cr4sh/SmmBackdoor
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʦо̥̚о̙̦о̭т̛ ̌т̌ку̺̀е̐о ;̌̚к̬епле̛̦е ̏ ̛̭̭те̥еͿ 

• Unified Extensible Firmware Interface → ̏о̥̚о̙̦о̭т̽ ̌т̌ко̏̌т̽ ̍ол̹̽ее кол̸̛е̭т̏о пл̌т̴о̬̥ 

• ʿо́̏л́ет̭́ ̥̦о̐о «док̌̌̚тел̭̽т̏ ко̶̦еп̶̛̛» (proof of concept) ̬̏едо̦о̭̦о̐о ʿО → ̐ото̏̌́ о̭̦о̏̌: 

o The Sea Watcher 

o dreamboot 

o UEFI-Bootkit  

o SMM backdoor 

• ʰ̴̶̛̛̦̬о̛̦̏̌е ̥одул́ п̬о̛̹̏к̛ UEFI 

• Д̥̌п п̥̌́т̛ SMM (SMRAM) 

• ˋте̛̦е/̌̚п̛̭̽ л̀̍о̜ о̍л̭̌т̛ п̥̌́т̛ 

• ʿо̼̹̏е̛̦е п̛̛̬̏ле̛̜̐ л̀̍о̐о п̛̬ло̙е̛̦́ 

https://github.com/scumjr/the-sea-watcher
https://github.com/scumjr/the-sea-watcher
https://github.com/quarkslab/dreamboot
https://github.com/dude719/UEFI-Bootkit
https://github.com/dude719/UEFI-Bootkit
https://github.com/dude719/UEFI-Bootkit
https://github.com/Cr4sh/SmmBackdoor
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʿ̬̌кт̸̛е̭к̌́ ̭то̬о̦̌ ̏оп̬о̭̌ 

USER   →   SMM ? 

o ʿол̽̚о̏̌тел̽ → Ад̛̛̥̦̭т̬̌то̬ 

o Ад̛̛̥̦̭т̬̌то̬ → Яд̬о Оˁ 

o Яд̬о Оˁ → SMM 

 

 

o SMM → ʯ̌к̬епле̛̦е ̏ ̛̭̭те̥е 
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʿ̬̌кт̸̛е̭к̌́ ̭то̬о̦̌ ̏оп̬о̭̌ 

USER   →   SMM ? 

 ʿол̽̚о̏̌тел̽ → Ад̛̛̥̦̭т̬̌то̬ 

o Ад̛̛̥̦̭т̬̌то̬ → Яд̬о Оˁ 

o Яд̬о Оˁ → SMM 

 

 

o SMM → ʯ̌к̬епле̛̦е ̏ ̛̭̭те̥е 

• О̵̍од User Access Control (6 ̌кту̌л̵̦̼̽ ̥етодо̏Ϳ: UACMe 

https://github.com/hfiref0x/UACME
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʿ̬̌кт̸̛е̭к̌́ ̭то̬о̦̌ ̏оп̬о̭̌ 

USER   →   SMM ? 

 ʿол̽̚о̏̌тел̽ → Ад̛̛̥̦̭т̬̌то̬ 

 Ад̛̛̥̦̭т̬̌то̬ → Яд̬о Оˁ 

o Яд̬о Оˁ → SMM 

 

 

o SMM → ʯ̌к̬епле̛̦е ̏ ̛̭̭те̥е 

• О̵̍од User Access Control (6 ̌кту̌л̵̦̼̽ ̥етодо̏Ϳ: UACMe 

• У̛̥̼́̏̚е подп̛̭̦̦̼̌е д̬̜̌̏е̬̼ (попул̬̦̼́е): Secret Net, Virtual Box  

https://github.com/hfiref0x/UACME
https://github.com/Cr4sh/secretnet_expl
https://github.com/hfiref0x/TDL
https://github.com/hfiref0x/TDL
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʿ̬̌кт̸̛е̭к̌́ ̭то̬о̦̌ ̏оп̬о̭̌ 

USER   →   SMM ? 

 ʿол̽̚о̏̌тел̽ → Ад̛̛̥̦̭т̬̌то̬ 

 Ад̛̛̥̦̭т̬̌то̬ → Яд̬о Оˁ 

 Яд̬о Оˁ → SMM 

 

 

o SMM → ʯ̌к̬епле̛̦е ̏ ̛̭̭те̥е 

• О̵̍од User Access Control (6 ̌кту̌л̵̦̼̽ ̥етодо̏Ϳ: UACMe 

• У̛̥̼́̏̚е подп̛̭̦̦̼̌е д̬̜̌̏е̬̼ (попул̬̦̼́е): Secret Net, Virtual Box  

• У̛̥́̏̚о̭т̛ ̏ о̬̍̌̍от̸̛к̵̌ SMI ;̌̚ п̬о̹л̼̜ ̐одͿ: 1, 2, 3, 4 

https://github.com/hfiref0x/UACME
https://github.com/Cr4sh/secretnet_expl
https://github.com/hfiref0x/TDL
https://github.com/hfiref0x/TDL
http://blog.cr4.sh/2016/02/exploiting-smm-callout-vulnerabilities.html
http://esec-lab.sogeti.com/posts/2016/05/30/smm-unchecked-pointer-vulnerability.html
http://blog.cr4.sh/2016/06/exploring-and-exploiting-lenovo.html
http://blog.cr4.sh/2016/10/exploiting-ami-aptio-firmware.html
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʿ̬̌кт̸̛е̭к̌́ ̭то̬о̦̌ ̏оп̬о̭̌ 

USER   →   SMM ? 

 ʿол̽̚о̏̌тел̽ → Ад̛̛̥̦̭т̬̌то̬ 

 Ад̛̛̥̦̭т̬̌то̬ → Яд̬о Оˁ 

 Яд̬о Оˁ → SMM 

 

 

o SMM → ʯ̌к̬епле̛̦е ̏ ̛̭̭те̥е 

• О̵̍од User Access Control (6 ̌кту̌л̵̦̼̽ ̥етодо̏Ϳ: UACMe 

• У̛̥̼́̏̚е подп̛̭̦̦̼̌е д̬̜̌̏е̬̼ (попул̬̦̼́е): Secret Net, Virtual Box  

• У̛̥́̏̚о̭т̛ ̏ о̬̍̌̍от̸̛к̵̌ SMI ;̌̚ п̬о̹л̼̜ ̐одͿ: 1, 2, 3, 4 
o ʺ̌ло кто ̌̚ду̥̼̏̌ет̭́ о̍ о̦̍о̏ле̛̛̦ п̬о̛̹̏ок 

o ʻе ̭̏е ̬̬̌̌̍̚от̸̛к̛ опе̬̌т̛̦̏о ̼̏пу̭к̌̀т п̌т̸̛ 

o ˀ̬̌̌̍̚от̸̛к̛ ̥о̐ут пе̬е̭т̌т̽ ̼̏пу̭к̌т̽ п̌т̸̛ дл́ от̦о̛̭тел̦̽о ̭т̵̬̼̌ ̛̭̭те̥ 

o ʻ̛̚ко̍̀д̙ет̦̼е ̛̭̭те̥̼ ̸̭̌̌̚ту̀ ̦е полу̸̌̀т о̦̍о̏ле̛̦̜ п̬о̛̹̏к̛ 

https://github.com/hfiref0x/UACME
https://github.com/Cr4sh/secretnet_expl
https://github.com/hfiref0x/TDL
https://github.com/hfiref0x/TDL
http://blog.cr4.sh/2016/02/exploiting-smm-callout-vulnerabilities.html
http://esec-lab.sogeti.com/posts/2016/05/30/smm-unchecked-pointer-vulnerability.html
http://blog.cr4.sh/2016/06/exploring-and-exploiting-lenovo.html
http://blog.cr4.sh/2016/10/exploiting-ami-aptio-firmware.html
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʿ̬̌кт̸̛е̭к̌́ ̭то̬о̦̌ ̏оп̬о̭̌ 

USER   →   SMM ? 

 ʿол̽̚о̏̌тел̽ → Ад̛̛̥̦̭т̬̌то̬ 

 Ад̛̛̥̦̭т̬̌то̬ → Яд̬о Оˁ 

 Яд̬о Оˁ → SMM 

 

 

 SMM → ʯ̌к̬епле̛̦е ̏ ̛̭̭те̥е 

• О̵̍од User Access Control (6 ̌кту̌л̵̦̼̽ ̥етодо̏Ϳ: UACMe 

• У̛̥̼́̏̚е подп̛̭̦̦̼̌е д̬̜̌̏е̬̼ (попул̬̦̼́е): Secret Net, Virtual Box  

• У̛̥́̏̚о̭т̛ ̏ о̬̍̌̍от̸̛к̵̌ SMI ;̌̚ п̬о̹л̼̜ ̐одͿ: 1, 2, 3, 4 
o ʺ̌ло кто ̌̚ду̥̼̏̌ет̭́ о̍ о̦̍о̏ле̛̛̦ п̬о̛̹̏ок 

o ʻе ̭̏е ̬̬̌̌̍̚от̸̛к̛ опе̬̌т̛̦̏о ̼̏пу̭к̌̀т п̌т̸̛ 

o ˀ̬̌̌̍̚от̸̛к̛ ̥о̐ут пе̬е̭т̌т̽ ̼̏пу̭к̌т̽ п̌т̸̛ дл́ от̦о̛̭тел̦̽о ̭т̵̬̼̌ ̛̭̭те̥ 

o ʻ̛̚ко̍̀д̙ет̦̼е ̛̭̭те̥̼ ̸̭̌̌̚ту̀ ̦е полу̸̌̀т о̦̍о̏ле̛̦̜ п̬о̛̹̏к̛ 

 • У̛̥̼́̏̚е/̼̏кл̸̀е̦̦̼е ̥е̵̛̦̥̼̌̚ ̛̺̌̚т̼ flash-п̥̌́т̛ 

https://github.com/hfiref0x/UACME
https://github.com/Cr4sh/secretnet_expl
https://github.com/hfiref0x/TDL
https://github.com/hfiref0x/TDL
http://blog.cr4.sh/2016/02/exploiting-smm-callout-vulnerabilities.html
http://esec-lab.sogeti.com/posts/2016/05/30/smm-unchecked-pointer-vulnerability.html
http://blog.cr4.sh/2016/06/exploring-and-exploiting-lenovo.html
http://blog.cr4.sh/2016/10/exploiting-ami-aptio-firmware.html
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

З̌к̬епле̛̦е ̏ ̛̭̭те̥е ̏ ко̦тек̭те SMM 

o BIOS Write Protection (̬е̛̭̐т̬̼ ̸̛п̭ет̌) 

o UEFI Secure Boot 

 

o Intel® TXT 

o Intel® Boot Guard 

o Intel® Bios Guard 

ʺе̵̛̦̥̼̌̚ ̛̺̌̚т̼, п̬едот̛̬̺̺̏̌̌̀е ̦̏ед̬е̛̦е ̬̏едо̦о̭̦о̐о код̌ ̏ п̬о̛̹̏ку UEFI: 
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

З̌к̬епле̛̦е ̏ ̛̭̭те̥е ̏ ко̦тек̭те SMM 

 BIOS Write Protection (̬е̛̭̐т̬̼ ̸̛п̭ет̌) 

o UEFI Secure Boot 

 

o Intel® TXT 

o Intel® Boot Guard 

o Intel® Bios Guard 

• VU#766164, CVE-2015-3692, ̦еп̛̬̌̏л̦̽̌́ ̦̭̌т̬о̜к̌ 

 

 

ʺе̵̛̦̥̼̌̚ ̛̺̌̚т̼, п̬едот̛̬̺̺̏̌̌̀е ̦̏ед̬е̛̦е ̬̏едо̦о̭̦о̐о код̌ ̏ п̬о̛̹̏ку UEFI: 

https://www.kb.cert.org/vuls/id/766164
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

З̌к̬епле̛̦е ̏ ̛̭̭те̥е ̏ ко̦тек̭те SMM 

 BIOS Write Protection (̬е̛̭̐т̬̼ ̸̛п̭ет̌) 

 UEFI Secure Boot 

 

o Intel® TXT 

o Intel® Boot Guard 

o Intel® Bios Guard 

• VU#766164, CVE-2015-3692, ̦еп̛̬̌̏л̦̽̌́ ̦̭̌т̬о̜к̌ 

• ͞Golden Key ,͟ CVE-2016-5247, All Your Boot Are Belong To 

Us (CanSecWest, 2014) 

 

ʺе̵̛̦̥̼̌̚ ̛̺̌̚т̼, п̬едот̛̬̺̺̏̌̌̀е ̦̏ед̬е̛̦е ̬̏едо̦о̭̦о̐о код̌ ̏ п̬о̛̹̏ку UEFI: 

https://www.kb.cert.org/vuls/id/766164
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://www.xda-developers.com/microsofts-debug-mode-flaw-and-golden-key-leak-allows-disabling-of-secure-boot/
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

З̌к̬епле̛̦е ̏ ̛̭̭те̥е ̏ ко̦тек̭те SMM 

 BIOS Write Protection (̬е̛̭̐т̬̼ ̸̛п̭ет̌) 

 UEFI Secure Boot 

 

 Intel® TXT 

o Intel® Boot Guard 

o Intel® Bios Guard 

• VU#766164, CVE-2015-3692, ̦еп̛̬̌̏л̦̽̌́ ̦̭̌т̬о̜к̌ 

• ͞Golden Key ,͟ CVE-2016-5247, All Your Boot Are Belong To 

Us (CanSecWest, 2014) 

• ITL 2009, ITL 2009, ITL 2011 

 

 

ʺе̵̛̦̥̼̌̚ ̛̺̌̚т̼, п̬едот̛̬̺̺̏̌̌̀е ̦̏ед̬е̛̦е ̬̏едо̦о̭̦о̐о код̌ ̏ п̬о̛̹̏ку UEFI: 

https://www.kb.cert.org/vuls/id/766164
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://www.xda-developers.com/microsofts-debug-mode-flaw-and-golden-key-leak-allows-disabling-of-secure-boot/
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
http://invisiblethingslab.com/resources/bh09dc/Attacking Intel TXT - paper.pdf
http://invisiblethingslab.com/resources/misc09/Another TXT Attack.pdf
http://invisiblethingslab.com/resources/2011/Attacking_Intel_TXT_via_SINIT_hijacking.pdf
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

З̌к̬епле̛̦е ̏ ̛̭̭те̥е ̏ ко̦тек̭те SMM 

 BIOS Write Protection (̬е̛̭̐т̬̼ ̸̛п̭ет̌) 

 UEFI Secure Boot 

 

 Intel® TXT 

 Intel® Boot Guard 

o Intel® Bios Guard 

• VU#766164, CVE-2015-3692, ̦еп̛̬̌̏л̦̽̌́ ̦̭̌т̬о̜к̌ 

• ͞Golden Key ,͟ CVE-2016-5247, All Your Boot Are Belong To 

Us (CanSecWest, 2014) 

• ITL 2009, ITL 2009, ITL 2011 

• Safeguarding Rootkits: Intel BootGuard (ZeroNights, 2016) 

 

ʺе̵̛̦̥̼̌̚ ̛̺̌̚т̼, п̬едот̛̬̺̺̏̌̌̀е ̦̏ед̬е̛̦е ̬̏едо̦о̭̦о̐о код̌ ̏ п̬о̛̹̏ку UEFI: 

https://www.kb.cert.org/vuls/id/766164
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://www.xda-developers.com/microsofts-debug-mode-flaw-and-golden-key-leak-allows-disabling-of-secure-boot/
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
http://invisiblethingslab.com/resources/bh09dc/Attacking Intel TXT - paper.pdf
http://invisiblethingslab.com/resources/misc09/Another TXT Attack.pdf
http://invisiblethingslab.com/resources/2011/Attacking_Intel_TXT_via_SINIT_hijacking.pdf
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

З̌к̬епле̛̦е ̏ ̛̭̭те̥е ̏ ко̦тек̭те SMM 

 BIOS Write Protection (̬е̛̭̐т̬̼ ̸̛п̭ет̌) 

 UEFI Secure Boot 

 

 Intel® TXT 

 Intel® Boot Guard 

 Intel® Bios Guard 

• VU#766164, CVE-2015-3692, ̦еп̛̬̌̏л̦̽̌́ ̦̭̌т̬о̜к̌ 

• ͞Golden Key ,͟ CVE-2016-5247, All Your Boot Are Belong To 

Us (CanSecWest, 2014) 

• ITL 2009, ITL 2009, ITL 2011 

• Safeguarding Rootkits: Intel BootGuard (ZeroNights, 2016) 

• В̼кл̸̀е̦ по у̥ол̸̛̦̌̀ 

 

ʺе̵̛̦̥̼̌̚ ̛̺̌̚т̼, п̬едот̛̬̺̺̏̌̌̀е ̦̏ед̬е̛̦е ̬̏едо̦о̭̦о̐о код̌ ̏ п̬о̛̹̏ку UEFI: 

ʥол̛̹̦̭̽т̏о ̥е̵̛̦̥̌̚о̏ ̼̏кл̸̀е̦о по у̥ол̸̛̦̌̀! 

https://www.kb.cert.org/vuls/id/766164
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://support.apple.com/en-us/HT204934
https://www.xda-developers.com/microsofts-debug-mode-flaw-and-golden-key-leak-allows-disabling-of-secure-boot/
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://support.lenovo.com/ru/en/product_security/ps500067
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
https://cansecwest.com/slides/2014/AllYourBoot_csw14-intel-final.pdf
http://invisiblethingslab.com/resources/bh09dc/Attacking Intel TXT - paper.pdf
http://invisiblethingslab.com/resources/misc09/Another TXT Attack.pdf
http://invisiblethingslab.com/resources/2011/Attacking_Intel_TXT_via_SINIT_hijacking.pdf
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
https://2016.zeronights.org/conference-materials/presentations/
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ˀе̌л̦̽̌ л̛ ̾т̌ у̬̐о̌̚? 

ʰ̏̚е̭т̦̼е ̛̥̬у ̶̛̛̦де̦т̼: 

• Hacking Team UEFI Vector (bootkit) 

• NSA DEITYBOUNCE (backdoor) 

• Lenovo Computrace (spyware) 

 

 

 

 

The UEFI Firmware Rootkits: Myths and Reality (ZeroNights, 2016) 

https://2016.zeronights.ru/wp-content/uploads/2016/12/1_2_UEFI_Rootkits_ZN_2016.pdf
https://2016.zeronights.ru/wp-content/uploads/2016/12/1_2_UEFI_Rootkits_ZN_2016.pdf
https://2016.zeronights.ru/wp-content/uploads/2016/12/1_2_UEFI_Rootkits_ZN_2016.pdf
https://2016.zeronights.ru/wp-content/uploads/2016/12/1_2_UEFI_Rootkits_ZN_2016.pdf
https://2016.zeronights.ru/wp-content/uploads/2016/12/1_2_UEFI_Rootkits_ZN_2016.pdf
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʿ̬е̏е̦т̛̦̼̏е ̥е̬̼ ̛̺̌̚т̼ 

• ˁ̏ое̬̏е̥е̦̦̼е о̦̍о̏ле̛̦́ BIOS 

• Акт̶̛̛̏̌́ ̦̭̌т̬оек ̍е̚оп̭̦̌о̭т̛ ̏ BIOS 

• Windows SMM Security Mitigations Table (Windows 10, 

1607)  

• ˁ̛̭те̥̼ ̌̏то̥̌т̛̛̬̚о̦̦̏̌о̜ п̬о̏е̬к̛ ̶ело̭т̦о̭т̛ 

̭̏т̬ое̦̦о̐о ʿО (Copernicus, virustotal) 

 

 

 

http://blog.virustotal.com/2016/01/putting-spotlight-on-firmware-malware_27.html
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

З̌кл̸̀е̛̦е 

• ʻе ̭то̛т ду̥̌т̽ о ̍е̚оп̭̦̌о̭т̛ п̬о̛̹̏ок, к̌к о п̬о̍ле̥е «̌̏̚т̬̹̦̌е̐о д̦́» 

• ˋе̥ ̛̦̙е ̌̚к̬епл́ет̭́ ̌т̌ку̛̺̜̀, те̥ ̍ол̹̽е у ̦е̐о ̏о̥̚о̙̦о̭те̜ ̛ те̥ т̬уд̦ее е̐о о̦̬̍̌у̛̙т̽ 

• ʤ ʦ̼ у̏е̬е̦̼, ̸то ʦ̹̌̌ ̛̭̭те̥̌ ̦е ̭ко̥п̬о̥ет̛̬о̦̏̌̌? 
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʦоп̬о̭̼? 

Digital Security ̏ ʺо̭к̏е: ;ϰϵϱͿ ϮϮϯ-07-86  

Digital Security ̏ ˁ̦̌кт-ʿете̬̍у̬̐е: ;ϴϭϮͿ ϳϬϯ-15-47  

ˁп̛̭̌̍о ̌̚ ̛̛̦̥̦̏̌е! 
Воп̬о̭̼? 

ˀу̭л̦̌ ʯ̌к̛̬о̏ 

r.zakirov@dsec.ru 

mailto:r.zakirov@dsec.ru
mailto:r.zakirov@dsec.ru
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

BACKUP 
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

Tails OS vs LightEater 

Tails OS: 

• «ʮ̛̏̌́ Оˁ» 

• В̭е ̭оед̛̦е̛̦́ ̛дут ̸е̬е̚ Tor 

• ʿ̛̬̏̌т̦о̭т̽ ̛ ̦̌о̛̦̥̦о̭т̽ 

• ʻе о̭т̌̏л́ет ̭ледо̏ ̦̌ ̛̥̹̦̌е 

• ʰ̭пол̽̚о̏̌л̭̌̽ Эд̬̏̌до̥ ˁ̦оуде̦о̥ 

 

 

 

 How Many Million BIOSes Would you Like to Infect? (2015) 

LegbaCore LightEater: 

• «Док̌̌̚тел̭̽т̏о ко̶̦еп̶̛̛» ̬̏едо̦о̭̦о̐о ʿО UEFI 

• ˀ̌̍от̌ет ̛̚ ̬е̛̙̥̌ SMM 

• ʿе̛̬од̸̛е̭к̛ ̭к̛̦̬̌ует п̥̌́т̽ 

• Д̥̌п̛т PGP кл̸̛̀, п̬̌ол̛, ̴̛̬̭̹̬̌о̦̦̼̏̌е 

по̸то̼̏е ̭оо̺̍е̛̦́ 

 

 

 

 

EXTRA SLIDES 

http://www.legbacore.com/Research_files/HowManyMillionBIOSesWouldYouLikeToInfect_Whitepaper_v1.pdf
http://www.legbacore.com/Research_files/HowManyMillionBIOSesWouldYouLikeToInfect_Whitepaper_v1.pdf
http://www.legbacore.com/Research_files/HowManyMillionBIOSesWouldYouLikeToInfect_Whitepaper_v1.pdf
http://www.legbacore.com/Research_files/HowManyMillionBIOSesWouldYouLikeToInfect_Whitepaper_v1.pdf
http://www.legbacore.com/Research_files/HowManyMillionBIOSesWouldYouLikeToInfect_Whitepaper_v1.pdf
http://www.legbacore.com/Research_files/HowManyMillionBIOSesWouldYouLikeToInfect_Whitepaper_v1.pdf
http://www.legbacore.com/Research_files/HowManyMillionBIOSesWouldYouLikeToInfect_Whitepaper_v1.pdf
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ʻ̌ л̛̛̛̦ о̦̐́: UEFI BIOS 

ʦ̛̬ту̌л̶̛̛̌́̚ 

• В̼̭ок̌́ ̭ло̙̦о̭т̽ пол̦о̜ ̛̬̏ту̌л̶̛̛̛̌̚ 

• Ко̥п̬о̥ет̶̛̌́ SMM п̛̬̏од̛т к 

ко̥п̬о̥ет̶̛̛̌ ̛̐пе̛̬̏̚о̬̌ 

• Xen: Xen 0wning Trilogy (3 ̌т̌к̛Ϳ 

• Attacking Hypervisors via Firmware and 

Hardware (BlackHat, 2015) 

 

 

 

 

 ʰ̚ол̶̛́́ ̦̌ о̭̦о̏е ̛̬̏ту̌л̶̛̛̛̌̚ 

EXTRA SLIDES 

http://theinvisiblethings.blogspot.ru/2008/08/our-xen-0wning-trilogy-highlights.html
http://theinvisiblethings.blogspot.ru/2008/08/our-xen-0wning-trilogy-highlights.html
http://theinvisiblethings.blogspot.ru/2008/08/our-xen-0wning-trilogy-highlights.html
http://www.intelsecurity.com/advanced-threat-research/content/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf
http://www.intelsecurity.com/advanced-threat-research/content/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf
http://www.intelsecurity.com/advanced-threat-research/content/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf
http://www.intelsecurity.com/advanced-threat-research/content/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf
http://www.intelsecurity.com/advanced-threat-research/content/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf
http://www.intelsecurity.com/advanced-threat-research/content/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf
http://www.intelsecurity.com/advanced-threat-research/content/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf
http://www.intelsecurity.com/advanced-threat-research/content/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf

