
Cɟɪɝɟɣ Ƚɪɭɡɞɟɜ 
Ƚɟɧ. ɞɢɪɟɤɬɨɪ 

Ⱥɥɚɞɞɢɧ Ɋ.Ⱦ. 

ɉɪɨɛɥɟɦɵ ɞɨɜɟɪɢɹ ɤ ɢɦɩɨɪɬɧɨɣ ɷɥɟɤɬɪɨɧɢɤɟ 
ɧɚ ɛɚɡɟ SoC (System-On-Chip)  

Ɉɫɨɛɟɧɧɨɫɬɢ ɩɨɫɬɪɨɟɧɢɹ ɫɢɫɬɟɦ ɧɚ ɛɚɡɟ SoC  
Ⱥɪɯɢɬɟɤɬɭɪɚ ɫɨɜɪɟɦɟɧɧɵɯ ARM-ɩɪɨɰɟɫɫɨɪɨɜ, ɩɪɨɛɥɟɦɚ ɡɚɤɥɚɞɨɤ ɜ ɩɪɨɰɟɫɫɨɪɚɯ 

ɑɬɨ ɬɚɤɨɟ TrustZone ɢ ɞɥɹ ɱɟɝɨ ɫɞɟɥɚɧɚ 

ɇɚɫɤɨɥɶɤɨ ɷɮɮɟɤɬɢɜɧɚ ɫɟɪɬɢɮɢɤɚɰɢɹ Ɉɋ ɢ ɩɪɢɥɨɠɟɧɢɣ? 

Ɉ ɜɨɡɦɨɠɧɨɫɬɢ "ɫɬɟɪɢɥɢɡɚɰɢɢ" ɡɚɪɭɛɟɠɧɵɯ ARM-ɩɪɨɰɟɫɫɨɪɨɜ ɢ ɫɨɡɞɚɧɢɢ ɞɨɜɟɪɟɧɧɨɣ 
ɚɩɩɚɪɚɬɧɨ-ɩɪɨɝɪɚɦɦɧɨɣ ɫɪɟɞɵ 

 



ɉɪɨɛɥɟɦɚ "ɩɨɫɥɟɞɧɟɣ ɦɢɥɢ" - ɧɟɦɧɨɝɨ ɮɚɤɬɨɜ 

ȼɡɥɨɦ ɷɤɪɚɧɨɜ (ɫɢɫɬɟɦ ɨɩɨɜɟɳɟɧɢɹ) ɜ ɩɭɛɥɢɱɧɵɯ ɦɟɫɬɚɯ 
ɫɬɚɧɨɜɢɬɫɹ ɪɟɝɭɥɹɪɧɵɦ 
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13 ɚɜɝɭɫɬɚ 2013 ɝ., ɞɜɨɪɟɰ Ɋɟɫɩɭɛɥɢɤɢ ɜ Ⱥɥɦɚɬɵ 

- ɇɟɫɤɨɥɶɤɨ ɱɚɫɨɜ ɤɪɭɬɢɥɚɫɶ ɩɨɪɧɭɲɤɚ 

- Ɉɪɝɚɧɢɡɨɜɚɥ ɯɚɤɟɪ ɫɨ ɫɜɨɟɝɨ ɦɨɛɢɥɶɧɨɝɨ ɬɟɥɟɮɨɧɚ 

3 ɚɜɝɭɫɬɚ 2010 ɝ., ɉɚɪɥɚɦɟɧɬ ɂɧɞɨɧɟɡɢɢ 

- ɇɚ ɷɤɪɚɧɟ, ɨɬɪɚɠɚɸɳɟɦ ɯɨɞ ɝɨɥɨɫɨɜɚɧɢɣ, ɩɨɥɱɚɫɚ ɤɪɭɬɢɥɚɫɶ ɩɨɪɧɭɲɤɚ 

əɧɜɚɪɶ 2009 ɝ., Ɇɨɫɤɜɚ 

- ɉɨɤɚɡ ɩɨɪɧɨɮɢɥɶɦɚ ɧɚ ɛɨɥɶɲɢɯ ɷɤɪɚɧɚɯ ɧɚ ɋɚɞɨɜɨɦ ɤɨɥɶɰɟ 

- Ƚɥɭɯɚɹ ɩɪɨɛɤɚ, ɫɛɨɣ ɜ ɪɚɛɨɬɟ ɧɚɡɟɦɧɨɝɨ ɬɪɚɧɫɩɨɪɬɚ 

13 ɮɟɜɪɚɥɹ 2013 ɝ., ɋɒȺ 

- ȼɡɥɨɦɚɧɚ ɜɫɹ ɫɢɫɬɟɦɚ ɷɥ. ɨɩɨɜɟɳɟɧɢɹ ɧɚɫɟɥɟɧɢɹ 

- Ɍɪɚɧɫɥɹɰɢɹ "ɫɰɟɧ ɭɠɚɫɨɜ" ɢ ɫɨɨɛɳɟɧɢɣ ɨ ɧɚɩɚɞɟɧɢɹɯ ɡɨɦɛɢ  

18 ɦɚɪɬɚ 2009 ɝ., ɇɶɸ-Ƀɨɪɤ 

- ȼɡɥɨɦɚɧɵ ɷɥɟɤɬɪɨɧɧɵɟ ɞɨɪɨɠɧɵɟ ɡɧɚɤɢ 

- ɉɨ ɜɫɟɦɭ ɝɨɪɨɞɭ ɬɪɚɧɫɥɢɪɭɟɬɫɹ ɫɨɨɛɳɟɧɢɟ "ɇɶɸ-Ƀɨɪɤ ɝɢɛɧɟɬ" 

- Эɬɨ ɩɪɢɜɟɥɨ ɤ ɦɚɫɫɨɜɵɦ ɚɜɚɪɢɹɦ, ɩɚɧɢɤɟ ɢ ɝɢɛɟɥɢ ɥɸɞɟɣ 



ɉɪɨɛɥɟɦɚ "ɩɨɫɥɟɞɧɟɣ ɦɢɥɢ" - ɧɟɦɧɨɝɨ ɮɚɤɬɨɜ 

Ʌɨɠɧɵɟ ɨɩɨɜɟɳɟɧɢɹ 
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- 4 ɢɸɥɹ 2011 ɝɨɞɚ, ɜ Ⱦɟɧɶ ɧɟɡɚɜɢɫɢɦɨɫɬɢ ɋɒȺ - ɫɨɨɛɳɟɧɢɟ ɨɛ ɭɛɢɣɫɬɜɟ 
Ȼ. Ɉɛɚɦɵ 

- Ɇɚɣ 2012, Ʉɢɬɚɣ - ɫɨɨɛɳɟɧɢɟ ɨ ɩɪɢɛɥɢɠɚɸɳɟɦɫɹ ɡɟɦɥɹɬɪɟɫɟɧɢɢ 

- ɂɸɧɶ 2007 - ɫɨɨɛɳɟɧɢɟ ɨ ɹɞɟɪɧɨɦ ɜɡɪɵɜɟ ɜ ɑɟɯɢɢ ɫ ɬɪɚɧɫɥɹɰɢɟɣ 
"ɤɚɪɬɢɧɤɢ ɫ ɦɟɫɬɚ ɫɨɛɵɬɢɹ" (50,000 ɱɟɥɨɜɟɤ ɫɨɪɜɚɥɢɫɶ ɫɨ ɫɜɨɢɯ ɦɟɫɬ) 

ɉɪɨɛɥɟɦɚ ɜ ɭɹɡɜɢɦɨɫɬɢ ɤɨɧɟɱɧɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ ɢ 
ɜɨɡɦɨɠɧɨɫɬɢ ɩɟɪɟɯɜɚɬɚ ɭɩɪɚɜɥɟɧɢɹ 

- IP-ɤɚɦɟɪɵ 

- ɉɥɟɣɟɪɵ ɤɨɧɬɟɧɬɚ ɞɥɹ ɷɤɪɚɧɨɜ 

- ɂɫɩɨɥɧɢɬɟɥɶɧɵɟ ɭɫɬɪɨɣɫɬɜɚ 

ɉɪɨɛɥɟɦɵ ɩɪɢ ɪɚɫɫɥɟɞɨɜɚɧɢɢ ɩɪɨɢɡɨɲɟɞɲɢɯ ɢɧɰɢɞɟɧɬɨɜ 

- ɉɨɞɦɟɧɚ ɤɨɧɬɟɧɬɚ ɜ ɚɪɯɢɜɚɯ 

- Ɉɬɜɟɬɫɬɜɟɧɧɨɫɬɶ - ɤɬɨ ɞɚɜɚɥ ɤɨɦɚɧɞɵ? Ʉɚɤɢɟ? ɑɬɨ ɬɪɚɧɫɥɢɪɨɜɚɥɢ ɢɥɢ 
ɩɨɥɭɱɚɥɢ ɫ ɤɚɦɟɪ? 

ɇɨ ɜɫё ɷɬɨ ɥɢɲɶ ɞɟɬɫɤɢɟ 
ɲɚɥɨɫɬɢ… 



ɇɚ ɱёɦ ɩɨɫɬɪɨɟɧɚ ɫɨɜɪɟɦɟɧɧɚɹ ɷɥɟɤɬɪɨɧɢɤɚ 

Ȼɨɥɶɲɢɧɫɬɜɨ ɫɨɜɪɟɦɟɧɧɵɯ ɭɫɬɪɨɣɫɬɜ ɩɨɫɬɪɨɟɧɨ ɧɚ 
ɛɚɡɟ ɦɢɤɪɨɩɪɨɰɟɫɫɨɪɨɜ ɚɪɯɢɬɟɤɬɭɪɵ ARM (System-

on-Chip - SoC) 

- Ɇɨɛɢɥɶɧɵɟ ɬɟɥɟɮɨɧɵ, ɩɥɚɧɲɟɬɵ, ɷɥ. ɤɧɢɝɢ 

- Smart-TV, TV-ɩɪɢɫɬɚɜɤɢ 

- ɂɧɬɟɥɥɟɤɬɭɚɥɶɧɵɟ ɩɥɚɬёɠɧɵɟ ɬɟɪɦɢɧɚɥɵ (POS, ATM) 

- Ɇɟɞɢɰɢɧɫɤɨɟ ɨɛɨɪɭɞɨɜɚɧɢɟ, ɩɪɢɧɬɟɪɵ, ɤɨɩɢɪɵ 

- Ⱥɜɬɨɦɨɛɢɥɶɧɚɹ ɢ ɛɨɪɬɨɜɚɹ ɜɫɬɪɚɢɜɚɟɦɚɹ ɷɥɟɤɬɪɨɧɢɤɚ 
(ɦɭɥɶɬɢɦɟɞɢɚ-ɧɚɜɢɝɚɰɢɹ-ɫɜɹɡɶ) 

- ɉɪɨɦɵɲɥɟɧɧɚɹ ɚɜɬɨɦɚɬɢɤɚ (ɜ Ⱥɋɍ Ɍɉ, ɤɨɧɬɪɨɥɥɟɪɵ) 
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ɇɚ ɱёɦ ɩɨɫɬɪɨɟɧɚ ɫɨɜɪɟɦɟɧɧɚɹ ɷɥɟɤɬɪɨɧɢɤɚ 

ɇɚɱɢɧɚɹ ɫ ARM Cortex A5 (ɦɭɥɶɬɢɦɟɞɢɣɧɵɟ 
ɩɪɨɰɟɫɫɨɪɵ) ɢ R4 (ɞɥɹ ɩɪɨɦɵɲɥɟɧɧɨɣ 
ɷɥɟɤɬɪɨɧɢɤɢ ɢ ɜɫɬɪɚɢɜɚɟɦɵɯ ɫɢɫɬɟɦ), ɜ 
ɦɢɤɪɨɩɪɨɰɟɫɫɨɪɚɯ ɩɨɹɜɢɥɚɫɶ ɬ.ɧ. TrustZone  

- TrustZone - ɚɩɩɚɪɚɬɧɚɹ ɢɡɨɥɹɰɢɹ (ɜɢɪɬɭɚɥɢɡɚɰɢɹ) 
ɞɜɭɯ ɩɚɪɚɥɥɟɥɶɧɵɯ ɩɪɨɰɟɫɫɨɜ ("ɦɢɪɨɜ") 
- "Ⱦɨɜɟɪɟɧɧɨɝɨ" / ɛɟɡɨɩɚɫɧɨɝɨ (Secure World) 

- ɇɨɪɦɚɥɶɧɨɝɨ / ɨɛɵɱɧɨɝɨ (Normal World), ɝɞɟ ɪɚɛɨɬɚɸɬ 
ɩɪɢɥɨɠɟɧɢɹ ɩɨɞ ɭɩɪɚɜɥɟɧɢɟɦ ɩɪɢɜɵɱɧɵɯ Ɉɋ - Android, 
iOS, Linux, Tizen, Sailfish,.. 
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Ⱥɪɯɢɬɟɤɬɭɪɚ ɫɨɜɪɟɦɟɧɧɨɝɨ ARM-ɩɪɨɰɟɫɫɨɪɚ 
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      ɍɩɪɚɜɥɟɧɢɟ ɨɛɦɟɧɨɦ ɫ  
ɩɟɪɢɮɟɪɢɟɣ ɩɪɨɢɡɜɨɞɢɬɫɹ 
ɱɟɪɟɡ TrustZone* 

     * - ȿɫɥɢ ɡɚɝɪɭɠɟɧɚ Trusted OS 

#1 - Ɂɚɝɪɭɡɱɢɤ 

- ɩɨɥɭɱɚɟɬ ɭɩɪɚɜɥɟɧɢɟ ɫɪɚɡɭ ɩɨɫɥɟ 
ɜɤɥɸɱɟɧɢɹ ɩɢɬɚɧɢɹ, ɫɬɚɪɬɭɟɬ 
Secure OS 

#2 - Secure OS ɡɚɝɪɭɠɚɟɬ 
"ɝɨɫɬɟɜɭɸ" RichOS 

- ɩɨɥɭɱɚɟɬ ɭɩɪɚɜɥɟɧɢɟ ɫɪɚɡɭ ɩɨɫɥɟ 
ɜɤɥɸɱɟɧɢɹ ɩɢɬɚɧɢɹ 

#3 - Secure OS ɦɨɠɟɬ ɤɨɧɬɪɨɥɢɪɨɜɚɬɶ ɜɫё 

- ɩɪɢɥɨɠɟɧɢɹ ɢ ɫɚɦɚ RichOS ɭɡɧɚɬɶ ɨɛ ɷɬɨɦ ɧɟ 
ɦɨɝɭɬ 



Ʉɟɦ ɢ ɞɥɹ ɱɟɝɨ ɫɞɟɥɚɧɚ TrustZone 

Ʉɟɦ? 

Ɍɟɯɧɨɥɨɝɢɹ TrustZone ɛɵɥɚ ɪɚɡɪɚɛɨɬɚɧɚ 
ɚɧɝɥɢɣɫɤɨɣ ɤɨɦɩɚɧɢɟɣ ARM ɢ ɞɨɛɚɜɥɟɧɚ ɜ 
ɚɪɯɢɬɟɤɬɭɪɭ ɫɨɜɪɟɦɟɧɧɵɯ ɦɢɤɪɨɩɪɨɰɟɫɫɨɪɨɜ 
SoC 

Ɍɟɯɧɨɥɨɝɢɹ ɛɵɥɚ ɫɬɚɧɞɚɪɬɢɡɢɪɨɜɚɧɚ ɜ 2010 ɝ. ɢ 
ɥɟɝɥɚ ɜ ɨɫɧɨɜɭ Device GlobalPlatform 

- Ⱦɥɹ Ɇ2Ɇ, IoT ɜ ɩɟɪɜɭɸ ɨɱɟɪɟɞɶ 
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Ʉɟɦ ɢ ɞɥɹ ɱɟɝɨ ɫɞɟɥɚɧɚ TrustZone 

Ⱦɥɹ ɱɟɝɨ? 

Ʉɨɧɬɪɨɥɶ ɡɚ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɟɦ ɤɨɧɬɟɧɬɚ (DRM) 
- ɉɥɚɬɧɨɟ TV, ɦɭɡɵɤɚ, ɜɢɞɟɨ (ɫ ɡɚɳɢɬɨɣ - ɩɪɢɜɹɡɵɜɚɧɢɟ ɥɢɰɟɧɡɢɢ ɤ 

ɤɨɧɤɪɟɬɧɨɦɭ ɭɫɬɪɨɣɫɬɜɭ) 

Ȼɟɡɨɩɚɫɧɨɫɬɶ ɩɥɚɬɟɠɟɣ 

- Secure PIN (ɜɜɨɞɢɬɫɹ ɢɡ Secure OS, ɡɚɳɢɳɟɧɨ ɨɬ ɩɟɪɟɯɜɚɬɚ ɢɡ 
"ɝɨɫɬɟɜɨɣ" Ɉɋ) 

- Ȼɟɡɨɩɚɫɧɨɟ ɯɪɚɧɟɧɢɟ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɯ ɤɥɸɱɟɣ (ɲɢɮɪɨɜɚɧɢɹ, 
ɩɨɞɩɢɫɢ), ɜɵɩɨɥɧɟɧɢɟ ɤɪɢɩɬɨɨɩɟɪɚɰɢɣ ɜ ɢɡɨɥɢɪɨɜɚɧɧɨɣ ɫɪɟɞɟ 
(Secure OS) 

- Ȼɟɡɨɩɚɫɧɚɹ ɜɢɡɭɚɥɢɡɚɰɢɹ ɞɚɧɧɵɯ (ɩɪɢ ɩɨɞɬɜɟɪɠɞɟɧɢɢ ɬɪɚɧɡɚɤɰɢɢ) 

Ⱦɨɜɟɪɟɧɧɵɟ ɤɨɪɩɨɪɚɬɢɜɧɵɟ ɩɪɢɥɨɠɟɧɢɹ 

- ɍɞɚɥёɧɧɵɣ ɛɟɡɨɩɚɫɧɵɣ ɞɨɫɬɭɩ, VPN, ɚɭɬɟɧɬɢɮɢɤɚɰɢɹ 

- Ɂɚɳɢɳёɧɧɚɹ ɩɨɱɬɚ 

- Ɂɚɳɢɳёɧɧɚɹ ɩɟɪɟɞɚɱɚ ɞɚɧɧɵɯ, ɝɨɥɨɫɚ 

‣ ɉɪɢɦɟɪ: KNOX-2 (Samsung) 
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ȼ ɱёɦ ɩɪɨɛɥɟɦɚ 

ɉɪɚɤɬɢɱɟɫɤɢ ɜɫɟ ɤɪɭɩɧɵɟ ɩɪɨɢɡɜɨɞɢɬɟɥɢ 
ɭɫɬɪɨɣɫɬɜ ɧɚ ɛɚɡɟ ARM-ɚɪɯɢɬɟɤɬɭɪɵ ɫɬɚɥɢ 
ɜɵɩɭɫɤɚɬɶ ɫɜɨɢ ɭɫɬɪɨɣɫɬɜɚ ɫ "ɡɚɤɪɵɬɨɣ" TrustZone 

- Ɇɧɨɝɢɯ ɤɪɭɩɧɟɣɲɢɯ ɩɪɨɢɡɜɨɞɢɬɟɥɟɣ (Ʉɢɬɚɣ, Ɍɚɣɜɚɧɶ, 
Ʉɨɪɟɹ) ɤɭɩɢɥɢ* ɚɦɟɪɢɤɚɧɰɵ (ɩɪɨɢɧɜɟɫɬɢɪɨɜɚɥɢ) 

- Ɉɧɢ ɫɬɚɥɢ ɜɵɩɭɫɤɚɬɶ ɫɜɨɢ ɭɫɬɪɨɣɫɬɜɚ ɧɚ ɩɪɨɰɟɫɫɨɪɚɯ ɫ 
"ɡɚɤɪɵɬɨɣ" TrustZone (ɫ ɦɨɞɭɥɟɦ ɨɬ ȺɇȻ) 

- Ɇɧɨɝɢɟ ɢɡ ɩɪɨɢɡɜɨɞɢɬɟɥɟɣ ɩɨɥɶɡɭɸɬɫɹ Reference design 
(ɬ.ɟ. ɬɨ, ɱɬɨ ɢɦ ɞɚɥɢ ɚɦɟɪɢɤɚɧɫɤɢɟ "ɢɧɜɟɫɬɨɪɵ"), ɧɟ 
ɩɨɧɢɦɚɹ, ɱɬɨ ɜɧɭɬɪɢ 

- ɂɧɰɢɞɟɧɬɵ ɧɚ ɤɢɬɚɣɫɤɢɯ ɛɢɪɠɚɯ => ɩɚɞɟɧɢɟ ɤɭɪɫɚ ɸɚɧɹ? 
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ȼ ɱёɦ ɩɪɨɛɥɟɦɚ 

ɉɪɢɥɨɠɟɧɢɟ ɢɡ TrustZone ɦɨɠɟɬ ɫɤɪɵɬɧɨ (ɢ 
ɧɟɨɛɧɚɪɭɠɢɜɚɟɦɨ) ɜɵɩɨɥɧɹɬɶ ɲɩɢɨɧɫɤɢɟ ɮɭɧɤɰɢɢ  
- ȼɤɥɸɱɚɬɶ ɦɢɤɪɨɮɨɧ, ɤɚɦɟɪɭ, ɜɵɜɨɞ ɧɚ ɷɤɪɚɧ, ɤɨɧɬɪɨɥɢɪɨɜɚɬɶ 

ɨɛɦɟɧ ɞɚɧɧɵɦɢ, ɦɚɧɢɩɭɥɢɪɨɜɚɬɶ ɢɧɮɨɪɦɚɰɢɟɣ (ɩɨɞɦɟɧɹɬɶ 
GPS/Ƚɥɨɧɚɫɫ ɤɨɨɪɞɢɧɚɬɵ ɢ ɩɪ.), ɤɪɚɫɬɶ ɤɪɢɩɬɨɝɪɚɮɢɱɟɫɤɢɟ 
ɤɥɸɱɢ, ɨɬɩɟɱɚɬɤɢ ɩɚɥɶɰɟɜ (ɫ ɫɟɧɫɨɪɚ), ɤɥɸɱɢ ɞɥɹ ɞɨɫɬɭɩɚ ɜ ɝɨɫ. 
ɢ ɤɨɪɩɨɪɚɬɢɜɧɵɟ ɢɧɮɨɪɦɚɰɢɨɧɧɵɟ ɫɢɫɬɟɦɵ ɢ ɬ.ɩ. 

- ȼ ɪɚɦɤɚɯ ɫɬɪɚɧɵ ɜɨɡɧɢɤɚɸɬ ɛɨɥɶɲɢɟ ɪɢɫɤɢ, ɱɬɨ ɦɨɠɟɬ ɛɵɬɶ 
"ɜɵɪɭɛɥɟɧɚ" ɫɜɹɡɶ ɢ ɢɧɮɪɚɫɬɪɭɤɬɭɪɚ ɭɩɪɚɜɥɟɧɢɹ, ɩɨɥɧɨɫɬɶɸ 
ɤɨɧɬɪɨɥɢɪɭɸɬɫɹ ɩɟɪɟɦɟɳɟɧɢɟ ɬɪɚɧɫɩɨɪɬɚ, ɥɸɞɟɣ, 
ɢɧɮɨɪɦɚɰɢɨɧɧɵɟ ɩɨɬɨɤɢ 

‣ Ɋɹɞ ɫɬɪɚɧ ɭɠɟ ɨɡɚɛɨɬɢɥɫɹ ɩɪɨɛɥɟɦɨɣ ɢɫɩɨɥɶɡɨɜɚɧɢɹ 
ɩɪɨɰɟɫɫɨɪɨɜ ɫ TrustZone, ɡɚɩɪɟɬɢɥ ɢɯ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɜ 
ɤɪɢɬɢɱɟɫɤɢ ɜɚɠɧɵɯ ɫɢɫɬɟɦɚɯ ɢ ɜɟɞёɬ ɪɚɡɪɚɛɨɬɤɭ ɫɨɛɫɬɜɟɧɧɨɣ 
ɞɟɣɫɬɜɢɬɟɥɶɧɨ ɞɨɜɟɪɟɧɧɨɣ Trusted OS 
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Ⱦɚёɬ ɥɢ ɱɬɨ-ɬɨ ɫɟɪɬɢɮɢɤɚɰɢɹ Ɉɋ ɢ ɩɪɢɥɨɠɟɧɢɣ? 

ɉɪɚɤɬɢɱɟɫɤɢ ɜɫɟ ɫɨɜɪɟɦɟɧɧɵɟ ARM-ɩɪɨɰɟɫɫɨɪɵ ɫɨɞɟɪɠɚɬ ɦɟɯɚɧɢɡɦ 
TrustZone 

- ȿɫɥɢ ɨɧɚ "ɡɚɤɪɵɬɚ" (ɚ ɜ 99% ɨɧɚ "ɡɚɤɪɵɬɚ"), ɬɨ ɫɤɨɪɟɟ ɜɫɟɝɨ ɬɚɤɨɣ ɩɪɨɰɟɫɫɨɪ ɭɠɟ 
"ɡɚɪɹɠɟɧ" 

- ɉɪɨɰɟɫɫɨɪɵ ɛɟɡ TrustZone ɭɹɡɜɢɦɵ (ɧɟɛɟɡɨɩɚɫɧɵ) 

"Ⱦɜɢɠɤɢ" ɛɨɥɶɲɢɧɫɬɜɚ ɦɨɛɢɥɶɧɵɯ, ɜɫɬɪɚɢɜɚɟɦɵɯ Ɉɋ (iOS, Android, Tizen, 
Sailfish ɩɨɫɬɪɨɟɧɵ ɧɚ ɹɞɪɟ Linux 

- ɉɪɢ ɢɧɢɰɢɚɥɢɡɚɰɢɢ ɭɫɬɪɨɣɫɬɜɚ ɹɞɪɨ ɨɛɪɚɳɚɟɬɫɹ ɤ ɦɟɯɚɧɢɡɦɚɦ TrustZone (Secure 
Monitor Call - ɜɧɟɲɧɟ ɧɢɱɟɦ ɧɟ ɩɪɢɦɟɱɚɬɟɥɶɧɚɹ ɤɨɦɚɧɞɚ SMC #0) 

- Ȼɟɡ ɷɬɨɝɨ ɹɞɪɨ ɩɪɨɫɬɨ ɧɟ ɡɚɩɭɫɬɢɬɫɹ (ɢɧɢɰɢɚɥɢɡɚɰɢɹ ɤɷɲ L2, ɭɩɪɚɜɥɟɧɢɟ ɩɢɬɚɧɢɟɦ ɢ ɩɪ.)  

ɋɟɪɬɢɮɢɰɢɪɨɜɚɧɧɵɟ Ɉɋ ɞɥɹ ARM-ɩɪɨɰɟɫɫɨɪɨɜ ɢɡ ɫɜɨɟɝɨ ɹɞɪɚ ɢɦɟɸɬ 
ɦɧɨɠɟɫɬɜɟɧɧɵɟ ɜɵɡɨɜɵ SMC #0 

- ɉɪɢɦɟɪɵ:  
- Android 6.0 Marshmallow 

- əɞɪɨ Astra Linux Special Edition 1.4 (ɪɟɥɢɡ “ɇɨɜɨɪɨɫɫɢɣɫɤ” ɞɥɹ ARM)  

- əɞɪɨ Linux 4.5 
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Эɮɮɟɤɬɢɜɧɚ ɥɢ ɫɟɪɬɢɮɢɤɚɰɢɹ Ɉɋ ɢ ɩɪɢɥɨɠɟɧɢɣ? 

Ɂɚɳɢɳёɧɧɵɟ ɫɦɚɪɬɮɨɧɵ 

Ʉɨɩɟɪɧɢɤ C1 

- ɉɪɨɰɟɫɫɨɪ: Qualcomm Snapdragon MSM 8960 

- Ɉɋ: Android 4.2.2 

Samsung Z3 

- ɉɪɨɰɟɫɫɨɪ: Qualcomm Snapdragon MSM 8916 

- Ɉɋ: Tizen 

YotaPhone, YotaPhone 2 

- ɉɪɨɰɟɫɫɨɪ: Qualcomm Snapdragon MSM 8960 / MSM 8974 

- Ɉɋ: Android 4.2.2 / Android 4.4, 5.0  

12 

Вɟзɞɟ ɟɫɬɶ вɵзовɵ SMC #0 



ɉɪɢɦɟɪɵ "ɡɚɪɹɠɟɧɧɵɯ" ɩɪɨɰɟɫɫɨɪɨɜ ɢ ɚɩɩɚɪɚɬɨɜ 

ɉɪɨɰɟɫɫɨɪɵ ɫ "ɡɚɪɹɠɟɧɧɨɣ" TrustZone 
(ɢɫɫɥɟɞɨɜɚɧɧɵɟ ɧɚɦɢ) 
- Qualcomm MSM8660, MSM8960, MSM8974, 

APQ8064, APQ8084 

- NVidia Tegra 4 

- Cavium Thunder (ɞɥɹ ɫɟɬɟɜɨɝɨ ɨɛɨɪɭɞɨɜɚɧɢɹ 
ɢ ɞɚɬɚ-ɰɟɧɬɪɨɜ)  

- Spreadtrum sc9836 (ɞɥɹ ɫɦɚɪɬɮɨɧɨɜ) 

- Samsung Exynos 7 

- Rockchip rk3368 (ɞɥɹ set-top box)  

- Mediatek MT6795, MT8173 

- HiSilicon Kirin 620 
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ɉɪɢɦɟɪɵ "ɡɚɪɹɠɟɧɧɵɯ" ɚɩɩɚɪɚɬɨɜ 

- Google Nexus 6, Nexus 7 

- Samsung Galaxy Note, Samsung Galaxy Note 3, Samsung 

Galaxy S4 Active, Samsung Galaxy S4 I9505, Samsung 

Galaxy S4 LTE, Samsung Galaxy Note 4, Samsung Galaxy 

Note Edge, Samsung Galaxy S5, Samsung Galaxy S5 Plus 

- LG Connect 4G, LG Optimus LTE LU6200, LG Lucid, LG 

Spectrum II 4G (VS930), LG Escape (P870), LG Optimus LTE 

II, LG G2, LG Optimus G Pro, LG G Pad, LG G Pad 8.3, LG 

G3 

- Sony Xperia GX, Sony Xperia SX, Sony Xperia V, Sony Xperia 

Z1  

- HTC Evo 3D, HTC Evo 4G LTE, HTC Droid Incredible 4G 

LTE, HTC One XL, HTC One, HTC Butterfly S, HTC One Max 

- Xiaomi MI-One, Xiaomi Mi-2S 

- Asus Transformer Pad Infinity, Asus Padfone Infinity 

- ZTE V96, ZTE Grand Memo, ZTE Nubia Z5S mini 

- Motorola Droid RAZR M, Motorola Droid RAZR HD, Motorola 

RAZR MAXX HD 

- Pantech Vega Racer, Pantech Sky LTE EX, Pantech Burst 

- Huawei Ascend P1 LTE,… 

əɞɪɨ Linux 4.5 



ɑɬɨ ɫɞɟɥɚɧɨ 

Ƚɥɭɛɨɤɨ ɢɡɭɱɟɧɚ ɩɪɨɛɥɟɦɚɬɢɤɚ TrustZone 

- ɂɫɫɥɟɞɨɜɚɧɨ ɛɨɥɶɲɨɟ ɤɨɥɢɱɟɫɬɜɨ ARM-ɩɪɨɰɟɫɫɨɪɨɜ, ɹɞɟɪ 
ɦɨɛɢɥɶɧɵɯ ɢ ɜɫɬɪɚɢɜɚɟɦɵɯ Ɉɋ, ɦɟɯɚɧɢɡɦɨɜ ɜɵɡɨɜɨɜ ɢ ɪɚɛɨɬɵ 
TrustZone (TEE) 

- ɇɚɣɞɟɧɵ ɩɪɨɰɟɫɫɨɪɵ ɫ ɨɬɤɪɵɬɨɣ TrustZone ɢ ɜɟɧɞɨɪɵ, ɝɨɬɨɜɵɟ 
ɩɪɟɞɨɫɬɚɜɢɬɶ ɜɫɸ ɧɟɨɛɯɨɞɢɦɭɸ ɞɨɤɭɦɟɧɬɚɰɢɸ, "ɨɬɤɪɵɬɶ" 
ɡɚɝɪɭɡɱɢɤɢ ɢ ɩɨɫɬɚɜɥɹɬɶ ɬɚɤɢɟ ɱɢɩɵ 

Ɋɚɡɪɚɛɨɬɚɧɚ ɫɨɛɫɬɜɟɧɧɚɹ ɪɟɚɥɢɡɚɰɢɹ ɦɢɤɪɨɹɞɟɪɧɨɣ Ɉɋ 
ɞɥɹ TrustZone ɢ ɧɚɛɨɪ ɦɟɯɚɧɢɡɦɨɜ ɞɥɹ ɨɛɳɟɧɢɹ ɫ RichOS 

- Ⱦɟɥɚɟɦ ɦɨɞɭɥɶ ɞɨɜɟɪɟɧɧɨɣ ɡɚɝɪɭɡɤɢ (ɩɟɪɜɚɹ ɤɨɦɚɧɞɚ ɩɨɫɥɟ 
ɜɤɥɸɱɟɧɢɹ ɩɢɬɚɧɢɹ ɧɚɲɚ) - Aladdin TSM (ɞɥɹ ARM) 

- ɉɨɪɬɢɪɭɟɦ ɜɢɪɬɭɚɥɶɧɵɣ ɬɨɤɟɧ ɜ TrustZone, ɩɪɢɤɥɚɞɧɵɦ 
ɩɪɢɥɨɠɟɧɢɹɦ ɩɪɟɞɨɫɬɚɜɢɦ ɨɛɵɱɧɵɣ pkcs#11 ɢɧɬɟɪɮɟɣɫ ɤɚɤ ɞɥɹ 
ɨɛɵɱɧɨɝɨ ɬɨɤɟɧɚ (JaCarta-2 ȽɈɋɌ) 
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ɑɬɨ ɷɬɨ ɞɚёɬ 

Ⱦɨɜɟɪɟɧɧɚɹ ɚɩɩɚɪɚɬɧɨ-ɩɪɨɝɪɚɦɦɧɚɹ ɉɥɚɬɮɨɪɦɚ 

- ȼɨɡɦɨɠɧɨɫɬɶ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɫɚɦɨɣ ɫɨɜɪɟɦɟɧɧɨɣ ɡɚɪɭɛɟɠɧɨɣ ɷɥɟɦɟɧɬɧɨɣ ɛɚɡɵ 

- ȼ ɬ.ɱ. ɜ ɤɚɱɟɫɬɜɟ ɚɥɶɬɟɪɧɚɬɢɜɵ ɪɨɫɫɢɣɫɤɨɣ (ɩɟɪɫɩɟɤɬɢɜɵ ɪɚɡɜɢɬɢɹ ɩɨɤɚ ɧɟɩɨɧɹɬɧɵ, ɬ.ɤ. 
ɡɚɜɨɞɵ ɩɨɩɚɥɢ ɩɨɞ ɫɚɧɤɰɢɢ) 

- ȼɨɡɦɨɠɧɨɫɬɶ ɩɨɜɵɲɟɧɢɹ ɭɪɨɜɧɹ ɞɨɜɟɪɢɹ ɩɪɢ ɫɟɪɬɢɮɢɤɚɰɢɢ (ɜ ɬ.ɱ. ɧɚ ȽɌ) 

- ȼɨɡɦɨɠɧɨɫɬɶ ɩɨɥɧɨɝɨ ɤɨɧɬɪɨɥɹ ɜɫɟɝɨ ɩɪɨɰɟɫɫɚ ɨɛɦɟɧɚ, ɯɪɚɧɟɧɢɹ ɢ ɨɛɪɚɛɨɬɤɢ 
ɢɧɮɨɪɦɚɰɢɢ 

Ɍɟɯɧɨɥɨɝɢɹ "ɫɬɟɪɢɥɢɡɚɰɢɢ" 
- ȼɨɡɦɨɠɧɨɫɬɶ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɫɭɳɟɫɬɜɭɸɳɢɯ ɭɫɬɪɨɣɫɬɜ ɛɟɡ ɢɡɦɟɧɟɧɢɹ ɢɯ 

ɫɯɟɦɨɬɟɯɧɢɤɢ 

- ɋɨɜɦɟɫɬɢɦɨɫɬɶ ɢ ɩɪɟɟɦɫɬɜɟɧɧɨɫɬɶ ɫɨ ɜɫɟɦ ɭɠɟ ɪɚɡɪɚɛɨɬɚɧɧɵɦ ɉɈ - ɝɨɫɬɟɜɵɟ 
Ɉɋ ɢ ɩɪɢɥɨɠɟɧɢɹ 

ȼɨɡɦɨɠɧɨɫɬɢ ɩɪɢɦɟɧɟɧɢɹ 

- Ⱦɨɜɟɪɟɧɧɨɟ ɬɟɪɦɢɧɚɥɶɧɨɟ ɨɛɨɪɭɞɨɜɚɧɢɟ, ɩɥɚɧɲɟɬɵ, ɫɦɚɪɬɮɨɧɵ, Ɇ2Ɇ, IoT, 
Ⱥɍɋ Ɍɉ, ɜɫɬɪɚɢɜɚɟɦɚɹ ɷɥɟɤɬɪɨɧɢɤɚ, ɧɚɜɢɝɚɰɢɹ, ɩɥɚɬёɠɧɵɟ ɬɟɪɦɢɧɚɥɵ, 
ɦɟɞɢɰɢɧɫɤɢɟ ɩɪɢɛɨɪɵ, ɪɨɭɬɟɪɵ, ɤɨɦɦɭɧɢɤɚɰɢɨɧɧɨɟ ɨɛɨɪɭɞɨɜɚɧɢɟ ɢ ɩɪ. 
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Ⱥɥɚɞɞɢɧ 
Ȼɭɞɶ ɫɨɛɨɣ ɜ ɷɥɟɤɬɪɨɧɧɨɦ ɦɢɪɟ! 
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Ⱦɚɧɧɵɣ ɞɨɤɭɦɟɧɬ, ɜɤɥɸɱɚɹ ɩɨɞɛɨɪ ɢ ɪɚɫɩɨɥɨɠɟɧɢɟ ɢɥɥɸɫɬɪɚɰɢɣ ɢ ɦɚɬɟɪɢɚɥɨɜ ɜ ɧёɦ, ɹɜɥɹɟɬɫɹ ɨɛɴɟɤɬɨɦ ɚɜɬɨɪɫɤɢɯ ɩɪɚɜ ɢ 
ɨɯɪɚɧɹɟɬɫɹ ɜ ɫɨɨɬɜɟɬɫɬɜɢɢ ɫ ɡɚɤɨɧɨɞɚɬɟɥɶɫɬɜɨɦ Ɋɨɫɫɢɣɫɤɨɣ Ɏɟɞɟɪɚɰɢɢ.  
Ɉɛɥɚɞɚɬɟɥɟɦ ɢɫɤɥɸɱɢɬɟɥɶɧɵɯ ɚɜɬɨɪɫɤɢɯ ɢ ɢɦɭɳɟɫɬɜɟɧɧɵɯ ɩɪɚɜ ɹɜɥɹɟɬɫɹ ɁȺɈ "Ⱥɥɚɞɞɢɧ Ɋ.Ⱦ.". ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɦɚɬɟɪɢɚɥɨɜ 
ɢɡ ɞɚɧɧɨɝɨ ɞɨɤɭɦɟɧɬɚ ɥɸɛɵɦ ɫɩɨɫɨɛɨɦ ɛɟɡ ɩɢɫɶɦɟɧɧɨɝɨ ɪɚɡɪɟɲɟɧɢɹ ɩɪɚɜɨɨɛɥɚɞɚɬɟɥɹ ɡɚɩɪɟɳɟɧɨ ɢ ɦɨɠɟɬ ɩɨɜɥɟɱɶ 
ɨɬɜɟɬɫɬɜɟɧɧɨɫɬɶ, ɩɪɟɞɭɫɦɨɬɪɟɧɧɭɸ ɡɚɤɨɧɨɞɚɬɟɥɶɫɬɜɨɦ ɊɎ. 
ɂɧɮɨɪɦɚɰɢɹ, ɩɪɢɜɟɞёɧɧɚɹ ɜ ɞɚɧɧɨɦ ɞɨɤɭɦɟɧɬɟ, ɩɪɟɞɧɚɡɧɚɱɟɧɚ ɢɫɤɥɸɱɢɬɟɥɶɧɨ ɞɥɹ ɨɡɧɚɤɨɦɥɟɧɢɹ ɢ ɧɟ ɹɜɥɹɟɬɫɹ 
ɢɫɱɟɪɩɵɜɚɸɳɟɣ.  
ɋɨɫɬɚɜ ɩɪɨɞɭɤɬɨɜ, ɤɨɦɩɨɧɟɧɬ, ɢɯ ɮɭɧɤɰɢɢ, ɯɚɪɚɤɬɟɪɢɫɬɢɤɢ, ɜɟɪɫɢɢ, ɜɧɟɲɧɢɣ ɜɢɞ, ɞɨɫɬɭɩɧɨɫɬɶ ɢ ɩɪ. ɦɨɝɭɬ ɛɵɬɶ ɢɡɦɟɧɟɧɵ 
ɤɨɦɩɚɧɢɟɣ "Ⱥɥɚɞɞɢɧ Ɋ.Ⱦ." ɛɟɡ ɩɪɟɞɜɚɪɢɬɟɥɶɧɨɝɨ ɭɜɟɞɨɦɥɟɧɢɹ.  
ȼɫɟ ɭɤɚɡɚɧɧɵɟ ɞɚɧɧɵɟ ɨ ɯɚɪɚɤɬɟɪɢɫɬɢɤɚɯ ɩɪɨɞɭɤɬɨɜ ɨɫɧɨɜɚɧɵ ɧɚ ɦɟɠɞɭɧɚɪɨɞɧɵɯ ɢɥɢ ɪɨɫɫɢɣɫɤɢɯ ɫɬɚɧɞɚɪɬɚɯ ɢ ɪɟɡɭɥɶɬɚɬɚɯ 
ɬɟɫɬɢɪɨɜɚɧɢɹ, ɩɨɥɭɱɟɧɧɵɯ ɜ ɧɟɡɚɜɢɫɢɦɵɯ ɬɟɫɬɨɜɵɯ ɢɥɢ ɫɟɪɬɢɮɢɤɚɰɢɨɧɧɵɯ ɥɚɛɨɪɚɬɨɪɢɹɯ, ɥɢɛɨ ɧɚ ɩɪɢɧɹɬɵɯ ɜ ɤɨɦɩɚɧɢɢ 
ɦɟɬɨɞɢɤɚɯ. 
ȼ ɞɚɧɧɨɦ ɞɨɤɭɦɟɧɬɟ ɤɨɦɩɚɧɢɹ "Ⱥɥɚɞɞɢɧ Ɋ.Ⱦ." ɧɟ ɩɪɟɞɨɫɬɚɜɥɹɟɬ ɧɢɤɚɤɢɯ ɧɢ ɹɜɧɵɯ, ɧɢ ɩɨɞɪɚɡɭɦɟɜɚɟɦɵɯ ɝɚɪɚɧɬɢɣ.  
ȼɥɚɞɟɥɶɰɟɦ ɬɨɜɚɪɧɵɯ ɡɧɚɤɨɜ Ⱥɥɚɞɞɢɧ, Aladdin, JaCarta, ɥɨɝɨɬɢɩɨɜ ɢ ɩɪɚɜɨɨɛɥɚɞɚɬɟɥɟɦ ɢɫɤɥɸɱɢɬɟɥɶɧɵɯ ɩɪɚɜ ɧɚ ɢɯ ɞɢɡɚɣɧ 
ɢ ɢɫɩɨɥɶɡɨɜɚɧɢɟ, ɩɚɬɟɧɬɨɜ ɧɚ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɟ ɩɪɨɞɭɤɬɵ ɹɜɥɹɟɬɫɹ ɁȺɈ "Ⱥɥɚɞɞɢɧ Ɋ.Ⱦ.".  
ɇɚɡɜɚɧɢɹ ɞɪɭɝɢɯ ɬɟɯɧɨɥɨɝɢɣ, ɩɪɨɞɭɤɬɨɜ ɢ ɤɨɦɩɚɧɢɣ, ɭɩɨɦɢɧɚɸɳɢɟɫɹ ɜ ɞɚɧɧɨɦ ɞɨɤɭɦɟɧɬɟ, ɦɨɝɭɬ ɹɜɥɹɬɶɫɹ ɬɨɜɚɪɧɵɦɢ 
ɡɧɚɤɚɦɢ ɫɜɨɢɯ ɡɚɤɨɧɧɵɯ ɜɥɚɞɟɥɶɰɟɜ. 
ɋɜɟɞɟɧɢɹ, ɩɪɢɜɟɞёɧɧɵɟ ɜ ɞɚɧɧɨɦ ɞɨɤɭɦɟɧɬɟ, ɚɤɬɭɚɥɶɧɵ ɧɚ ɞɚɬɭ ɟɝɨ ɩɭɛɥɢɤɚɰɢɢ. 
ɉɪɢ ɩɟɪɟɩɟɱɚɬɤɟ ɢ ɢɫɩɨɥɶɡɨɜɚɧɢɢ ɞɚɧɧɵɯ ɦɚɬɟɪɢɚɥɨɜ ɥɢɛɨ ɥɸɛɨɣ ɢɯ ɱɚɫɬɢ ɫɫɵɥɤɢ ɧɚ "Ⱥɥɚɞɞɢɧ Ɋ.Ⱦ." ɨɛɹɡɚɬɟɥɶɧɵ. 
 

© 1995-2017, ɁȺɈ “Ⱥɥɚɞɞɢɧ Ɋ.Ⱦ.”  ȼɫɟ ɩɪɚɜɚ ɡɚɳɢɳɟɧɵ. 
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Ȼɭɞɶ ɫɨɛɨɣ ɜ ɷɥɟɤɬɪɨɧɧɨɦ ɦɢɪɟ! 

ɉɪɢɜɟɞёɧɧɚɹ ɢɧɮɨɪɦɚɰɢɹ ɚɤɬɭɚɥɶɧɚ ɩɨ ɫɨɫɬɨɹɧɢɸ ɧɚ 7 ɮɟɜɪɚɥɹ 2017 ɝ. 
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