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+o® Our Mission

ObecneynTb MaKCMManbHbIN YPOBEHb CEPBMUCA
NONb30BaTENAM NPUIOKEHUN
Aaxe noa atakoun
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ObecneynTb MaKCMMabHbIN YPOBEHb CEPBUCA
NONb30BaATENAM NMPUNOKEHUN AAXKe NOA aTaKoU

OnTumusauma npu
HOpMmanbHOM pabote

MuHnmusauyma
Aerpagauuu npu pocre
Harpy3okK U atakax

HeponyuieHue npepbiBaHUA
cepBuca n obecneuyeHue
AOCTYMHOCTH
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OTpaxeHMue aTakK — cerogHsiluHue TpeboBaHus
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." 1. [loyeMy aBTOMaTU3aLNA?

®* HeaBTOMaTM3npPOBaHHbIE CUCTEMDI = TpeboBaHME K NOCTOAHHOMY (24x7)
Haan4Ymo oby4eHHOro NnepcoHana

® ATaKM MHOrOBEKTOPHbIE C MOCTOSSHHO MEHALWMMMNCA BEKTOPAMMU

® [lpaKTWKa aTaK 3a nocaegHue roabl NokasbiBaeT (B T.4. - B PP), yTo aTaka MoOXKeT
ANUTbCA HECKONIbKO AHEeN N Hedenb. [laxke KpynHenwme opraHM3aummn He
COAEpP*KaT AOCTAaTOUYHbIX NOACKUX PECYPCOB ANA aTaK TaKoW NPOAO/IKUTE/IbHOM

6opbbbI
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+s" HenaBHASA aTaka
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.’ 2. [loyeMy pearnpoBaHue 3a MUHYTHI?

® PearnpoBaHWe KOMaHAbl NPU PYYHbIX HACTPOMKax/KOPPEKTUPOBKAX - AECATKM

MUWHYT MPOTUB €AMNHUL, MUHYT Unn cekyHa, (1) aBTomatnsmpoBaHHoro C&C aTaku
® Pe3ynbTaT - NPOTMBOMEPLI HOPIOTCA C aTakoM, KOTOPaa UAK YXKe 3aKOHYMUANACD,

UJIN - 3aKOHYUNTCA HepPpEe3 HECKOJIbKO MNHYT
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ws" [IpUMEp aTaKn — CMeHa BEeKTOpPOB

Attacks type

2017-08-21 11:59:00
= DOSS-DNS-Ref-Above_30_Answers:
= DOSS-DNS-Ref-L4-Above-3000:
= DOSS-NTP-reflected-monlist:
= DOSS-UDP-Bifi-Flood:

ICMP-BlackNurse-Attack
network flood IPv4 UDP-FRAG:
R

12:00 12:02 12:04 12:06 12:08 2 1212
ICMP-BlackNurse-Altack network flood IPv4 UDP-FRAG

11:52 11:54 11:56 11:58
== DOSS-DNS-Ref-Above_30_Answers == DOSS-DNS-Ref-L4-Above-3000 == DOSS-NTP-reflected-monlist == DOSS-UDP-Bifi-Flood
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ws" [1pUMep oTpaxkeHusa - 1

Total traffic
10 Gbps Attack name

network flood IPv4 TCP-SYN
8 Gbps network flood IPv4 ICMP
network flood IPv4 UDP-FRAG

network flood IPv4 UDP
5 Gbps

3 Gbps

0 bps
01:56 01:58 02:00 02:02 02:04 02:06 02:08 02:10 n2:12 02:14 021k 02:18 0220 0222 02:24

min L EY avg current
== 5C Total received 3.07 Gbps  9.63 Gbps 4.21 Gbps  9.63 Ghps

5C Total droped B.27 kbps 6.40 Gbps 642.22 Mbps 6.40 Gbps
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ws" [lpUMep oTpakeHusa- 2

13 Ghps
10 Ghps
8 Gbps
5 Gbps
3 Gbps

I"I |"| § L
ol T g

Attack name

network flood IPv4 TCP-SYN
DOSS-UDP-flood-80-Req
ICMP-BlackNurse-Attack
network flood IPv4 ICMP
network flood IPv4 UDP-FRAG
network flood IPv4 UDP
DOSS-DNS-Ref-L4-Above-3000

network flood IPv4 UDP-FRAG
network flood IPv4 UDP

19:16 1918 19:20 19:22 19:24

19:26

== 5S0C Total received

5C Total droped
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Total traffic

19:34 158:36 19:38 19:40
min max avi

19:30 19:32

307.89 Mbps  10.65 Gbps  2.15 Gbps

0 bps 10.22 Ghps 1.76 Gbps

10.61 Gbps

10.21 Ghps



v’ 3. JlermtTumMHble nonb3oBatenu

® 3aga4vyen NpoTUBOAENCTBUA aTaKaM Ha CaMoM dene asnaseTca obecnevyeHue
A0CTyNa NErMTUMHbIM NO/1b30BATENAM

®* MeTog - BbifiBNEHME MOAEeNEN MOBEAEHUA NETUTUMHbIX MOJIb30BaTENEN C
KOHKPETHbIMM NPUNOKEHNAMM U Bopbba 3a *KMUBYYECTb NONb30BATENEN,
BeayLmnx cebs B COOTBETCTBUM C STUMU MOAENAMMU

®* MeToa - AMHaAMMYECKoe CO34aHNE ONMUCaHMA MOJENEN NOBEAEHMNA aTaKYOLWMNX

* LLInpoko npumMeHSITCA aTakM CO CKPbITbIM IP, YTO HE JaeT BO3MOXKHOCTH
6/10KMpoOBaThb aTaKyHOLMX MO aapecy
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. e v ObecneueHue SLA
ve’ llOBEOEeHYecKknn aHanuns JE—
KAMeHTam noa

aTaKkom

NoBeaeHuYecKuii aHanu3 pacnosHaeT

NNErMTUMHbIX KJIMEHTOB MO CTaTUCTUYECKUM
mopgenam 4-7 ypoBHA Mo cpaBHeHMIO ¢ rpybbim aHann3om Ha 6ase
obuwiero (aTaka+neruTumHbIe KANeHTbl) TpaduKa

! radware

Every second counts




o’ 4. [louemMy — BeCb cnekTp aTak?

* [MpodeccmoHanbHble aTakK BKAKOYAOT 0OAHOBpeMEHHO 5-10 BeKTopom (oT

CeTeBoro A0 annaMKauMOHHOIo YPOBHS)
® 3TOT PAKT HE U3MEHW/ICA C Ha4YanOM ncnonb3oBaHusa loT 6oToB
® [1na HaHeceHUA yuwepba AOCTAaTOYHO He OTPa3nTb 1 BEKTOP aTaKu
® 3almnLLaTbCA A0/IXKHbI BCe 31emeHTbl ceTu - FW, cepBepbl, NPpUI0OXKeHUA,

6anaHcMpoBLNKK, ceTeBOe 0O60OpYyAOBaHUE, @ HE TOJIbKO KaHasbl
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w" [IpnMep — ataku Mirai 9'16-2'17

Attack Type Attacks Targets Class
HTTP finod 2736 1035 A
UDP-PLATN flood 232 118 W
UDP flond 2440 1479 W
ACK food 2173 &5 5
SYN flond 1,935 [
GRE-IP fload 04 58 A
ACK-STOMP flood 830 L
VEE flood B9 550 A
DS flond 417 173 A
GRE-ETH flond 118 210 A

Tabkic M. @8 d bbb o o ———— Eilee! Tessmaleed A8 480 -

NcTouHUK - Usenix association

NcTouHuK - Google Shield
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«»" Network vs Application
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800 V
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Attacks per week: M Application layer Network layer
IMPERVA
INCAPSULA

Figure 1: Number of attacks per week, by attack type
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vo" /. LLINMDpOBaHHbLIE aTaku

bonee 50% Tpadduka - noa SSL

HoBble NpoToKoAbl WKdPOBAHNA YCNOXKHAT paboTy No aHanu3y

OTpakeHune co BCKPbITUEM TpaduKa BHe «a0BePEHHON ceTu» - HapyweHune PCl DSS
OTpaxkeHue B 2 3Tana - Ha nepumeTpe (6e3 BCKPbITUA CECCMIA NO/Ib30BATENEN) N - BHYTPU

ceTn (co BckpbiTMeM SSL) ¢ BO3MOXKHOCTbIO 6/IOKMPOBATb aTaKy, 0OHapPYKEHHYIO Ha 20M

3Tane, Ha NepnMmeTpe o
]
= 40.20%
iy 40 36.89% 36.00% SE_V
— =
w 2016
oo
l—
h
x
=] 30
&< 4 o1 25.80% 25 59% P — 25 86%
2015 =
20 Jan Feb Mar Apr May

Month

Source: Cisco Security Research
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.’ 6. ObopynoBaHue unu - ycnyra?

® ATaKW Ha NPUNOXKEHUA, MedJIEHHbIe aTaKun, WNUPPOBAHHbIE aTakKU U T.A4. -
cobcTBeHHOEe 0bopyaoBaHME, NOCTOAHHO OTParKaloLEee aTaku

®* MouwHble ceTeBble payabl, «3abuBatoLWmMe» NOC/EAHIO MUK - YCAYra
npoBanaepa (ny4ywe - UHTErPUPOBAHHAA C BalLMM 06opyaA0BaHMEM)
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BovHa 3 60THeTOB 3a IoT
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.+ Mirai Milestones

Sept 20, 2016

-
KrebsonSecurity
In-depth security news and investigation

620Gbps attack GRE in
payload, No amplification,
No reflection

Oct 21, 2016

DNS Water Torture attack

with other vectors. Some

comprised of Mirai 100k
end-points reported
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Sept 21, 2016

75

\'oS

N 4
OVH.COM

~ 1 Tbps in volume SYN
and ACK floods Over
140,000 unique IPs

Nov 27, 2016

i}

DT Router Takeover Attempt
Mirai w/ TR-064 Exploit
900,000 consumer’s internet
connection affected

Sept 30, 2016
TR

Y\ /4

Mirai Source Code Released
Hackforums.com
Anna-Senpai

Feb 8, 2017

Mirai Gets a Windows
Trﬂan to Boost
arvesting




.* Original Mirai Attack Vectors

mirai-userf@botnetf 7

Available attack li=st

udp: UDP flood

gyn: 5YN flood

ack: ACE flood

stomp: TCP stomp flood

udpplain: UDP flood with le=s= option=s. optimized for higher PPS
vze: Valve source engine =specific flood

dn=: DN5S resolver flood u=sing the targets domain, input IP i=s ignored
greip: GRE IP flood

greeth: GRE Ethernet flood
http: HITP flood

mirai-user@botnet# I
1 mirai—-n=l 2 mirai-—-cnc 2 mirai-=scan 4 =sniffer 5 erl
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Mirai C2 Domain Relationships—
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- ce i
" Hajime: Apyr vnu Bpar?
® ObHapyxeH Oct 16, 2016 by Rapidity Networks
5 aHen o atakum Ha Dyn
2 Hepenn nocne obHapoaoBaHmMA Koga Mirai
® YTBEpXKOQeTcsa, UTO CO34aBasica C 61arMmm HamepeHUAMMN
® TMBKUIN, camopacnpocTaHAWMINCA

® BIOKUpYeT He3alULLLEHHbIEe NOPTbI

® PeanbHa“d Lesib Co3gaHnA HEMNOHATHA
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BQICI(EPBOT "8RIckS" I0T DEVICES
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Introducing BrickerBot

Mepsbin PermanentDOS (PDoS) Botnet ana loT
O6HapyxeH Radware B MapTte 2017

BhoKnpyeT yyacTtne yCTponCTB B aTaKkax
YHUYTOXaeT TONIbKO 3apaXeHHble |oT ycTponcTBa
No malware binary downloaded or executed on
the victim



" BrickerBot Characteristics

® SSH and Telnet are brute forced using factory default
credentials

®* Runs from the Deep Web, concealed by TOR exit
nodes

® Only attacks devices infected with loT bots

® Requires full TCP connect on port 23, 7547, others R

-
route del default iproute del default ip rowte del default rf J fdew/mull
aysct]l -w met.ipwd.tcp_timestamps @ aysct] -w kernel.threads -maxs1

® Attacks the source IP of the poking device it
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IoT
“ve® Summary - Battle of theYBots

Mirai — the Bad Hajime — the Good
(at least for now)

» Cosgaet apmuio « BbiTecHAeT gpyrme 60TbI U - ATaKyeT TO/IbKO
aTaKkytowmx 60ToB nepekpbiBaeT 3apaKeHHbIEe

* MHoro BekTopos ¢ He3alMLLeHHbIe NoPTbI YCTPOWCTBa, OXMAaA
noTeHumanom X Tbc » ArpeccnBHO CKaHUPYET U NOMbITOK 3apa*KeHns

- [pocTou, nerxo 3apakaer * YHnutoKaet nx PDoS

PacnpocTpaHaroumMnca + KOHeYHas uenb HeNoHATHA

** radware Fighting for Control of the Internet of Things

Every second counts
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