


oes Network Visibility

Yto nenatb”?

1. Cobpatb CTaTUCTMKY CETEBOrO B3aUMOLENCTBUS BO
BCEX AOCTYMHbIX TOYKAX (aKTMBHOE CETEBOE
obopynoBaHMe NoaaepXmBatoLLee aKCnopT
NetFlow/IPFIX/sFlow)

2. B ToYKax MOHUTOPUHIa, He NoAAePKMUBAIOLLINX
AKCMOPT CTAaTUCTUKK, a TaK e B Cry4ae
HeobxoaumocTy bonee rnybokoro aHanm3sa
YCTaHOBWTbL CreLmanu3npoBaHHble 30HAbI

3. ObecneyunTb onepaTMBHbIN AOCTYN K CTATUCTUKE

4. TIpUMEHUTb anropuTMbl aHanm3a ¢ Lenbto
BbISIBNEHNA NHUWNOEHTOB
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Pe3ynbTar

1.

KapTnHa ceTeBoro B3anmMomaencTBus He
npvBsi3aHa K TONosIornm CeTu

CeTeBoe B3anMoaencTame (B TOM yucne
yaaneHHbIX NnoLlanok) aHanunsnpyercs
LEHTPan130BaHHO

Bo3M0OXXHOCTb onepaTuBHOW reHepaL OTHYETOB C
Llenbio paccnegoBaHna NHUWMAEHTOB,
nnaHMpoBaHua pas3suTua NT-MHPpacTpyKTypb!

['eHepaLmst NoToKa cobbITUM O BO3HUKHOBEHMWN
nHUmaeHToB (kak Nb tak n UT)

BO3MOXHOCTb aBTOMaTUYECKOIO,
aBTOMAaTU3NMPOBAHHOTO UMK PYYHOTO
pearnpoBaHns Ha UHUNOEHTDI
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Transit,
peering

Remote localities with
NetFlow capable routers
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Llenn n 3apgaun UT, Ub:

1. ObecneyeHue HenpepbIBHOCTU OU3HeECA

[TpoTBOAENCTBUE aTaKaM
CokpalleHne BpeMeHN BOCCTAHOBNEHNS rocre cOoeB
[1naHupoBaHue pa3suTna T-MHPPaCTPYKTYpbI

2. CHMXKeHne nsaepxek
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[TpepoTBpaLleHne yTeyek MHPopMaLnm
Ontummnsauus ncnonb3osaHns UT-pecypcos
CokpalleHne BpeMeHn paccrneoBaHnsa MHUMOEHTOB




07/09/2092 - 1:10:01 P 3m, 593
3m, 595

59286 10 (2.5%) 165 (2.2%)  17.77 KB [1.5%)

Color Start Time - first seen  Duration Protocol Anmy Port  Flows  Input Packets Input Bytes

B 07/09/2012- 1:09:38BPM S5m, 7s any 993 339 (83.1%) 6.24 K (81.8%) 736.74 KB (60.8%)
R 07/09/2012 - 1:10:48 PM any 995 1 (0.2%) 348 (4.6%) 373.05 KB (30.8%)
B 070972012 - 1:10:48 PM any 51429 1 (0.2%) 348 (4.6%) 373.05 KB (30.8%)
07/09/2012 - 1:10:39 PM Zm, 135 any 52029 3(0.7%) 1.66 K (21.8%) 206.88 KB (17.1%)
EERE  07/09/2012 - 1:10:05 M 3m, 485 any 58990 5 (1.2%) 141 (1.8%) 114,89 KB [9.5%) <
B 07/09/2012 - 1:10:08 PM 4m, 265 any 143 &0 (14.7%) 945 (12.4%) 95,89 KB (7.9%)
R 07/09/2012 - 1:10:04 P 4m, 65 any 59619 10 (2.5%) 177 (2.3%) 18.54 KB [1.5%)
[ s | any

any

59436 10 (2.5%) 165 (2.2%)  17.77 KB [1.5%)
58813 10 (2.5%) 162 (2.1%)  17.41 KB [1.4%)

13 90 Jul § 200 ol 1000:00 Jul v
1
408 Bytes 1.18 M8 Packets 7.61
—_——————————y TCPL o i

FlowMon: KomnnekcHoe pelueHune

Flow Network Security On Demand Packet Network/ Application
Monitoring Monitoring Capture Performance

DDoS Protection

FlowMon Monitoring FlowMon ADS FlowMon Traffic FlowMon APM FlowMon DDoS Defender
Center Recorder

welxcontrol



&

He Bce Tak npocTo =3

( 1 J—®  06ecneunTb NOKPLITUE MHEPACTPYKTYPbI TOYKAMU MOHUTOPUHIA
(2: BupTtyanbHasa uHdpactpykrypa? Obnaka?

@ HepnocTtaTouHO AaHHbIX ANg AeTanbHOro PaccnenoBaHnsA

@ 3epKanvpoBaHue A5 30H10B
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3epKkanupoBaHue T
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3epKkanupoBaHue Cea

Network Traffic Visibility
Network &Analysis Tools

\ =
NPB Traffic Visibility
Unified Network Traffic Management Analysis Tools

Intelligent network traffic
management platform




3epkanuposaHue: TAP + NPB :

4 x 10G links input
(8 ports total, 2 Rx and 2 Tx)

NIAGARA NPB
VISIBILITY LAYER

File security
__ . _

Emall security

NetFlow Analyser

Database Monitoring

Intrusion Detection System
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Network Visibility — N.P.B. =

Niagara Packet Brocker @ @ @ @

Network Packet Manipulation including:
» Aggregation

»  Mirroring

> Flltering

» Tunnel handling
» Supports 1G, 10G, 40Gb and 100G l
Up to 72 ports of 10G/1G in 1U s
Up to 32 ports of 40G in 1U
e Upto 32 ports of 100G in 1U
e Leading Price performance
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