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Top Business Risks 2017
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1 Business interruption (ind. supply chain disruption and vulnerability) 7% 1
2 Market _developments (volatility, intensified competition/ new entrants, M&A, market %
stagnation, market fluctuation)
| Cyber incidents (cyber crime, IT failure. data breaches, etc) 0% ]
4 Matural catastrophes (e.g. storm, flood, earthquake) 24%
5 Changa.s ir'1 legislation and regulation (government change, economic sanctions, 24%
protectionism, etc.)
6 Macroeconomic developments (austerity programs, commodity price increase, deflation, inflaion)  22%
7 Fire, explosion 16% -
8 Political risks and violence (war, terrorism, etc.) 14% a~
9 Loss of reputation or brand value 13% v
10 New .technologies (e.g impact of increasing interconnectivity, nanotechnology. artificial 12% -
intelligence, 30 printing. drones, etc)
1 Theft, fraud, corruption 9% 1 (11%) -
12 Human error 9%
13 Quality deficiencies, serial defects, product recall 8% 4 -
14 Climate change/increasing volatility of weather 6% -
15 Talent shortage 6% -
16 Brexit, Euro-zone disintegration 5% -
17 Environmental risks (e.g. pollution) 5% -
18 Power blackouts 2% v
19 Health issues (e.q. pandemics) 1% 1
20 Machinery breakdown 1%
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Obna4yHble cepBUCH

CornacHoO COBMECTHOMY MCCNe0BaHMIO KOMMaHMM «SAP» 1
«Forrester Russia», B 2016 roay, KpynHbin 6u3Hec B Poccuu
MaKCMMaJIbHO TOTOB K MCMNO/Ib30BaHMIO 06/1a4HbIX YCAYr: B 3TOM
cermeHTe cBble 90 % onpoLLEHHbIX 3HAOT NPO 0bAaYHbIE YCYTK, B
manom busHece — cabiwe 70 %.

[Tpn aTOM B KpynHOM bu3Hece 54,5 % onpoLeHHbIX
NO/Ib3yeTcss OAHOBPEMEHHO 06/1a4HbIMKU yCAyramm 13 2-x n bonee
Kateropumn, B cpeaHem bOusHece — 50 %, B maaom — 43 %.

depoposa A. M., T'yaynosa 3. A. CoBpeMeHHOe COCTOAHUE U NMePCNEKTUBbI Pa3BUTUA 061auHbIX TeXHoorMi B Poccum // Monogoii yuenbiit. — 2017. — Ne10. — C. 37-41.
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HacKo/bKO HageXHo 3alluuieHa
Balla cuctema ot DDoS aTtak?

21 okTabpa 2016 roga 6bin noaseprHyT Ddos-aTake KpynHbIN
aMEPUKAHCKNIM cepBUC AOMeEHHbIX MMmeH DYN. B pe3ynbTaTe Ha
HEeCKO/IbKO YacoB Bbl/1 OrpaHMYeH AOCTYMN K NONYyAAPHbIM OHAaWH-
cepBucam Amazon, Twitter, Netflix, PayPal n gpyrum. YobITkm oT
HeAOCTYMHOCTU UCYMCNAKOTCA COTHAMKW MUAJIMOHOB A0N1APO0B.

NETFLIX

amazon PayPal
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HacKonbKO HaaeXHOo 3aliulieHa
Balla cuctema ot DDoS aTak?

22 vtona 2015r. 6bina opraHnsoBaHa DDoS-aTaka Ha canT o4HOro 13
KnmeHToB obnavHoro cepsunca Webasyst, 4to npuseno kK nepebosam
B paboTe BCero cepsBuca B TeYeHMe NocaeayoLmx CyTOK.
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Buabl HeraTuBHbIX NocneacTsmnmn
Bcneactsme DDOS aTak

* [lpepbiBaHME BU3HEC NPOLLECCOB;
* PenyTaunoHHbIe NoTepu;
* 3aTpaTbl Ha OOHapyXeHMe N NPOTMBOAENCTBUE aTaKe,;

¢ 3anaTbI Ha BOCCTaHOBJ/1IEHUNE CUCTEM.
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Y10 60ATCA NOTEPATL KOMNAHUU B
pe3ysibTaTe KNbepuHUMAEHTOB

47.15%

Reputation loss
Revenue loss 20.73%
Productivity loss
Customer/partner loss

Service outage/limited availability 12.44%

Incurring penalties/fines

Inability to meet SLAs
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CpeaHaa CTOUMOCTb YObITKOB OT OZIHOIO
KubepnpecTynsieHnA No cTpaHam

Japan

Australia

© Statista 2017
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Kakune ybbITKM MoryT BbiTb NOKPbLITHI
NO/INCOM CTpaxoBaHUA Knbeppuckos?

e PMHAHCOBAA OTBETCTBEHHOCTb 3a YTEYKY NepCcoHasbHbIX
NAaHHbIX M KOPNOPaATMBHOM MHPOPMALNM

* YObITKM MMYLLECTBY KOMMaHMUK BCAeACTBME KnbepaTaK

* YObITKM OT nepepbiBa B bM3HEC-npoLeccax Nno npu4mHe
HEeJOCTYMHOCTM MHPOPMALMOHHbBIX CUCTEM

* YObITKM MMYLLECTBY TPETbUX /INLL BCAeACTBUE KnbepaTak
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OTpacnesbie Nporpammeil.

KaneHTbl 061a4HbIX
CepBUCOB

NoKkpbiBaemble PUCKMU:

* [oTepa npubblan No NPUYNHE HeJ0CTYNHOCTM CEPBMUCA

e Pacxofpl, cBA3aHHbIE CO CMEHOM npoBanaepa
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v

OTpacnesble NpPorpaMmmsl

OBObeKTbl KOUTUYECKOM
MHPPACTPYKTYPDI

NNoKpbiBaemble PUCKMU:

 OTBETCTBEHHOCTb Nepea TPETbMMM ANLLAMU
* Ywepb nmyuwecrtsy

* [lepepblB B N1PON3BOACTBE
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OTpacnesble Nporpammel

baHKu P

\\

[ToKpbiBaemble PUCKU:

* MoTepa npnbbinm

* Pacxoabl Ha nepeBbINYCK CKOMMNPOMETUPOBAHHDLIX NMNJ/Z1IaTEXHbIX
KadpT, a TakKXxKe Ha MOHUTOPUHT TpaH3aKLLMﬁ MO CHETaM

NOCTPaAaBLUMX CYOBEKTOB AaHHbIX U TPETbUX UL,



.J PUCK-INPODJIb
Cxema 3aKnyeHnA Aorosopa
CTPaxoBaHMA KNbeppuUCcKoB

3aaBneHue Ha
CTpaxoBaHue
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CxeMma yperyamposaHua ybbiTKa no
NOroBopy CTpaxoBaHMA KNO6eppUCKoB

ENIZERY

Ctpaxosasn
yCTpaHeHue

npob6iembl

BbllM/1aTa
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Cnacubo 3a BHUMaHue!

Bonpoceo!?

CadveHKko Jlapuca AHaTO/IbeBHA
[eHepanbHbln anpekTop OO0 «Puck-npodunab»
Ten.: +7 (910) 443-66-50
Email: sachenko@risk-profile.ru



