Internet of things (loT). Evolution of
video surveillance systems in
transport. Expectations and
limitations

D-TEG Security Co, Ltd.



1. Whatis IoT

Unlimited possibilities of Machine to Machine and Machine to Human
communications
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2. Example of the use of IoT in transport

HD & @ @ ® . LingrackingMap

GPS

e Daily Route History

 Event Playback

* Geo-Fences

e Daily Safety Reports

e On-Demand FullHD video
playback

And many others functions

DTEG COPYRIGHTS® 2017 D-TEG Security Co., Ltd. All RIGHTS RESERVED Confidential 3



3. Mobile DVRs without IoT

Only local video
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4. Type of transmitted data

GPS/GLONASS data about vehicle position
Event notification e
Vehicle speed b SO
RPM -
Left/Right turn signals
Gyro sensor data

Push brake

Reverse
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AlarmS . Serial port3~6
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Ground
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Dip switch

Monitor
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DATA 12V Power for extemnal - .
Center 900Mhz Wireless ar Signal ;
microphone | LAN Port (Speed, RPM, Left, Right, Iﬁ'a"ﬂ in 11~82
Tablet Brake, Reverse) arm out 1~
(Door Sensor)
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5. A tip for IOT device development 1

Difference between IP camera and IOT device

IP Cameras
Server know a camera address.
I0T Device

Server don’t knew a camera address.

3G/LTE Network is one way direction: From Vehicle camera to Server
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6. A tip for IOT device development 2

How to deliver the server command

Vehicle Server
cameras @ Http Request
Upload API

BX2000 "

TX1000D DMS 5.0
CRX3008 ) External Server
TX4000 @ Http Response

Download API

Server cannot send a command to a vehicle camera.
The only way to deliver a command from server to recorder is a “response”.

When server response against “LiveTrack” API, server inserts a command at the response.

A server command response speed is related with “LiveTrack” API Interval.
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7. An example of communication with server

Firmware over the air sequence

AP Initialize 5
* ______ TTTTTTTTTTTTTTTT “

Response = Command [DMSCMD_DOWHNLOADFW]

. PW URL : string [hitpe//smart dvi k
. P : string[EX2000 2 2.0 RC1 bin]

. PW size : int [131891.20]

. PW mdSsur: string [b23856b07 27 ectid75a0e934b091 209a)

http File Transfer Standard Style

GET http://smartdvr.co.lr:5000/FIRMWARE/BX2000 2.2.0.RCLbin HTTP/1.1

i A —— -

i Response — http standard, contents = FW fil

Lsmartdvr.cols MVWARE/F CLbin HTTP/1.1
| Partial : :
Request IS = From Range

' Response — hitp standard, contents = PFW file from o
| Content-Range bytes n-

AFl/CommandComplete
Transfer -
Cﬂmp!ﬂe i - -
Response

If you have any technical question, please send an email to dteg@d-teg.com.
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8. Expectations

1. Predictive Analvtics

3. Results
Event review and analysis and reporting
Identify unsafe and inefficient driving behaviors .
Claims costs
Reduce Insurance costs
. . Fuel use
6. Video Based coaching \ _ _
Vehicle maintenance cost
Improving driver behavior Minimize risk
(Reduce unsafe driving behaviors)
fleet efficiency
driver productivity
Improve Compllal’lce
driver retention
e X Your brand
Grazp teaching driver in Know driver's driving trend
:::wllzginfnrm you the internal B e i .
scorer ranking in safe driving Ez:s:?:t\; loffnthSa?n::;fEaasis Prevent COHISIOHS
diagnosis by WEB (daily) and FAX managed. . .
- And more | Exonerate innocent drivers
Deliver rapid ROI
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9. Success story — Smiling Road by motor insurance company

One of largest motor insurance company in Japan launched “smiling road” program 3 years ago.

3G telematics camera model: BX2000 and TX1000D

@ srvvooras BLs

Vi TU—FRRETEETBLEELE Y — R i smELahE
A 20164

iz SMILING RCAD

§ A 4

"/
& AXAUYTO—Fk

BRNGREEE CHGENEG SN L RE
HEITBY—EATY .

ﬁ)\ﬂJBEﬂ'EHU‘

Source: http://www.sjnk.jp /hinsurance/smilingroad/pc/

This program is only for their fleet customer with have 10 or more car.
They supplied around 60,000 3G telematics cameras.
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RZ%
Visualize driver's driving
situation

Drive recorder with communication
function enables both driver and
administrator to objectively and

qguantitatively grasp driving situation.

Feedback to the driver by the
application etc.

It is compatible with smartphones § conventional mobile

phones / PCs.

10. Success story - Smiling Road by motor insurance company

Understand driver situation

For each driver, you can grasp the
driving situation such as driving
diagnosis result and dangerous
driving information.

Real-time report of dangerous
behavior images

The situation can be grasped with
the image at the time of detecting
the dangerous behavior and at 2
seconds before and after.
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11. Success story — Smiling Road Results

Number of Accidents

Number of
accidents is

\ reduced 20%

Reduced
accidents
from 85% of
companies

2014 2015

Since the number of accidents is influenced seasonally, it is compared with the same period of the previous year

during the introduction period. (Example) When installed in April 2015, it is compared between April and
October 2014 and April to October 2015

Source: General Insurance Japan Japan Koa Corporation and Sompo Japan Nipponkoa Risk Management
Co., Ltd. released article at 17 December 2015
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12. Limitations & Solutions

Data Cost

Minimize the false alarm

Module is changing From 3G to LTE
Need more better quality videos

Collison recognition

Health recovery process
Reduce recovery time

U

Network disconnection

Roaming area when switching service provider

Outside of coverage }

Big Data Analvtics

Different needs by clients

oY

Enhanced data analytics

Precise Analysis Algorithm
technologies and techniques

Data Security

Need to find more effective way against hacking

U

Data Encryption
Use communication Security code
http digest authentication

DTEG COPYRIGHTS® 2017 D-TEG Security Co., Ltd. All RIGHTS RESERVED Confidential 13



D-TEG

Adaptive, Effective, Affordable

Your Mobile Ally Since 2003
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