ANK «3ACTABA-TK» -
YHuBepcanbHoe pabouee mecto
ANA KOPNopaTUBHbIX U rocyaapcTBeHHbix UC




NPOAYKT COECTBEHHON PA3PABOTKM ANK«3ACTABA-TK»

AnnapatHo-nporpammHbIin Komnnekc «3ACTABA-
TK» —

5TO NEPBbIN anNapaTHbIM TOHKUWN KINEHT
POCCUNCKOrOo NPOM3BOACTBA, PEANN3YIOLLLNM
KOHLeNuMo YHMBEpPCaibHOro paboyero mecrta aas
MCNO/Ib30BaHMSA B rOCYAapPCTBEHHbIX U
KOPMOpPaTUBHbIX TEPPUTOPMANBHO pacnpeaeseHHbIX
NC 1 KOMNbIOTEPHbIX CETAX,

B KOTOPbIX TpebyeTcs obecneynTb
LEeHTPaIM30BaHHYO 06paboTKy, XpaHEHUE U AOCTYN
K AAHHbIM C UCMONb30BaHUEM 061a4HbIX
TexHonormm n VDI ¢ BbICOKOM CTENEHbIO
3aWMNLLEHHOCTM.
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NMPUMEHEHWUE

M locypapcrBeHHble MHPOpMaLMOoHHble cuctembl (FTUC)

M 3apaBooxpaHeHue:

* ObecneyeHne 6e30nNaCcHOCTM AOCTYNA K eAMHOU
rocygapcrBeHHOM MHGOPMALIMOHHOM CUCTEMBI B chepe
3apaBooxpaHeHus (ETUC3).

* (ObecneyeHne 6e3onacHOCTU AOCTYNA K MeANLMHCKUM
MHPopmaumMoHHbIM cuctemam (MUNC).

* [MoctpoeHune UC B neyebHO-NPOPUNAKTUYECKUX YUpEXAEHNAX
(iny)

M NMpumeHeHue Ha oH6beKTax KputTnyeckom UHGOPMaLLMOHHOM
nHpacTpyKTypbl (KUN).

B UHPopMaLUOHHDbIE cUCTEMDbI 06PaboTKM NepCcoHaNbHbIX
AaHHbIX (UCMNAH)
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YHMUKaNbHOCTb pa3paboTKku 3akanlovaeTca B TOM, UTO
ANK «3ACTABA-TK» aBnaeTtca npoayKToOm

7] ’
ceptuduumnposaHHbim ®Cb Poccun no Knaccy KC3.




COCTAB AIK «3ACTABA-TK»

¥ AnnapatHaa nnatpopma TOHK TN1402 — komnbloTep B popm-
daKTOpe KTOHKUI KNINEHTY.

M OnepaumoHHasa cuctema AltLinux CNT 7.0, 64-6utHan Bepcus.

¥ MporpammHoe obecneyeHue Ha 6a3e «3ACTABA-KnuneHt», Bepcus 6.

B CK3U «Kpuntollpo CSP» Bepcua 4.0.

M O neKkTpoHHbIU naeHTuduKatop ESMART Token NOCT, annapaTHoO
peanusyoLmin pOCCUUCKUE CTaHAAPTbl 31EKTPOHHOM NOANUCH,
WwndpoBaHUA, XILWNPOBAHNA U ABAAIOLWMNCA KNKOUYEBbLIM
HocuTenem.

M MO ESMART Token NOCT, peanusyouwiee nporpammHbii UHTEpdeuc,
BbINONHEHHbIU No cneundukaumm PKCS11.
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COCTAB AIlK «3ACTABA-TK»

¥ AnnapatHaa nnatpopma TOHK TN1402 — komnbloTep B popm-
daKTOpe KTOHKUI KNINEHTY.

B OnepaunoHHasa cuctema AltLinux CMT 7.0, 64-6utHan Bepcus.

¥ MporpammHoe obecneueHne Ha 6a3e «3ACTABA-KnuneHT», Bepcus 6.

B CK3U «Kpuntollpo CSP» Bepcusa 4.0.

M D neKTpoHHbIM nageHTudunkatop ESMART Token FOCT, annapatHo
peanusylowmmn pocCUNCKMeE CTaHaapPTbl 3/IEKTPOHHOM NOANUCH,
WndpoBaHMA, X3WWNPOBAHUA U ABAAIOLWMIACA KNIOYEBbIM
HOCUTEeNnem.

M MO ESMART Token NOCT, peanusyouwiee nporpaMmmMmHbi UHTEpdeuc,
BbINONHEHHbIU NO cneundukaumm PKCS11.

B CINO 3aKka3uuka
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BbINO/IHAEMbIE ®YHKLUUU

YHuBepcanbHaa naatpopma ana npuknagHoro MO 3aka3sumka
M BctpoeHHbiX VPN-areHT no yposHio KC3
M MNMpepocTtaBneHne cepBUCa 3/IEGKTPOHHOU noanucu no Knaccy KC3
M 3awmTta ot HCAQ no yposHio CBT 4 kKnacca
M YpanéHHoe obHoBAeHue Katouen u MO 3acrtaBa-TK

B M3 no 4 knaccy (B nnaHax Ha 2017 roa)
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OT/IMMUTE/NNIbHBIE OCOBEHHOCTU AMNK«3ACTABA-TK»

M MporpammHoO-annapaTHblii TOHKUU KNMUEHT, cepTudULUPOBAHHDbIN NO Kaaccy
KC3, 6e3 npumeHeHUna JONONIHUTE/IbHbIX HANOXEHHbIX annapaTHbIX CpeAacTs.

M BbiCOKaA roTOBHOCTb NPU pa3BepTbiBaHUMN.

B UHKpemeHTHOe yaaneHHoe o6HoBneHue Bcero MO TOHKOro KaneHTa.

M Bo3morkHocTb Bo3BpaTa AlNK B nucxogHoe coctoaHue (K 3aBoaCKUM HAacTpOUKam).
¥ Hannuume patumKa BCKpbITUA Kopnyca AlK.

B MunHMMU3aLUA N0Ka/IbHbIX HACTPOEK, LLeHTPA/IM30BaHHOE yaaNeHHoe
ynpasieHue NoOAUTUKOU BbesonacHoCTw.

B XpaHeHue Knrouesour MHpopmaumm TonbKo Ha ESMART Token FOCT.

B Ob6ecneueHue 6e3onacHocTn HPopmauuu 8 UCNAOH Y31 n TNC pgo knacca K1
BKNIOYUTENbHO.
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NPEMMYLLECTBA ANK«3ACTABA-TK» / BESONACHOCTb

B ®nKcupoBaHHbIN U AOCTAaTOUYHbIN HAabOp cpeacTB 3aLUTDI
nHopmauuu, ana coorsetrctemna TpebosaHmnam no Ub gna N'C po
K1, UCNAxH po Y31, KU, MUC m ETC3.

M BcTpoeHHble annapaTtHble cpeacTBa KOHTPOIA BCKPbITUA Kopnyca.

M loBepeHHaA 3arpy3Ka peasnnsoBaHa cneuunanbHbim BIOS
npoweawnum MHCNEeKLMOHHbIU KOHTponb PCb

M KOHTPOANb LEeNOCTHOCTM NPOrPaMMHOMUN COCTaBAAIOLWEN A0 3arpy3Ku
OC.

¥ CeptnounumposaHHaa ®CTIK Poccum OC «Alt Linux CMNT 7.0»,
obecneumsatowan yposeHb 3awWmuTbl B cootBeTctBuun ¢ CBT 4 Knacca.

W syx¢dakTopHaa ayteHTUPUKauma 8 OC npu nomowim ceptudpmuKaTtos
X509 c ucnonozosaHuem anroputmos 'OCT 2012 pasameLyEHHbIX Ha
KAl04YeBOM HocUTene.

M KOHTpONb NOAKNIOYEHUA MALUUHHBIX HOcuTeneu uHpopmauuum.

M IPSec VPN-knmneHT Knacca KC3 (umeetca ceptudukar).

M Bo3MOXXHOCTb OTNpaBKu cobbituin B SIEM
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NMPEMMYLLECTBA ANK «3ACTABA-TK» / SKCNZIYATALIUA

M LleHTpanunsoBaHHoe obHoBAeHue MO AlK.

M BcTtpanBaHue npoussonbHoro npukaagHoro MO B 06pa3 OC nog HyXKAbl
3aKa3umKa.

¥ PeweHune no3sonaeT Bctpausatb B npuknagHoe MO ¢pyHkuymum 3 no
Knaccy KC3 (nnatdpopma npegocrasnset cepsuc I 4to noaTBEpXKAEHO
ceptuduKaTom).

¥ NoakntouyeHue nepndepunHbIX YCTPOMUCTB (NPUHTEPDI, CKaHEpPDI,
YCTPOMCTBA UTEHUA LUTPUX-KOZ0B 1 Ap.)

M MpocToTta U HaAEXKHOCTb B 3KcNAyaTauuu (HapaboTKa Ha OTKas3
obopyaoBaHus
60 000 yacos)

B MmbKoe macwtabupoBaHue. bbictpasa 3ameHa us 3UIM He Tpebytowan
HaCTpoOeK.

¥ MaccuBHOE oxnaxKaeHue

B Huskaa ctToMmocCTb BRageHusa

M Bce anemeHTbl AMK nmeoT poccMinckoe NnpoucxoxKaeHue u
pa3paboTtaHbl nog ycnosua npumeHeHua 8 PO.
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Komnaekc nporpammHo-annapaTtHbix cpeacts 3ACTABA-TK
Nno3BoONAET peannsosaTtb BbinosHeHne Tpebosanum no Ub
MWHUMaNbHbIM Habopom cpeacTB U 3/1IEMEHTOB 3aLLUTDI,

a TaK)XXe obecneuynBaeT MaKCMMabHYIO NPOCTOTY U
HaAEXXHOCTb B 3KCNAyaTaluumn ¢ BOSMOXXHOCTbIO
onepaTUBHOro MmaclTabupoBaHuA.




Bonpocbi?
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