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OOHoBreHue cepTMd:muMpOBaHHblx

cpeAcTB 3aluTbl UH(POPMaLUN

MeToaunka obHoBAeHUA cepTUPUNLMUPOBAHHDIX
cpeacTs 3aWmnTbl MHGOpPpMaALUM:

" OnpegeneHbl TUMNbl 06HOBAEHUM (BKAOYAA OOHOBEHUA,
HanpaBAEeHHbIe Ha YCTPaHEeHUe YA3BMMOCTEN CpeacTB
3aLLMNTbl MHPOPMALMK), a TaKKe AeUCTBUA BEHAOPA
(3aABUTENA), UCNbITaTE/IBHOW N1a6OPATOPUMN U KOHEYH bIX
nonb3oBaTenen npu NnpUMeHeHMmn AaHHbIX OOHOBIEHUMN.

" Bce pa3paboTYMKM NPUMEHAIOT AaHHYIO METOAUKY.

UEHTP 3AUWLNTBl MHPOPMAL MU



OOHoBreHne cepTUPMUNPOBaAHHbIX

cpeAcTB 3aluTbl UH(POPMaLUN
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BOT Yero 3aBUCAT CPOKU YCTPAHEHUS YA3BUMOCTEN ?

CpOKMU yCcTpaHeHuA
VA3BUMOCTMW

TexHU4YecKkaa BO3MOXKHOCTb Tpyao3aTpaTbl Ha YCTPaHeHue
YCTPpaHEeHUA yA3BUMOCTHU YA3BMMOCTH

4 ) 4 )

Roppenaymna BO3MOXKHbIX
N3MEHEHUN aPXUTEKTYPbI

C YA3BMMbIM KOA0OM
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Ya3BMMOCTU B
CTOPOHHEM Koae

Lu|A ‘ | . www.dallaslock.ru




CpoKU ycTpaHeHUs YA3BUMOCTEN
BeAyLWUX MUPOBLIX BeHAOpPOB

PAON W 2013 2014 2015 2016

CTaTUCTMKa NO CpeaHUM CPOKaM YCTPaHEeH MU

VA3BUMOCTEMN (MO 3aKPbITbIM YA3BUMOCTAM)

[anHbie 0-DAY tracking project (www.zero-day.cz)
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aHanuU3 cumyayud, MPUEMO-COAMOYHbIE
KnaccuguKkayus UucrnbimaHus u nepeoaya
yA38UmMocmu, orosewjeHue npoodykma e U/1, sbinyckK
KOHEYHbIX rnoss3osamernel obHoB1eHUA

0bHapy@ceHue ycmpaHeHue ya38umocmu,

ysA38UMOCMU, mecmuposaHue,

obpauweHue K e3aumoodelicmasue ¢ U/1, nouck

Pezynamopy opyaux ya3sumocmel

UEHTP 3AUWLNTBl MHPOPMAL MU



CpoKu ycTpaHeHnsa ya3BUMoOCTeun

POCCUUCKMMMU pa3paboTynkamm

Dallas Lock

Secret Net

ViPNet

Poccuncknum paspabotynkam C3U TpebyeTtca npumepHoO
1 mecau AnAa ycTpaHeHUA Ya3BMMOCTU

KOHCDT@ . e ‘ .dallaslock.ru
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CpOKM yCTPaHEeHUs1 YA3BUMOCTEN
POCCUUCKMMMU pa3paboTynkamm
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Pe3ynbraTbl onpoca NapTHEPOB U KOHEYHbIX

nonb3oBateneun U3 INK «KoHdounaeHT»
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B Hanbonee npmemnembin CPOK yCTpaHEHUSA YA3BMMOCTEMN

B MaKcMmanbHO BO3MOMXKHbIW CPOK YCTPaHEHUA YA3BUMOCTEN
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Pe3ynbraTbl onpoca NapTHEPOB N KOHEYHbIX

nonb3oBateneun U3 INK «KoHdounaeHT»

[To MHeHUI0 NPOoPEeCcCUOHANBHOrO
cooblwecrtBa pa3paboTumnKm cpencrts
3aLLUTbl MHPOPMALUN AO0NKHDI

- YCTPAHATb YA3BUMOCTU B CBOMUX
Q npoaykrtax ot 1 Heagenun oo 1 mecaua

UEHTP 3AUWLNTBl MHPOPMAL MU



MuHumMmusauums BEPOATHOCTUN BOSHNKHOBEHUA

yA3BUMOCTEUN B cepTudpuumnupoBaHHbix C3U

BeHaop n PerynaTtop [lonb3oBaTenu
—(— S—f— S —
MMonyyeHue |
UHgopmayuu ob YempaHeHue :
yA3eumocmu yA3eUMOCMU
:
>

A

- - - ----------
A
A\

-
\_/

<OHCDI/|AEHT® WWW.dallaslo.ru

UEHTP 3AUWLNTBl MHPOPMAL MU



MuHumMmusauums BEPOATHOCTUN BOSHNKHOBEHUA

yA3BUMOCTEUN B cepTudpuumnupoBaHHbix C3U
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MunHnMun3aumsi BeposATHOCTU BO3SHMKHOBEHMUS

yA3BMMOCTEN B cepTudmnumnpoBaHHbix C3U

Paboma c BY3amu: becrinamHoe
npeoocmasneHue C3U1 u

doKymeHmMayuu 0117 obecne4eHus Bug bounty (ropudu4yeckoe ogpopmaeHue 014 3auumel npas
y4ebHoz20 npouyecca, cepmugukayus geHOopa u uccnedosameneli, PyHKUUOHANbHOCMb AIUYHO20
crieyuanucmos o npPooyKkmam, KabuHema 015 noayveHusa sepculi [10 u omnpasKu UuHgopmauuu
memoouYecKas MoooepHKa. 06 yazsumocmsx). Yruce 6onee 100 uccnedosamenel

3apeaucmpuposasnuch 8 npopamme.

OnepamusHoe orioseujeHue
nonv3osamerneli yepes [Tpoyecc besonacHou paspabomku rno NOCT P 56939—

PACCHIAKY. 2016, cobcmseHHbie MemoOUKU U Mooxo0bl K
pa3pabomke be3zonacHoU apxumeKkmypsbl, UC0/163080HUE
a8MomMamu3upoB8aHHbIX MPOBEPOK (cmamuyecKul u

lposepka Hanu4us duHamuyecKulli aHanu3) Kooa.

0bHo8eHUl 8 NPo2PAMMHOM
obecrnie4yeHuu.

Benpgop NN Perynatop Nonb3oBaTtenu
i —

MonyyeHue :
UHgopmayuu o0b YempaHeHue :
yAa3sumocmu yAa3sumocmu |

|

|

|<OHCDV|AEHT® | ,l www.dallaslock.ru _

UEHTP 3AUWLNTBl MHPOPMAL MU



[lpeonoxeHuns

YTBEpAUTb METOAUKY OOHOBIEHUSA
ceptTmduumnmpoBaHHbIx C3U.

BKNOYNUTb B MEeTOAUKY pa3aen,
OMNUCbIBAOLWMM NpOoLECC YCTPAHEHUSA
VA3BMMOCTEN Pa3paboTynKamm.

YCTaHOBUTb CPOKUN YCTPAHEHMUA
va3BMMocTu (nnbo BbinycK
OrpaHMYEHUIN HA IKCNAyaTaLMIO) CO
CPOKOM B 3aBUCUMOCTU OT 3HAYEHUM
meTpuK no CVSS.

UEHTP 3AUWLNTBl MHPOPMAL MU



Cnacunb6o 3a BHumaHue!
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