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Y7o Takoe cucTema 06HapYKEHNA BTOPIKEHWI?

/' Konua Tpaduka

. SPAN-nopt

IDS

APM 1

. -

APM 2

APM N

CUCTEMA ObHAPYXEHUA
KOMMbIOTEPHbIX ATAK

(IDS - Intrusion Detection System):

3TO NPOrpPamMMHOE UK
NporpaMmmHoO-annapaTHoe
cpeAacTBo, NpeaHa3HaYeHHoe Ann
aBTOMATUYECKOro BbIABNEHMS
KOMMNbIOTEPHbIX aTaK,
HanpaB/AEHHbIX HA HapyLLeHune
cBOWCTB He30onacHoOCTH
MHopMaLMM 3aLLMLLLGEMbIX
pecypcoB opraHu3aumu.



Snort u Suricata

SNORT SURICATA
CO34ATEJ1b Cisco (Sourcefire VRT) Open Information Security Foundation
Emerging Threats
~ 26 000

0 Bce KomnbloTepHble aTaku

. CurHatypHasn 6a3a #1

‘ CurHaTypHasna 6a3a #2

‘ CurHatypHasn 6a3a #3




CpaBHeHMe IDS

KauecTBeHHble XapaKTepUCTUKN:
— NpocToTa NCNoab30BaHMUS

- UHTEepdenc

— YnobcTBO BHEApPEHUA

— Hannuune HeobxoaMmon conpoBoANTENbHON AOKYMEHTaLUM

KonnyectBeHHble XapPaKTEPUCTUKU:

— 06bvem 6a3bl cMrHaTyp

— MaKcumanbHaa ckopocTb 06paboTku TpaduKa /\
— 3arpy3ka CPU A~
— 3arpy3ka onepaTtuBHOM NaMATU /



OpraHunsauma CteHaa

CocraB cTeHpa:

— CpeactBa reHepauum KOMMNbIOTEPHbIX aTak.

— CpepacTBa reHepauum HopmanbHOro Tpaduka (Harpyskm).
— YA3BMMble pecypcbl.

— Cucremy 3anumcum TpaduKa.

— CUCTEMY CUHXPOHM3ALMUN BPEMEHMN,

— CeTteBoe obopynoBaHue o
ixia

Konua tTpaduka

IDS IDS



CpasHeHue IDS : ckopocTb 06paboTkMn Tpaduka

KonunyectBo cpabatbiBaHUM
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CpasHeHwue IDS : 3arpy3ka CPU
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CpasHeHue IDS : 3arpy3ka RAM

3arpysKa onepaTuMBHOM NnamsTK Suricata 3arpysKa onepaTMBHOM NaMATH
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CpasHeHue IDS: MNpoyne otanuma

— BNOKMpoBaHUE UCTOYHMKA KOMMNbIOTEPHOM aTaku 1 cnocob 610KupoBaHUs

— 3anuncb CMCTEMOM ceTeBOro TpaduKa, CoaepKalllero KOMNbIOTEPHYIO aTaky, 414 ero AanbHenlero pasbopa

—  J1onoNHUTEeNbHbIE BO3MOXXHOCTM OMNOBeLLeHMNs aMUHUCTpPaTopa/onepaTopa 0 3adUKCUPOBAHHbIX
cobbiTmax. (SMS, e-mail, mecceHgKepbl)

— KpunTtorpaduueckan 3awmra KaHana ynpasneHus

— Hanunune cepTndmKaToB COOTBETCTBUA
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