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MobunbHOCTb: GaKTbl U TEHAEHLUUU

“K 2022 rogy 70% Bcex B3aMMOAENCTBUIM C KOPNOPATUBHbIMU CUCTEMaMK ByaeT OCyLLLeCTBNATLCA
C MOBUNbHbIX ycTponcTB.”
Gartner, Predicts: 2017 Mobile Apps and Their Development forecasting

https://www.enterprise-cio.com/news/2017/jan/04/why-2017-will-be-year-continued-evolution-enterprise-mobility/

“75% HapyweHn 6e30NacHOCTM CBA3AHHbIX C MOOUABHBIMM YCTPOMCTBAMU ABNAIOTCA PE3y/bTaTOM
HENpPaBUAbHOIO MCNONb30BAHUA U KOHOUIYPUPOBAHUS MOBUNBbHBIX NPUNOKEHN,
a He aTak Ha mobunbHble ycTponcTsea.”

Gartner, Mobile Security Threats and Trends
https://www.gartner.com/newsroom/id/2753017

Mo6bU1AbHOCTb YacTO BOCMPUHUMAIOT U UCMONb3YIOT BMECTe ¢ 06/1a4HbIMUM CEPBUCAMMU.

“B 2017 roay nHpopmaums ctasia HAMHOTO Yalle YyTeKaTb B pe3ynbTaTe KaK YMbILL/IEHHDbIX,
TaK M caydYamHbIx aencteuit. Uccneposatenn 6e30nacHOCTU NPAKTUYECKU eXXeHEBHO CTa/in
CUIHANM3UPOBATb O He3alWMLLEHHbIX 06/1a4HbIX cepBepax.”

InfoWatch, InasHsie ymeyku 2017 200a
https://www.infowatch.ru/analytics/digest/19546



https://www.enterprise-cio.com/news/2017/jan/04/why-2017-will-be-year-continued-evolution-enterprise-mobility/
https://www.gartner.com/newsroom/id/2753017
https://www.infowatch.ru/analytics/digest/19546

[Mpobnembl MOOUNBHOCTU
B KOPNOpPaTUBHOMU cpeae



Mpobnema 1: mobunbHbIE YCTPOUCTBA — HEAOBEPEHHDbIE

MobunbHbIX ycTpoiicTB “He cywecTByeT”
B KOPNOpPaTUBHbIX pernameHTax Ub

MobunbHoe ycTponcteso # HoyTbyk
MobunbHbie ycTpoictea = iOS & Android

O MOBMABHbIX YCTPOMCTBAX BCMOMUHALOT
Koraa “noxutca” kopnopatusHbi Wi-Fi

Ecnn BcnoMuHatoT 0 MOBUNbHbBIX YCTPONCTBAX —
NbITaloTCA “3aWMLWL,ATb OKOHEYHOE YCTPOoMCTBO”
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MobunbHOE yCTPOICTBO He ABNAETCA AOBEPEHHbIM. J— —[
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Mpobnema 1: mobunbHbIE YCTPOUCTBA — HEAOBEPEHHDbIE
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Mpobnema 2: MobunbHblE NPUNOKEHUA — HEAOBEPEHHbIE

Denosaa nHpopmauusa B 06bIYHbIX NOTPEOUTENBCKUX NPUNOXKEHUA HUKAK HE KOHTPOIUPYETCA U
Aybnupyertca BO MHOXXecTBe NPUNOXKEHUN

CoBpemeHHble mobunbHble naatdopmsl iOS n Android B ocHoBe CBOEN OPUEHTMPOBAHbI Ha 0ObIYHbIX
notpebutenen (consumers), MOTUBUPYS SKOCUCTEMY Pa3BMBATHLCA MO NPUHLUNY
“opHa dYyHKUMA — 0AHO NpUNoKeHne”.

MpunoxkeHna ceobogHO obmeHMBatoTCA MHGOpMaLuuen (gokymeHTamm) Yepes dyHKumio OC “OTKpbITb B”.
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Mpobnema 2: MobunbHblE NPUNOKEHUA — HEAOBEPEHHbIE

Nonb3oBaTenun BbIBOAAT AaHHbIE U3

nog Mb-KOHTPONA MeHAA YYETHYIO
3aMnCb MOYTbl HECKOJIbKUMU
KacaHUAMM B NOTPebUTENbCKNX
MODOUNbHbBIX KINEHTaX

Pe3ynbTaThbl:

*  YTeuKMu OaHHbIX Yepes
B3/10MaHHbIE TINYHbIE YYETHDbIE
3anncK Nosib3oBaTesien

*  WHBECTUUUM B TPAANLNOHHbIE
CUCTEMbI 3aLWMUTbI
“He 3amevatowme” mobunbHbIE
yCTpOWnCTBa — 0bHyNAwOTCA,
CO3/aBan NNOXKHOE OllyLleHne
3alUMLLEHHOCTN Y BU3Heca
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[Mpobnema 3: MOOBMNBbHOCTb AaHHbIX - HEKOHTPOIMPYEMA

BeCKOHTPONbHOCTb KOPNOPATUBHDLIX AAHHbIX B NOTPebUTENbCKOM cpeae

JlerkocTb NPOHMKHOBEHUA B NepUMETP OpPraHu3aLum

HeKkoHTponnpyembin 0b6MeH AaHHbIMU MeXAY NPUNOKEHUAMN Yepe3 PYHKUUIO “OTKpbITb B”
(Bce mecceHakepbl, $anno-ob6MeHHUKN U NOYTOBbIE KAMEHTbI YMEIOT NPUHUMATb Nt060MN KOHTEHT)
NPUBOANT K BOSHMKHOBEHWIO HOBbIX KAHAN0B U yTeYeK N MPOHUKHOBEHMS B KOPNOPATUBHYIO CETb

B OC OTCyTCTBYIOT M30/IMPOBaHHbIE cpeacTBa WndpoBaHUS

AaHHbIX YPOBHA NPUNNOKEHUA

HeBO3MOXHO BCTpOMTb B WTaTHble OC yHMBEpCanbHble
cpeactea DLP aHanornyHo Tomy Kak sctpamsatotca VPN

Mobile Attack Vectors

= Mobile Malware
=) Network-Based
mp HW-Based

mp Potentially Unwanted
Applications

= Physical-Based
=) | ogical-Based
mp Data Loss

Gartner,

McTouHmk: How to Build Your Next-Generation Mobile Security Strategy, Gartner



[Mpobnema 4: nn4yHbIE YyCTPOUCTBA - 6€30MaCcHOCTb M MPUBATHOCTb

Nonb3oBaTenn NPOTUB YCTAHOBKMU
Ha IMYHbIE YCTPOMUCTBA
KOPNOPaTUBHbIX CPEeACTB
ynpaB/ieHns MOBUABbHbIMMU
yctpomnctBamm — Mobile Device
Management / Enterprise Mobility
Management (MDM/EMM).

OrpaHMYeHMs Ha IMYHbIX YCTPOMCTBAX He paboTatoT

Enroliment: Often the Biggest Inhibitor to
Managed Mobility

Solutions
rate enrollment/activation with strong

N8 Unknown/
Untrusted Devices

MDM/EMM npusHOCUT
[ONONHUTENbHbIE 3aTPaTbl B Privacy
MHPpPaCTPYKTYpPHbIN UT BroaxeT n

TpebyeTt gon. paboTbl No ,\ <
pa3BepTbIBAHUIO U KOHTPOIIO N
YCTPOWCTB, He pelas npobnemy
ypobctBa goctyna K uHdopmaumu. Gartner

= Apple BEP, Windows 10 bulk enrollmagt
\ETIVE] StepS = QRTCode, NFC-based enroliment

McTtouHuK: Managing and Enabling Enterprise Mobility, Gartner
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PeweHune Kntouyesbix Npobaembl MOOUIBHOCTH

1. [octyn K KOpnopaTuBHON MHGOPMALIMK AONXKEH OCYLLECTBIATLCA
N3 cneumann3npoBaHHbIX 4OBEPEHHbIX KOPNOPATUBHbBIX MPUIOKEHUN
C 3anpeTom “OTKpbITb B” APYrUX NPUNOKEHUAX

2. PaspeneHue “kKopnopaTtuBHOro” ot “AnyHoro” —3awmra AaHHbIX B NPUNOKEHUAX,
a He YCTPOMCTBAX, C BO3MOXKHbIM BCTpamBaHnem DLP n gononHuntensHoro
WNPPOBAHMNA AAHHbIX HA YPOBHE NPUIOKEHUA

3. Noppepka moaenu BYOD 6e3 MDM/EMM 6e3 yrpo3bl npnBaTHOCTU U yLulepba
6e3onacHocTH




C yero Ha4yMHaTb 6e3onacHy MOBUNBHOCTb

1. Be3onacHocTb MobMAbHOM PabOTbl HEOBXOAMMOCTU HAaYMHATb
C Hanbonee 4acTo UCMONb3YEMbIX PYHKLUMN
— MoYTa, AOKYMEHTbI, UHTPAHET-CalTbl U Web-KNMEHTbI K KOpM. CUCTEMaM

2. CneumanmsmpoBaHHbIE MPUIOKEHUA K KOPN. cMcTeEMam M 60Tbl K KOPNOPATUBHbIM
CUCTEMAM TOJIbKO U3 AOBEPEHHbIX KOPMOPATUBHbBIX MPUIOKEHUN

3. CneumanmsmpoBaHHble KOPNOPATUBHbIE MecceHAXepPbl (ecTb Bonpochl K “obnakam”)

Prepare IT Operations to Capitalize on the
Mobile Opportunity

Email

Document Access

Intranet
[3a/Many Organizations Have Stopped Here

Business Intelligence
Corporate Directory
Expense Reporting
Office/Room Locator
orporate Compliance Infermation
Commission Tracking
Time and Attendance

Core Apps

Sales Lead Submission
Field Data Capture

Productivity{ Guest Rewards Signup , - o 5ot Machine
Convenience Maintenance

Number of Users

Vertical Process Apps

Undifferentiated Competitive Differentiation

WUcTouHumk: Managing and Enabling Enterprise Mobility, Gartner Gartner



Ba3oBble TpeboBaHUA K 3aLLUTE AaHHbIX B MOOUAbHbBIX MPUNOMKEHUAX

1. AyTeHTUdUMKauMA B KOPNopaTUBHOM cayxbe KaTanoros

2. KOHTpO/Ib MecTononoXeHUa XxpaHeHna MHGopPMaLUM Ha MOBUNBHOM YCTPOWCTBE
(HE /Documents Ha iOS, TonbKo cucTemHaa namaTb Ha Android)

3. TTONUTUKM KOHTPOAS BbIXOAA AaHHbIX 33 Npeaeibl NPUNOKEHUS U B NPUIOXKeHUe (3anpeT
“OTKpbITb B” U3 NPUNONKEHUA N B NPUIOKEHNE)

4. 3anpeT pe3epBHOro KOMMPOBaHMA AaHHbIX NpunoxKeHus B obnako (iCloud, Google)
n Ha MK (B3710M 63Kana Ha NopsAAKN NpoLLEe YeM YCTPoKCTBa, CM. Nnpumepbl Elcomsoft)

5. WpenTtudpukauma pakTta B3sioma yctpoictsa (jailbreak, root) n 3anpet paboTtbl Ha Takmnx
YCTPOMCTBAX, C BO3MOKHbIM aBTOMAaTUUYECKMM CTUPAHMEM AAHHbIX NPUNOKEHUA (wipe)

6. [oNUTUKA MapPKMPOBKM 3KPaHa BOAAHBIMU 3HAKaMM (3anpeT CHATUA KOMMUK 3KPaHa YCTPOMCTBa
cpeacteamu MDM obxoauTtca poTtorpadpupoBaHMem 3KpaHa C APYroro ycTpomncTea)

7. KOHTPO/b ceTEBbIX KOMMYHMKALMIM HA OTCYTCTBME HEPETNAMEHTUPOBAHHOIO B3aMMOAENCTBUA C
cepBucamu 3a nepumetpom b ans BctpanBaembix 6nbanotek Ha atane pa3pabotkm B SDLC
(Secure Development LifeCycle, npouecc pa3paboTkmn 6e3onacHbIX NPUIOKEHWNI)

8. LWudposBaHMe AaHHbIX HA YCTPOMUCTBE NPU HEOBXOAMMOCTH
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