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Mbl cynTaem, YTO Kaxkabin
norb3oBaTerib, HA4YMHasa OT AOMaALLHUX
KOMMbIOTEPOB, MMaHLLIETOB U
CMapTAOHOB A0 KPYMNHbLIX Kopnopauun

N NPaBUTENBLCTB, AOJIKEH UMETb
BO3MOXXHOCTb 3aLUUTUTb TO, YTO UMEET _
Ons Hero HanbornbLlee 3Ha4YeHune.
[lepcoHanbHble gaHHble, PUHAHCHI,
NapTHEPLI, YMHbIN rOpo4d, TPaHCMOoPT,
KpUTnyeckaa MHpacTpykTypa — Mbil
nenaem Bce BO3IMOXHOeE, YTO Obl
3aWnUTUTb 3TO.

EBrennn Kacnepckui NG .



CnoXHOCTb COBPeMEeHHbIX UH(POPMALMOHHbLIX TEXHONOIrNMn

The Internet of Things
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KomnaHumn Bcero Mupa BHOCAT BKNnazj B pa3BUTHe

The Industrial loT (lloT) Market Map
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CKONbKO CEKbIOPUTU HaAM HYXXHO?

) Microcode Control
Security Cost [

Secure Element

Hardware Virtualization
Embedded Trusted Environemnt

@D
Implants

*  Processor
Firmware

Complex Attacks (APT)

* Physical Access
+ Time&Money
+  Special Equipment

System Administration
Network Security

Break-In

» Buffer overflow
* Interruptions

* Malware

Network Attacks

* Man In The Middle
 Password

* Code vulnerabilities

Attack cost

Mbi HaxoOumcs 8 npouecce 6opbbbl 3a KOHMPOIb Had 6e30racHOCMbH



HOBbIN KITACC «YMHbIX» KUBEP®U3UYECKUX CUCTEM

*  UHXXeHepHble KoMrieKkcbl Ha ocHoge MIHmepHema Beuwel, obbeduHsaowue yeriogedyeckue, usudyeckue u
UHGbOpMaUUOHHbIe pecypchbl 8 paMKax « YMHbIx Cucmem»

YcToiumeocTs HapexHocTb
BoccTaHoBneHue) (Bbixos 13 cTposi

» besonacHoCTb CTaHOBUTCA BCce Bonee KOMMIIEKCHOW AUCUUNITMHOWN. YTrpo3bl KubepbesonacHOCTU MOryT
NMETb NOCNeACTBUA B (PU3NYECKOM MUpPE, CTaBs Mo BOMPoOC XN3Hb U 300POBLE NOAEN



OcHOBHas uenb

ObecnevynTb BO3MOXXHOCTb
NOCTPOEHNA OOBEPEHHON CUCTEMbI U3
He JOBEPEHHbIX KOMMOHEHTOB

el
| o
BpenoHocHoe He JoBepeHHoEe [loBepeHHOe npunoxeHue, [MpunoxeHwve c He
cogepkaliee He JOKYMEHTUPOBAHHYIO BO3MOXHO cofepiKaliee AOKYMEHTUPOBAHHbIM UIN

beHKLIMOHaJ'IbHOCTb YA3BUMOCTH BpeaoHOCHOe nosegeHmnem



OOwenpuHATLIN Noaxon

[IpAMble B3anMOOEUCTBUA Mexay
KOMMOHEHTaMU CIOXXHOWU CUCTEMBDI

y

.
‘ t i”
<
<
s
’
R




I1Ba OCHOBHbIX npuHUuna.

1. N3onaumsa nomeHoB 6e3o0nacHOCTU
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Anpo naonaumu
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I1Ba OCHOBHbIX npuHUUnMa.

1. N3onauna npomeHoB be3onacHoCcT 2. [1Be dhasbl NPUHATUSA peLLeHNs
- BblYMCIIEHNE CEKbIOPUTU BEPOUKTA

- N ero nppMmeHeHnA
PasperneHbl Ha ABa HE3AaBUCUMbIX NPOCTpPaHCTBA

&
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&
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Separation Kernel (SK)

Anpo naonaumu

Security Verdict Engine (SVE)



Kaspersky Security System

YposeHb npusoxceHuli
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®OPMUPOBAHUE OOBEPEHHOWU CPEbI

» Ha Kkaxx0om yposHe cucmeMbl eCmb C80U MEMOOUKU U MeXaHU3MbI M08bILUEHUS YPOBHS dosepus (npumep -
[OCT P 56939-2016 *)

NloBepeHHas nonb3oBaTenbckas cpeaa
HanoeHHble cpeactesa 6e3onacHoCTu

AoBepeHHasn cpeaa nNpuIoxeHun Be30nacHOCTb NPUIOXKEHUI

[loBepeHHas cuctemHaqa cpeja
Cpencrtea agMUHUCTPUPOBAHUS

AosepeHtian nporpaMmmHas NHTerpnposaHHas 6e30nacHOCTb

cpena (OC) °

[lomeHbl 6e3onacHoCcTu
[loBepeHHasqa 3arpyska, o6HoBMeHne

[JoBepeHHbIN
[TporpamMmMHasl BupTyanmsauus

JKU3HEeHHbIN LuKn

[loBepeHHasi cpefa UCNofHEHUS
AnnapartHas BupTyanmsaums
[loBEPEHHbLIE NPUIOXEHUSA, anNrOpPUTMbI

[oBepeHHas

BCTPOEHHasdA cpena

[loBepeHHOe annapaTtHoe a4p0
3awmieHHaa obnactb NamMmATH
3almLLEHHbIE KITHYN 1 cepTudukaThbl

KopeHb
NoBepus

° HeO6XO,EI,I/IMO nogaepxmBatb AOoBEPUNE KaK BHYTPU TaK U MeXAYy YPOBHAMU CNCTEMbI

(*) «BawmTa nHpopmaumm. PaspaboTka 6e3onacHoro nporpammHoro obecnederus. Obwme TpeboBaHUA»



CocTaB NpUIOKEHNN N NHTEePPENCoB

» Peanuszauus Kno4desbix MOOyriel Ha OCHO8e POCCULICKUX MeXHO102ul U Mex0yHapoOHbIX cmaHOapmos

___________________________________

KopeHb [loBepus
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KopeHb [loBepus

(Aapo, RNG)

-

MMnepBusop

UHTepdenchl
YnpaBneHus
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JoBepeHHbIN
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(IP, VPN)
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Logging
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MHOIOYPOBHEBAS 3ALUUTA — UCMNOJIb3YEM MAKCUMYM TEXHOJIOI MW

3JKocucmema rnoopasymesaem UCIofib308aHuUe 8cex HapabomaHHbIX mexHorioauu
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