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—M3KaA 3aUMLLIEHHOCTb
1DOTOKOIOB

LindpoBaHmMe AaHHbIX B MPOTOKONE OTCYTCTBYET

HeT
nornHa/napons

- b b 5

NnornH/naponb He 3aLuLLeHbl

SCADA
protocols
(MODBUS/TCP,

EtherNet/IP,
DNP3 n gp.
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IMNMUYHbIE aTakKM Ha MPOMbILLNEHH b SR
CNCTEMDI

BaokmpoBaHue/3agep>kka MHGOPMALMOHHbBIX MOTOKOB C Le/bto HapyweHunsa pabotbl KBO

HecaHKLNOHWPOBaHHbIE N3MEHEHUA NHCTPYKLMW, KOMAHA AN CUTHANOB C Le/blo MOBPEXAEHMUS, OTKAHOUEH A
obopyaoBaHuma KBO, uto moxeT npueectu kK yrpo3e KBO 1 yenoBeyeckom XXmsHu

ckaxkeHne nHpopmaumnm NnpegoctaBaseMon onepatopam, € LieNbio CKPbITb PakT HECAHKLLMOHNUPOBAHHOIO
A0CTyNa, AMBO MHNLMMPOBATb CO CTOPOHbI OMNepaTopa PeakLnto B BUAE HealeKBaTHbIX AENCTBUN

I3ameHeHune 1O nam HacTtpoek CUCTeMbI, UKW 3apaXkeHne cncteMbl BpeLoHOCHbIM [10

BmeluaTenbCcTBO B paboTy cmcteMbl 6€30MacHOCTK, HanpuMep, NOXXapHOW CUTHaAM3aLMn C LLebo ee IOXKHOTO
cpabaTtbiBaHMS

©2017, OAO «HPoTeKC».




DOTOKO/1bl MPOM. CeTel

© BHYTPEHHMWI MHUMAEHT

I BHewWHWH - oTKas B obcnyH1MBaHMK

& BHyTpeHHUWI - HeaBTOpWM3OBaHHLIM A0CTYN
. Cny4YailiHbIA MHUWMAOEHT

E BHewHWA - caboTam

i BHyTpeHHUM - caboTam

I CnyyaiiHoe HeyMbIWAeHHOe yrnpasieHue
K CnyyaiiHbIA OTHA3 ceTH

M Cny4yaiiHbiid oTras NO

& BHelwHWiA - MpoHWMKHOBEHWE B CUCTEMY

il CnyyaiHblid oTras obopyanoeaHuA

& BHewHWH - BpegoHocHoe MO

T T T T T

20 30 40 50
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Rl S 1 The Repository of Security Incidents
A
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ATakm Ha ACY TI1

fepmaHus,
MeTannyprus

Knbepartaka Ha
CTaNeNUTENHbIV 3aBOA

i1

TpaHcnopT

infotecs’

PuHnaHgus,
MKKX

AVCTaHUNOHHbIV B3/10M Heckonbko 4OMOB B OCTannCb
Jeep Cherokee

6e3 Tenna mn3-3a DDoS-ataku

2010 2015 2015
: 2014 : 1 HOA6pb
2016
E |
NpaH, finoHus, YkpauHa,
Stuxnet JHepreTuka JHepreTuka
OcraHoBka VpaHcknx Ataka Ha ASC B AnoHwnun MoraweHwe 7

LEeHTPUPYT BUPYCOM
Stuxnet

noactaHumn 110kB n 23
NoACTaHLNN
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1 3TO TONBKO Hayano...

Aaxke ogHo 4I
Ha KBO moxer
MMETb Camble
cepbesHble
nocneacrsun

infotecs’

MaccoBoe BHeapeHue
Tnnosbix ACY

NHTerpauna ACY c ERP n MES

cnonb3oBaHume VHTepHeTa
KakK TPaHCMOPTHOU Cpejbl

PasButmne cncrtem
NNCTaHLUMOHHOIO
MOHWTOPUWHIa U yaaneHHOro
Aoctyna

Industry 4.0, IIoT, Digital
Factory, PLM-cucrembl

CepBucHble Moaenn busHeca
B MPOMbILUJIEHHOCTH
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BCE Ha4YMHANOCh

1984

* CUTHATYPHbIN
meToA




CurHatypb! 414 1

ETOpen

JKCrepTHoe
coobLLecTBO

AHanwums,

CurHaTypbl
Feeds 06 TeCcTUpoBaHume yP

aTakax, Bupycax,
3/10BpeAHOM
KoAe

ccnepoBaHume
1O
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ChepyroLpme nyTu 3BOHOLMY

1988 1991

1993

e lHCneKumna c
Y4eTOM COCTOAHUA

¢ [lakeTHaA e [l[pnknagHble
duUnbTpaLUS NPOKCU
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Visibility v 1.0 - OCB@LLOI\/IHGHHOCT

2001 2004

— I'ny60Kaﬂ UHCIMNMEeKUnA * l[HCNeKUunA KOHTEeHTa

NMNaKeTos

2011 2009

e OcBeAOMNEHHOCTb O e OCcBeAOMNEHHOCTb O
KOHTEeKcTe ) [TpnunoKeHnax u
[lonb3oBaTenax
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DPl —BbICOKO CKXY, AaNeko maxy M

— Heuristics & behavioral analysis
- Detection of application type (e.g. video, audio, chat)
from encrypted applications such as Skype
- True heuristics — packet sizes, timings, ratios, byte patterns, etc.

Deep Packet Inspection

- Layer 4 -7 classification for 2800 applications and protocols

- Support for over 6000 metadata parameters

- Full protocol decoding for HTTP, SMTP, FTP, SIP & many more

Advanced subscriber analytics
- Flow & subscriber tracking

- OS, NAT & tethering detection

- Client-server indication

©2017, OAO «MHPOTeKC».



Application Attributes

Example 2: Skype

“

Layer 3 Protocol Layer 4 Protocol Layer 7 Protocol Application Application Attributes

Video

IPv4 TCP
Skype Audio

IPvG uDp
Chat
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DPI peann3zyet

3aluMTa OT ceTeBblX
aTaKk — 6/10KMPOBKa
aHOMaumn,
3anpeLLleHHbIX KOMaH/a,
CTAapPbIX NPOTOKONOB

MaKcumanbHaA
BUOAUMOCTb —
dunbTpauma Ha 7
yposHe |SO OSI

3alWnTa OT BUPYCHbIX

Sk URL-punbTpayms

©2017, OAO «/HpoTeKC».



Halle BPEMS

2015
e UEBA or Visibility 2.0




ATaKkOBaTb Jierye

CpeactBa b co3aatoT Wwym

2010 Verizon
paccnegosaHume
yTeyeK: B 86% cnyyaax HexBaTKa nepcoHana
[0Ka3aTesibcTBa bbln
B /10rax

Hun3kaa KBanndpukauma

©2017, OAO «HPoTeKC».



Laver 8 - Users

Removable USB sticks
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UEBA — npoayKT nam texHmka ! kel

CraTuctnyeckme metoabl — 6a3oBad IMHUA U
BbI6POCHI/OTK/NOHEH U

MalumHHoe obyyeHmne — YTo TaKoe XOPOLLO U YTO
TaKoe NA0oXo?

Data Mining n/vnn NckyccTtBeHHbIN UHTENNEKT —
NMOUCK paHee HEN3BECTHbIX AAHHbIX (aTaK)

©2017, OAO «HPoTeKC».



PaboTatb He C CObbITUAMY,
a C HUMAEHTaMM

AKTUBHOCTb
Hoctyn K UT HapyweHune BpeaoHOCHbIN JKcnayaTauma
nosb3osarese
pecypcam NO/INTUK TpadumK YA3BUMOCTEMN

SOC lNepcneKkTnBHbIN
V¥ ' MOHUTOPWUHT
I-11 2017

392 326 588 cobbiTun b

242 nHUMpeHrTa

©2017, OAO «HPoTeKC».



VIHTennekTyanbHasa aHanTMyeckas

CNCTEMA

"} o §
"} oy §

CobbiTna b

»

ot

‘-

o (S

y)
’\H»

MaTtemaTtnyeckas
MoJenb +
npaswuia

%

NHunaeHTbl

NV
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PeanbHbI Caydan — VIHTennekTyaabHas
aHaMTMUYeckasa cmctema Bbiasager WannaCry

Al He obHOBAsIEeTCA rOA, O6HOBAAIOTCA TO/IBKO

Ctout Al
— CTapble npaBuaia ceHcopbl IDS

28 anpena IDS
nonyynnm bPI1 c 12 maAa BbiABNEH

OMNMCaHNEM YA3BUMOCTHU MHUMAEHT
ETERNALBLUE

©2017, OAO «HPoTeKC».
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HTO HacC XAeT Bnepean?

30

ABTOMATM3aALUMA
25

20

15
[lpencKasaHue

10

[lpuHATHE
peleHunn

2011 2012 2013 2014 2015

[1porpecc B aBTOMaTMyeckon Knaccudukaumm n3obpaxeHui. [NpoueHT owmbok,
caenanHHbix M no rogam. KpacHaa MHMA — NPOLEHT OLIMDOOK, KOTOPbIe AenaeT
OOYUEHHbIN YENOBEK MPU BbINOJHEHWM TOW Xe 3a4auu.
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KomnaekcHbiv noaxoa k 3 ana KN

3awmTa AaHHbIX

3auwmTa KOHEeYHbIX
YCTPOWCTB

NaeHTndurkauus,

AyTeHTndumKaLma,

ABTOpUM3aLums I ‘
3awmTa °

KOMMYHWKaLWK v

3awunTa nepumeTpa

b — 310 npouecc

JwenoHnpoBaHme

MoHutopunr, COB

CermeHTnpoBaHue
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LMTA KOMMYHMKALLY

ce’

"eBOW 6e30MacHOCTU

3awmTa nepumeTpa

CermeHTMpOBaHue

DWwesIoOHMpPOBaHMe
AemnnntapunsoBaHHas
30Ha

KoHpunaeHumanbHOCTb
npwv Nepeayu no cetu

LlenoctHoCTb npu
nepegayu rno cetu

Ethernet-ceTtun

E ViPNet Coordinator HW

ViPNet Coordinator HW
ViPNet Coordinator IG

ViPNet Coordinator HW
ViPNet Coordinator IG

ViPNet Client

E ViPNet Coordinator HW

ViPNet Coordinator HW
ViPNet Coordinator IG

ViPNet Client

A W CPeACTBa

[TochepoBaTesibHblE
cetn n Ethernet-cetun

:#%: ViPNet SIES

:#5: ViPNet SIES

:#%: ViPNet SIES

infotecs’
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Pa3rpaHnyeHmne 40CTyna

Onepatopckmi [loneBon ypoBeHb
ypoBeHb ACY TT1 ACY TI
NaeHTndunkaums B ViPNet Client :#ff: ViPNet SIES
YCTPOWCTB & ViPNet PKI Client

:#§: ViPNet SIES

. _I - .
A & ViPNet PKI Client ﬁ ViPNet SIES
yTEHTUGMKALNA :#8: viPNet SIES

G.TF ViPNet PKI Client .
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MoHWTOpPVY

06

APYXKe

/1A

BTOPXE

/1 CMCTEMA

W

4%

OnepaTopcknm
ypoBeHb ACY TT1

COB ceTeBOro ypOoBH# B3 viPNetDs

COB KOHeUHbIX YCTPOUCTB

Me>xkceTeBoun 3KpaH

£ ViPNetIDS HS

ViPNet Coordinator HW
ViPNet Coordinator IG

[s ViPNet Client

[loneBoun ypoBeHb
ACY T

B ViPNetIDS

:#§: ViPNet SIES

E ViPNet Coordinator IG

K] viPNet Client
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3aLMTa KOHEUHbIX YCTPDOWCTB

[loBepeHHOe obHoBAeHMe 1O

[oBepeHHas 3arpyska

3awmTa AaHHbIX U MapO/IbHOW
MHPopmaLnm

[loneBon ypoBeHb
ACY TIT

:#§: ViPNet SIES

:#§: ViPNet SIES

:#§: ViPNet SIES
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ACY TI'1 ¢ HanoxeHHbIMK C3U

-~ ERP
-
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- ! = _
Coordinator “ﬁ ?Ei L *
DMZ HW 1000 U s < SN
Enterprise desktops Business Server Web Server Administrator
-
\
o~ | | I
Coordinator |‘ Coordinator = = il
HW 1000 =@~ Hwio00 | iﬂ “1 -
Operator level \ : e "" o ; ——
SCADA Server istorian Application ngineering
SCADA HMI / Server Server workstation
7
ViPNet

Coordinator1G10 | 3@ 7 ViPNet
ol ,

e -l : Coordinat%ﬁ& l
> - 1 ¥
g FLE Switch l

Local HMI

Automatic

Field level Cameras

Actuators

Sensors
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