
Ƕȗȇȑșȏȑȇ ȗȌȇȒȏȎȇȝȏȏ ȓȌȗ Ȗȕ 
ȎȇȠȏșȌ ȏȔțȕȗȓȇȝȏȏ Ȕȇ ȕȈȡȌȑșȇȜ 
ȑȗȏșȏȞȌȘȑȕȐ ȏȔțȕȗȓȇȝȏȕȔȔȕȐ 

ȏȔțȗȇȘșȗȚȑșȚȗȢ 
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ǶȗȕȓȢȟȒȌȔȔȢȌ ȘȌșȌȉȢȌ ȖȗȕșȕȑȕȒȢ 
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ǴȏȎȑȇȦ ȎȇȠȏȠȌȔȔȕȘșȣ 
ȖȗȕșȕȑȕȒȕȉ 

ˌ̴̛̬о̛̦̏̌е д̵̦̦̼̌ ̏ п̬отоколе от̭ут̭т̏ует 

ло̛̦̐/п̬̌ол̽ ̦е ̛̺̺̌̚е̦̼ 

HTTP FTP telnet   SMTP SNMP  

ʻет 
ло̛̦̐̌/п̬̌ол́ 

TFTP 

SCADA 
protocols 

(MODBUS/TCP, 
EtherNet/IP, 
DNP3 ̛ д̬. 
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ǹȏȖȏȞȔȢȌ ȇșȇȑȏ Ȕȇ ȖȗȕȓȢȟȒȌȔȔȢȌ 
ȘȏȘșȌȓȢ 

ǨȒȕȑȏȗȕȉȇȔȏȌ/ȎȇȋȌȗȍȑȇ ȏȔțȕȗȓȇȝȏȕȔȔȢȜ Ȗȕșȕȑȕȉ Ș ȝȌȒȣȥ ȔȇȗȚȟȌȔȏȦ ȗȇȈȕșȢ Кǩǵ  

ǴȌȘȇȔȑȝȏȕȔȏȗȕȉȇȔȔȢȌ ȏȎȓȌȔȌȔȏȦ ȏȔȘșȗȚȑȝȏȐ, ȑȕȓȇȔȋ ȏȒȏ ȘȏȊȔȇȒȕȉ Ș ȝȌȒȣȥ ȖȕȉȗȌȍȋȌȔȏȦ, ȕșȑȒȥȞȌȔȏȦ 
ȕȈȕȗȚȋȕȉȇȔȏȦ Кǩǵ, Ȟșȕ ȓȕȍȌș ȖȗȏȉȌȘșȏ ȑ ȚȊȗȕȎȌ Кǩǵ ȏ ȞȌȒȕȉȌȞȌȘȑȕȐ ȍȏȎȔȏ 

ǯȘȑȇȍȌȔȏȌ ȏȔțȕȗȓȇȝȏȏ ȖȗȌȋȕȘșȇȉȒȦȌȓȕȐ ȕȖȌȗȇșȕȗȇȓ, Ș ȝȌȒȣȥ ȘȑȗȢșȣ țȇȑș ȔȌȘȇȔȑȝȏȕȔȏȗȕȉȇȔȔȕȊȕ 
ȋȕȘșȚȖȇ, ȒȏȈȕ ȏȔȏȝȏȏȗȕȉȇșȣ Șȕ ȘșȕȗȕȔȢ ȕȖȌȗȇșȕȗȇ ȗȌȇȑȝȏȥ ȉ ȉȏȋȌ ȔȌȇȋȌȑȉȇșȔȢȜ ȋȌȐȘșȉȏȐ 

ǯȎȓȌȔȌȔȏȌ Ƕǵ ȏȒȏ ȔȇȘșȗȕȌȑ ȘȏȘșȌȓȢ, ȏȒȏ ȎȇȗȇȍȌȔȏȌ ȘȏȘșȌȓȢ ȉȗȌȋȕȔȕȘȔȢȓ Ƕǵ 

ǩȓȌȟȇșȌȒȣȘșȉȕ ȉ ȗȇȈȕșȚ ȘȏȘșȌȓȢ ȈȌȎȕȖȇȘȔȕȘșȏ, ȔȇȖȗȏȓȌȗ, ȖȕȍȇȗȔȕȐ ȘȏȊȔȇȒȏȎȇȝȏȏ Ș ȝȌȒȣȥ ȌȌ ȒȕȍȔȕȊȕ 
ȘȗȇȈȇșȢȉȇȔȏȦ 
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ǶȗȕșȕȑȕȒȢ Ȗȗȕȓ. ȘȌșȌȐ 
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Аșȇȑȏ Ȕȇ АǸǺ ǹǶ 

  

Япония,  
Энергетика 

ǧșȇȑȇ Ȕȇ ǧЭǸ ȉ ȆȖȕȔȏȏ 

Ǻкраина, 
Энергетика 

ǶȕȊȇȟȌȔȏȌ 7 
ȖȕȋȘșȇȔȝȏȐ 110ȑǩ ȏ 23 

ȖȕȋȘșȇȔȝȏȏ 

Германия, 
металлургия 

КȏȈȌȗȇșȇȑȇ Ȕȇ 
ȘșȇȒȌȒȏșȌȐȔȢȐ Ȏȇȉȕȋ 

США,  
транспорт 

ДȏȘșȇȔȝȏȕȔȔȢȐ ȉȎȒȕȓ 
Jeep Cherokee 

ǻинляндия,  
ЖКǼ 

ǴȌȘȑȕȒȣȑȕ ȋȕȓȕȉ ȉ ȕȘșȇȒȏȘȣ 
ȈȌȎ șȌȖȒȇ ȏȎ-Ȏȇ DDoS-ȇșȇȑȏ 

Иран, 
Stuxnet 

ǵȘșȇȔȕȉȑȇ ǯȗȇȔȘȑȏȜ 
ȝȌȔșȗȏțȚȊ ȉȏȗȚȘȕȓ 

Stuxnet 

2010 

2014 

2015 

2015 

2015 

ноябрь 

2016 
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ǯ Ȥșȕ șȕȒȣȑȕ ȔȇȞȇȒȕ… 

 ǳȇȘȘȕȉȕȌ ȉȔȌȋȗȌȔȏȌ 
șȏȖȕȉȢȜ ǧǸǺ ǹǶ 

 ǯȔșȌȊȗȇȝȏȦ ǧǸǺ Ș ERP ȏ MES 

 ǯȘȖȕȒȣȎȕȉȇȔȏȌ ǯȔșȌȗȔȌșȇ 
ȑȇȑ șȗȇȔȘȖȕȗșȔȕȐ ȘȗȌȋȢ 

 ǷȇȎȉȏșȏȌ ȘȏȘșȌȓ 
ȋȏȘșȇȔȝȏȕȔȔȕȊȕ 
ȓȕȔȏșȕȗȏȔȊȇ ȏ ȚȋȇȒȌȔȔȕȊȕ 
ȋȕȘșȚȖȇ 

 Industry 4.0, IIoT, Digital 
Factory, PLM-ȘȏȘșȌȓȢ 

 ǸȌȗȉȏȘȔȢȌ ȓȕȋȌȒȏ ȈȏȎȔȌȘȇ 
ȉ ȖȗȕȓȢȟȒȌȔȔȕȘșȏ 

 

 



Кȇȑ ȎȇȠȏșȏșȣ Кǯǯ 
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ВȘё ȔȇȞȏȔȇȒȕȘȣ  

1984 

•ˁ̛̦̐̌ту̬̦̼̜ 
̥етод 
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ǸȏȊȔȇșȚȗȢ ȋȒȦ IDS 

ǸȏȊȔȇșȚȗȢ 
ǧȔȇȒȏȎ, 

șȌȘșȏȗȕȉȇȔȏȌ 

ETOpen 

ЭȑȘȖȌȗșȔȕȌ 
ȘȕȕȈȠȌȘșȉȕ 

Feeds  ȕȈ 
ȇșȇȑȇȜ, ȉȏȗȚȘȇȜ, 

ȎȒȕȉȗȌȋȔȕȓ 
ȑȕȋȌ 

ǯȘȘȒȌȋȕȉȇȔȏȌ 
Ƕǵ 
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ǸȒȌȋȚȥȠȏȌ ȖȚșȏ ȤȉȕȒȥȝȏȏ 

1988 

• ʿ̌кет̦̌́ 
̴̛л̽т̶̛̬̌́ 

1991 

• ʿ̛̬кл̌д̦̼е 
п̬ок̛̭ 

1993 

• ʰ̦̭пеќ̶̛ ̭ 
у̸ето̥ ̭о̭то̛̦́́ 
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Visibility v 1.0 - ȕȘȉȌȋȕȓȒȌȔȔȕȘșȣ 

2001 

• ʧлу̍ок̌́ ̛̦̭пеќ̶̛ 
п̌кето̏ 

2004 

• ʰ̦̭пеќ̶̛ ко̦те̦т̌ 

2009 

• О̭̏едо̥ле̦̦о̭т̽ о 
ʿ̛̬ло̙е̵̛̦́ ̛ 
ʿол̽̚о̏̌тел̵́ 

2011 

• О̭̏едо̥ле̦̦о̭т̽ о 
ко̦тек̭те 
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DPI –ȉȢȘȕȑȕ ȘȏȍȚ, ȋȇȒȌȑȕ ȊȒȦȍȚ 
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Application Attributes 
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DPI ȗȌȇȒȏȎȚȌș 

ʺ̌к̛̭̥̌л̦̽̌́ 
̛̏д̛̥о̭т̽ – 

̴̛л̽т̶̛̬̌́ ̦̌ 7 
у̬о̦̏е ISO OSI 

ʯ̛̺̌т̌ от ̭ете̵̼̏ 
̌т̌к – ̍лок̛̬о̏к̌ 

̦̌о̥̌л̛̜, 
̌̚п̬е̺е̵̦̦̼ ко̥̦̌д, 

̭т̵̬̼̌ п̬отоколо̏ 

ʯ̛̺̌т̌ от ̛̬̏у̵̭̦̼ 
̌т̌к  URL-̴̛л̽т̶̛̬̌́ 



©2017, ǵАǵ «ǯȔțȕǹȌКǸ». 

ǴȇȟȌ ȉȗȌȓȦ 

2015 

•UEBA or Visibility 2.0 
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Аșȇȑȕȉȇșȣ ȒȌȊȞȌ 

ˁ̬ед̭т̏̌ ʰʥ ̭о̚д̌̀т ̹у̥ 

2010 Verizon 
̬̭̭̌ледо̛̦̏̌е 

уте̸ек: ̏ 86% ̭лу̸̵̌́ 
док̌̌̚тел̭̽т̏̌ ̼̍л̛ 

̏ ло̵̐̌ 

ʻе̵̏̌тк̌ пе̬̭о̦̌л̌ 
ʻ̛̚к̌́ к̏̌л̴̛̛к̶̛̌́ 
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Layer 8 - Users 

Removable USB sticks BYOD 

APT 
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UEBA – ȖȗȕȋȚȑș ȏȒȏ șȌȜȔȏȑȇ? 

ˁт̌т̛̭т̸̛е̭к̛е ̥етод̼ – ̍̌̚о̏̌́ л̛̛̦́ ̛ 
̼̬̏̍о̭̼/откло̦е̛̦́ 

ʺ̛̹̦̦̌ое о̍у̸е̛̦е – ˋто т̌кое ̵о̬о̹о ̛ ̸то 
т̌кое пло̵о? 

Data Mining ̛/̛л̛ ʰ̭ку̭̭т̏е̦̦̼̜ ̛̦теллект – 
по̛̭к ̬̦̌ее ̦е̛̏̚е̭т̵̦̼ д̵̦̦̼̌ ;̌т̌кͿ 
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ǷȇȈȕșȇșȣ ȔȌ Ș ȘȕȈȢșȏȦȓȏ,  
ȇ Ș ȏȔȝȏȋȌȔșȇȓȏ 

SOC ʿе̬̭пект̛̦̼̜̏ 
ʺо̛̦то̛̬̦̐ 

I-II 2017 

392 326 588  ȘобыșȏȐ ИБ 

242 инцидента 

ʤкт̛̦̏о̭т̽ 
пол̽̚о̏̌теле

̜ 

До̭туп к ʰТ 
̬е̭у̬̭̥̌ 

ʻ̬̌у̹е̛̦е 
пол̛т̛к 

ʦ̬едо̦о̭̦̼̜ 
т̴̛̬̌к 

Эк̭плу̌т̶̛̌́ 
у̛̥́̏̚о̭те̜ 
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ǯȔșȌȒȒȌȑșȚȇȒȣȔȇȦ ȇȔȇȒȏșȏȞȌȘȑȇȦ 
ȘȏȘșȌȓȇ 

ǵșȞȌșȢ

ǯȔȝȏȋȌȔșȢ

ǳȇșȌȓȇșȏȞȌȘȑȇȦ 
ȓȕȋȌȒȣ +  
ȖȗȇȉȏȒȇ 

ǸȕȈȢșȏȦ ǯǨ 



А Ȟșȕ Ȕȇ ȖȗȇȑșȏȑȌ? 
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ǷȌȇȒȣȔȢȐ ȘȒȚȞȇȐ – ǯȔșȌȒȒȌȑșȚȇȒȣȔȇȦ 
ȇȔȇȒȏșȏȞȌȘȑȇȦ ȘȏȘșȌȓȇ ȉȢȦȉȒȦȌș WannaCry 

ˁто̛т AI 
AI ̦е о̦̍о̏л́ет̭́ ̐од 

– ̭т̬̼̌е п̛̬̌̏л̌ 
О̦̍о̏л́̀т̭́ тол̽ко 

̭е̦̭о̬̼ IDS 

28 ̌п̬ел́ IDS 
полу̸̛л̛ ʥˀʿ ̭ 

оп̛̛̭̦̌е̥ у̛̥́̏̚о̭т̛ 
ETERNALBLUE 

ϭϮ ̥̌́ ̼̏́̏ле̦ 
̶̛̛̦де̦т 
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Чșȕ ȔȇȘ ȍȋȌș ȉȖȌȗȌȋȏ? 

ʤ̏то̥̌т̶̛̛̌́̚  

ʿ̬ед̭к̛̦̌̌̚е  

ʿ̛̬̦́т̛е 
̬е̹е̛̦́ 

ǶȗȕȊȗȌȘȘ ȉ ȇȉșȕȓȇșȏȞȌȘȑȕȐ ȑȒȇȘȘȏțȏȑȇȝȏȏ ȏȎȕȈȗȇȍȌȔȏȐ. ǶȗȕȝȌȔș ȕȟȏȈȕȑ, 
ȘȋȌȒȇȔȔȢȜ ǯǯ Ȗȕ Ȋȕȋȇȓ. КȗȇȘȔȇȦ ȒȏȔȏȦ — ȖȗȕȝȌȔș ȕȟȏȈȕȑ, ȑȕșȕȗȢȌ ȋȌȒȇȌș 
ȕȈȚȞȌȔȔȢȐ ȞȌȒȕȉȌȑ Ȗȗȏ ȉȢȖȕȒȔȌȔȏȏ șȕȐ ȍȌ ȎȇȋȇȞȏ. 
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КȕȓȖȒȌȑȘȔȢȐ ȖȕȋȜȕȋ ȑ Ǯǯ ȋȒȦ Кǯǯ 

ǮȇȠȏșȇ ȋȇȔȔȢȜ  

ǮȇȠȏșȇ ȑȕȔȌȞȔȢȜ 
ȚȘșȗȕȐȘșȉ 

ǯȋȌȔșȏțȏȑȇȝȏȦ, 
ǧȚșȌȔșȏțȏȑȇȝȏȦ, 
ǧȉșȕȗȏȎȇȝȏȦ 

ǮȇȠȏșȇ 
ȑȕȓȓȚȔȏȑȇȝȏȐ 

ǮȇȠȏșȇ ȖȌȗȏȓȌșȗȇ 

ǸȌȊȓȌȔșȏȗȕȉȇȔȏȌ 

ЭȟȌȒȕȔȏȗȕȉȇȔȏȌ 

ǳȕȔȏșȕȗȏȔȊ, Ǹǵǩ 

ǯǨ – Ȥșȕ ȖȗȕȝȌȘȘ 

! 



ǸȖȇȘȏȈȕ! 
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ǮȇȠȏșȇ ȑȕȓȓȚȔȏȑȇȝȏȐ ȏ ȘȗȌȋȘșȉȇ 
ȘȌșȌȉȕȐ ȈȌȎȕȖȇȘȔȕȘșȏ 
 

ǮȇȠȏșȇ ȖȌȗȏȓȌșȗȇ ViPNet Coordinator HW 
 

ViPNet Coordinator HW 
ViPNet Coordinator IG 
 

ViPNet Coordinator HW 
ViPNet Coordinator IG 

ViPNet Client 

ǸȌȊȓȌȔșȏȗȕȉȇȔȏȌ 

ЭȟȌȒȕȔȏȗȕȉȇȔȏȌ  

ДȌȓȏȒȏșȇȗȏȎȕȉȇȔȔȇȦ 
ȎȕȔȇ 

КȕȔțȏȋȌȔȝȏȇȒȣȔȕȘșȣ 
Ȗȗȏ ȖȌȗȌȋȇȞȏ Ȗȕ ȘȌșȏ 

ЦȌȒȕȘșȔȕȘșȣ Ȗȗȏ 
ȖȌȗȌȋȇȞȏ Ȗȕ ȘȌșȏ 

Ethernet-ȘȌșȏ 

ViPNet Coordinator HW 
 

ViPNet Coordinator HW 
ViPNet Coordinator IG 

ViPNet Client 

ǶȕȘȒȌȋȕȉȇșȌȒȣȔȢȌ 
ȘȌșȏ ȏ Ethernet-ȘȌșȏ 

 

ViPNet SIES 
 

ViPNet SIES 
 

ViPNet SIES 
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ǷȇȎȊȗȇȔȏȞȌȔȏȌ ȋȕȘșȚȖȇ 
 
 

ǧȚșȌȔșȏțȏȑȇȝȏȦ 

ǯȋȌȔșȏțȏȑȇȝȏȦ  
ȚȘșȗȕȐȘșȉ 

ǵȖȌȗȇșȕȗȘȑȏȐ 
ȚȗȕȉȌȔȣ ǧǸǺ ǹǶ 

ǶȕȒȌȉȕȐ ȚȗȕȉȌȔȣ 
ǧǸǺ ǹǶ 

 

ViPNet SIES 
 

ViPNet SIES 
 

ǧȉșȕȗȏȎȇȝȏȦ 

ViPNet Client 

ViPNet PKI Client 

ViPNet SIES 
 

ViPNet SIES 
 

ViPNet PKI Client 

ViPNet SIES 
 

ViPNet PKI Client 

ViPNet SIES 
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ǳȕȔȏșȕȗȏȔȊ ȏ ȘȏȘșȌȓȇ 
ȕȈȔȇȗȚȍȌȔȏȦ ȉșȕȗȍȌȔȏȐ 

Ǹǵǩ ȑȕȔȌȞȔȢȜ ȚȘșȗȕȐȘșȉ 

Ǹǵǩ ȘȌșȌȉȕȊȕ ȚȗȕȉȔȦ 

ǵȖȌȗȇșȕȗȘȑȏȐ 
ȚȗȕȉȌȔȣ ǧǸǺ ǹǶ 

ǶȕȒȌȉȕȐ ȚȗȕȉȌȔȣ 
ǧǸǺ ǹǶ 

 

ǳȌȍȘȌșȌȉȕȐ ȤȑȗȇȔ 

ViPNet IDS ViPNet IDS 

ViPNet IDS HS ViPNet SIES 
 

ViPNet Client ViPNet Client 

ViPNet Coordinator HW 
ViPNet Coordinator IG 
 

ViPNet Coordinator IG 
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ǮȇȠȏșȇ ȑȕȔȌȞȔȢȜ ȚȘșȗȕȐȘșȉ 
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ǧǸǺ ǹǶ 

 

ǮȇȠȏșȇ ȋȇȔȔȢȜ ȏ ȖȇȗȕȒȣȔȕȐ 
ȏȔțȕȗȓȇȝȏȏ 

ViPNet SIES 
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ViPNet SIES 
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