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HOPMATHUBHBIE ITPABOBBIE AKTbI, METOIUYECKHUE TOKYMEHTBI
®CTIK POCCUH Y OCHOBHBIE HAIIMOHAJIbHBIE CTAHIAPTBI, 2
YCTAHABJIMBAIOIIME TPEFOBAHUSI JOBEPHSI




HOPMATHUBHBIE ITPABOBBIE AKTbI, METOANYECKHUE JOKYMEHTDI o
OCTIK POCCUHU U OCHOBHBIE HAIIUOHAJIBHBIE CTAHJIAPTBI,
YCTAHABJ/INBAIOHIUE TPEBOBAHUA JOBEPUSA (ITPOAOI’KEHUE)




ONPEJAEJIEHUE JOBEPUSA

OCHOBaHWE AOJ1d YyBEPEHHOCTU B TOM, YTO 0OBbEKT
OUeHKN OTBEeHaeT KOHKPETHbIM (byHKLI,I/IOHaJ'IbeIM

TpeboBaHNUAM Oe3onacHOCTuU
(nyHKT 3.1.4 TOCT P MCO/M3K 15408-1-2012);

BbINOMHEHNE COOTBETCTBYHOLWMX OEUCTBUN  UNK
npouenyp Anst obecnevyeHns yBEPEHHOCTU B TOM, YTO
OLEHMBAEMbIN ODBLEKT COOTBETCTBYET CBOUM LENAM
be3onacHOCTU
(nyHKT 2.4 TOCT P 54581-2011).
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TUIIBI DJIEMEHTOB JOBEPUA

OnemMeHTbl

ONEMEHTDI
v y coaepXxaHusi n
NEeNCTBUN
npeacTaBneHns
pa3paboTyuka,
CBUOETENbLCTB, ONEeMEHTbI
onpegensoLwine . y
. onpegensoLwine OENCTBUN
OEeNCTBUS, KOTOpbIE
Tpebyemblie ouUeHLLmKa
OOIMKHbI
CBUOETENbCTBA U
BbINONMHATbLCS
oTpa)kaemyto B HUX
pa3paboTyMKOM.

NHopMaLMmIo.



PA3BBUTUE TPEBOBAHUM JIOBEPUSA

GEEPANBHOE ATEHTCTBO
MO TEXHUHECKOMY PEMYNMPOBAHWIO M METPONOMMA

HALUWOHANBHLIA
CTAHOAPT roCT P UICO/IM3K
POCCUACKOR
GEQEPALMWK 15408-3-2013

PyxkoBoasiiuu JOKYMEHT

3aIIlPITa OT HecaHKIIHOHHIJOBaHHOFO WHchopMaunoHHan TexHonorua
HOCTyHa- IIaCTB 1' HporpaMMﬂoe METO/1bl U CPEACTBA OBECMNEYEHWA BE30MACHOCTU.
OﬁecﬂequHe cpe}lcTB 3amHTbI KPUTEPUM OLLEHKK EE'?E‘:(HFJ:‘(;:"H(;?‘L“ WHOOPMALIMOHHBLIX

YacTte 3.

uHopmanuu. Kinaccudpuxanus no
YPOBHIO KOHTPOJIS OTCYTCTBHSA ) oo 160s 00
HCACKJIAAPHPOBAHHBIX BO3MOKHOCTEN Information technology-Security techniques-Evaluation criteria for IT

security—Part 3. Security assurance componenis
(IDT)

KomnoneHTbl foBepus k GesonacHocTh

Wapanue ocpuymanbHoe




OBIIME NOJIOXKEHUSI TPEBOBAHUU JOBEPUS o

| TpeboBaHusa goBepus onpe
K npoueaypam, 0eUCTBU
Ha cTagusax (aTanax

Peanusauuna tpeboBaHnn goBepusa nae
peanusaumn byHKUMOHANbHbLIX T

| —
—————

- T

roCT P UCOMIK 18045 < <
— TunoBble genucTBuA No
npoBepke BbinonHeHusa TAb




I'PYIIIBI MPOLHECCOB ’KUBHEHHOI'O IUKJIA o

FTOCT P NICO/MIK 12207-2010 NUHcpopmaLMoOHHaA TexHonorus. CucrtemHasa v
nporpamMmmHas nHxeHepwus. lNpoueccbl XXKU3HEHHOIrO LMKIIa NPOrpaMMHbIX
cpeAacTB

CneunanbHble
npoLiecchl
nporpamMmMHbIX
~ CpeacTB

NMpouecchl
peanmnsauumn
Nnc
I'Ipou,echl
nopaepxku MNC
NMpouecchbl
NMOBTOPHOroO
NMPUMEeHeHus
rnc




TPEBOBAHMUA K 3AABUTEJIIO (PASPABOTYUKY)

9 _

U UCHIBITATEJIBHOM JIABOPATOPUU

PaspaboTtuuk/3anBurernb
Ha cepTudumnkaumto

UcnbiTaTenbHasa
naéoparopus

B TpeboBaHusAX poBepua Ha
pa3paboTymka/zanBuTena Bo3naraeTcs:

( - npoekTMpoBaHue, - LOKYMEHTUpPOBaHMe,
- TeCTUpoBaHue, - aHanN3 ysa3BUMOCTEMN, -
OoOHOBReHue, -noaaepXKKa XXN3HEHHOro
uukna). Pabotbl Heobxoanmo odopMuUThL B
TakoM Buae, YToObl 3TO ObINO
AokKasatenibHO AnAa AcnbiTaTenbHOU
nadoparopum  MOXXHO ObINO Obl B
YCIOBUSIX OrpaHU4YeHNs1 BPEMEHU U
orpaHM4YeHHOU UcxoaHou nHcpopmaumm o
npoAyKTe NPOBECTU UCMbITaHUSA.

B 10O XXe BpeMs 4OCTaTOYHO MHOro paboThl
BO3naraeTcs n Ha UcnbiTaTenbHYO
nadoparopuio
( - He3aBUCUMbIN aHaNU3 yA3BUMOCTEMN,

- He3aBUCUMOE TECTUPOBaHUE
NPOHUKHOBEHUSA, - KOHTPOJIb OTCYTCTBUA
HeOeKNMapupoBaHHbLIX BO3MOXHOCTEN),
TaMm rge y paspaboTrymka/aaaButens MoXxeT
ObITb HEAOCTAaTOK KOMMETeHLUN Unum
Hea4oOCTaTOMHO MOTUBaAUMUU NpeacTaBUTb
pe3ynbrar.




PABBUTUE TPEBOBAHUI JTOBEPUSI B HOPMATHUBHBIX ITIPABOBBIX AKTAX U

METOAUYECKHUX JOKYMEHTAX ®CTOK POCCHUHA

CcoB <E> CAB3 + > cns3 jl> CKH jl> M3 E> oc
> KoHTponb OobGaBneHbl:
OOGHOBIEHUA
> an;BneHMe ) 6a3bl No6aBneHbI: > YcTtaHoBIneHa
KOHdUrypaumemn n B3aMMOCBS3b
pu3HakoB . ]
> Moppepxka BUpYCOB > TpeGoBaHus K cpefe HobaBneHbl: Hdob6aBneHbl: Cy6LeKTOB,
AoBepuA B PYHKLUMOHUPOBaHUS 061LEKTOB,
npouecce (CD) > TpeboBaHus k > :Eﬁsﬁ?\::ﬁz K NpoLecCoB,
aKcnnyaTaumm cocTaBHbIM y nonb3oBarenei
> TpeGoBaHus K YyacTaAM ob6bekTa annapaTHoOW
> AHanus OLIeHKU nnatcgopmbl
5 KOHKPETHOMY HAeknapauus
yA3BuMOCTEN onucaHuio CO n Kk 3asaBuTenNsA o
» OcyuwecTBneH KoHTponb / 3anpeTt
oueHke nepexon Ha HOBYHO BHEMOJIOCHOro roToBHocTH
> KgHTPOHb o cooTtBeTCcTBUA CD pe:aku.mo y noctyna cpoke
obHOoBneHusA
:g:ﬁn:::::ﬂeh:nbm ctaHpapta FOCT P noAREPHEN
- Koo ICONSKISA0SS |- Rusbenomrau | Tpososam
o0HoBNeHus > TpeboBaHus K ByaHHbIFe) 3§chumocm oT ananmsy
6a3bl pelsaroLwmx NCNONHEHNIo BNUSAHUSA
npaswn TpeboBaHusA MeCT NpUMeHeHunA
(nporpammHomy / BHELIHUX
aoBepus) B UC o
nporpamMmHo- Mopynen
> KoHTponb TeXHUYeckomy) YPOBHSA Aapa

otcytctBua HOB

(apanBepoB) Ha
6e3onacHoOCTb
oC

PernameHTUpOBaH cocTaB
npeacTaBnsieMbIX AOKYMEHTUPOBAaHHbIX
MaTtepuanoB (cBUAeTesnibLCTB)




CPABHEHUE TPEBOBAHMIA JJOBEPUS PA3JIMYHBIX CPEJACTB 3AILUTHI O
WH®OPMALIAU JUIS TSI OV I3 (4 KJIACC 3ALLMTHI)

ADV: AGD: ALC: ASE: OueHKa ATE: AVA: OueHKa
& PaspaboTtka | PykoBoactea | Moapep:kka | 3agaHua no | TecTupoBaHue | yA3BUMOCTEN
8 }KM3HEHHoro | 6esonacHocTU

T F

o ADV: AGD: ALC: ATE: AVA: OueHka ALC:
S ~ PaspaboTtka | PykoBoactea | Moaaep:kKa TectnpoBaHue | yassumocreit Mpoueaypbl
8' § YKU3HEHHOro ob6HoBNEHUA
= uMKNa 6PN
<
o ADV: AGD: ALC: ATE: AVA: OueHka ALC: AMA: AHanus ADO:
g N Paspabotka | PykoBogctBa | Moapepikka TectupoBaHue | yassumocrteit | Mpoueaypbi B/NAHUA HA MocTtaBKka u
g = YKU3HEHHOoro obHoBNeHMA | 06HOBNAEHMM Ha | aKcnayaTauma
5 p uMKNa B/, NKB 6e3onacHoOCTb
<

ADV: AGD: ALC: ASE: OueHKa ATE: AVA: OueHKa ALC: AMA: AHanus
o0 PaspaboTtka | PykoBoactea | Moapep:kka | 3agaHua no | TectupoBaHue | yassumoctei | lMpoueaypbl BNAHUA HA
:tlf © YKM3HEHHoro | 6esonacHocTn o6HOoBNEHUA 6e3onacHoCTb
g = uuKNa NpPOrpamMmmMHOro
- obecneueHus
» M3

ADV: AGD: ALC: ASE: OueHKa ATE: AVA: OueHKa ALC: AMA: AHanus
E_ PaspaboTtka | PykoBoactea | Moapep:kka | 3agaHua no | TectupoBaHue | yassumocten | [Mpoueaypbl B/IUAHUA HA
E_ o YKM3HEeHHoro | 6esonacHocTU obHOBNEHUA 6e3onacHOCTb
g 8 UMKna NPOrpamMmmMHOro
'§. obecneyeHus

M3

2 ADV: AGD: ALC: ASE: OueHKa ATE: AVA: OueHKa AMA: ADO:
E: ~ PaspaboTtka | PykoBoactea | Moaaepkka | 3apgaHmAa no | TectupoBaHue | ya3BMMOCTEM Moppeprkka MoctaBka n
8 S }KM3HEHHoro | 6esonacHocTU posepus aKcnayaTauuma
'§. uuKna




YHUDOUKALIUSA TPEBOBAHUM JTOBEPUS

O6wue mpeboeaHusi:
1. YcTtaHoBneHbl obwue TpeboBaHusa. Ha npoTsaxeHnn 6onee 6 net npoBoautcs ceptudmkaums

cpeacts 3.

2. Obwue TpeboBaHUA MOXHO 0ohOpMUTL B BUAE TUMOBbIX, KOTOPblIe MOXHO OyaeT UCnosib30BaTb
AnNA Bcex TUNOB CpeacTB 3awmnTbl MHopmaLuu.

3. O6wme TpeboBaHNA MOXET UCMNOSb30BaTb pa3paboTuuk (NnponsBoauTesib) U BbICTPOUTDL
YHU(pMUMpOBaHHbIe npouecchl, B TOM YUChe Koraa y Hero B pa3paboTke (npousBoacTse)

HaxoAasiTcA pasHOTUNHbIe cpeacTBa 3.

TpeboBaHUA K cuctemMam
oOHapyxeHus

TpeboBaHusA K

¢ onepauMoHHbIM cCUCTeMaM
BTOPXXEHUM

v

TunoBble Habopbl TpeboBaHUN AoBepUsa K 6e3onacHocTU Mpumep
Knacc Knacc Knacc Knacc Knacc Knacc MesahCerate
3awmnTbl 6 3aWmThbl 5 3awmnTbl 4 3awmTtbl 3 3awmThbl 2 3awmnTtbl 1
HaGop HaGop Ha6op HaGop HaGop HaGop
TOB 6 TOB 5 TOB 4 TAB 3 TOB 2 TOB 1




METOJIMUKA AHAJIM3A YA3BUMOCTEMN U HEJEKJIAPUPOBAHHBIX 0
BO3MOKHOCTEM NPOT'PAMMHOTI'O OBECIIEUEHUSI (ITPOEKT)

|

OCTDOK Poccun

MeTtoanueckui
JIOKYMEHT
(IPOEKT)




TPEBOBAHUSI 1O BE3ONACHOCTHU UH®OPMALIMM, YCTAHABJII/IBAIOIIII/IEO
YPOBHM JOBEPHUS K MPOTPAMMHOMY OBECIHEYEHMIO U
OBOPYJIOBAHUIO, UCTTIOJBL3YEMOMY B TOCYJIAPCTBEHHBIX OPTAHAX U
OPTAHU3ALIUAX (ITPOEKT)

OCTDOK Poccun

HopmatuBHbIM
TOKYMEHT
(TIPOEKT)




CEPTU®UKALIUAS MTPOAYKIIUU

NMpoaykuus, 3asiBrieHHast Ha Tpeb6oBaHusi, HA COOTBETCTBUE KOTOPbIM

cepTudmnkaumro

ocyLuecTBnseTcs cepTudukaums

Ectb TpeboBaHusA TpeboBaHus

PCTIK Poccun OTCYTCTBYHOT
[Mpodounb 3awmnTel (COB, TY (3b) + HOB
OC, MG n 1n.)
[Mpodounb 3awmTel (COB, OC, MO 1 1n.) n 3b

Heckonbko npodounnen
3aLlnTbLl OOHOro Knacca
3awmnThl

Heckornbko npodunen




BBINIOJIHEHUE TPEFOBAHUM JJOBEPUS K MEXKCETEBBIM DKPAHAM B @

YACTHU OTCYTCTBUA ITPOI'PAMM, HE BbIIIOJIHAIOIINUX

(HE 3AJIEUCTBOBAHHBIX B PEAJIN3AILIMN) ®YHKIIMA BE3OINACHOCTHU UM

HE INIPEJJHA3ZHAYEHHDBIX JJIs1 OBECIIEYEHUA OYHKIIMOHUPOBAHUA
MEXCETEBOI'O 9KPAHA (CTOPOHHHUX ITPOI'PAMM)

Pa3paboTymK OOmMKEeH NpeacTaBuUTb:

* CTPYKTYPHO-OYHKLMOHANbHYIO CXEMY
KOMMOHEHTOB annapaTHbIX CPeacTB
(annapatHon nnaTdopMbl) MEXCETEBOIO
9KpaHa;

cneumdmkaumio Ha annapaTHble cpeacTaa
(annapaTtHyto NratdopmMy) MEXCETEBOIO
9KpaHa, B KOTOPOW OnncbiBaeTcy
KOHdourypaumsi n napameTpbl annapaTHbIX
CPEencT.;

nepeyeHb BCeEX Moayneun annapaTHbIX
CPeacTB, PacrnonoXeHHbIX Ha nnarax
arnnapaTtHbIX CpeacTB (annapaTHom
nnartgopmebl), C ONUCaHNEM KOMMOHEHTOB,
KOTOpblEe ABMAITCA OQHOKPATHO
nporpaMmmMmnpyemMbiMu 1
nepenporpamMmmMmmpyembiMm NOCTOSHHBIMW
3anoMUHaKLWNUMKN YCTPOUCTBaAMM.

NcnbiTaTenbHas
nabopaTtopusi OMKHa:

* noATBEepaUTb

NOCTaTO4YHOCTb
npeacTaBreHHbIX
3agBuUTENEM
NOKYMEHTUPOBAHHbIX
CBUOETENbCTB;

noaTBEpPAUTb OTCYTCTBUE
nporpamMm, BIINAKOLLIUX
Ha peanusauuio yHKLMN
BGesonacHOCTU K
JYHKLMOHNPOBAHUA
MEXXCEeTEeBOro aKkpaHa.



TPEBOBAHUS JOBEPHUSI K IPOTPAMMHOMY OBECIHEYEHUIO o
ATIIIAPATHOU YACTH

* HaMMeHoBaHMe Moaynsa annapaTHbIX
CpeacTB C YKasaHWeM pas3paboTynka;

« 06beM nepesanncbiBaeMon NamsaT;

* NepeyYeHb NporpaMmm, cogepKalluxcs B
MoAysie annapartHbIX CPeacTB MEXCEeTEBOIro
OnuncaHne 3KpaHa, C YKa3daHnem peann3dyemMbiX nMu
mMoaynem doyHKUMM 6e30nacHOCTUN UNU PYHKUNA,
annapaTHbIX npegHasHadYeHHbIX anga obecneyeHus
CpPencTB AOIMKHO DYHKLMOHMPOBAHMA MEXCETEBOIO 3KpaHa,;

SOLEE IR« oncaHve cnocoba Bepudukaumm
Ha3Ha4YeHus NporpamMmm, coaepXxaLlnxcs B
Moayne annapaTHbIX CPeacTB MEXCETEBOIO
9KpaHa.




OIMMCAHUE MOJYJIEA AIINAPATHBIX CPE/ICTB

He peanusytouimnx
doyHKUMN N He
BNUSAOLWMX Ha

peanunaaumio yHKLMA
besonacHocTu

Brnvgaowmne Ha

Peanunaytowme

doyHKUMM
besonacHoCcTH

doyHKUNM
besonacHocTu

* [IOIMKHO ObITb e [IOIMKHO ObITb e IOMKHO ObITb
npeacTaBneHo Ha NpeacTaBfieHo Ha npenocTaBneHo
YPOBHE CXEM YPOBHE CXEM COOTBETCTBYOLLEE
annapaTHbIX CPeacTB annapaTHbIX CpeacTB obocHoBaHMe

HEBJTUAHUA



www.fstec.ru
otd24 @fstec.ru
Tel. (495) 632-1449
(495) 693-6872

COBEPLUEHCTBOBAHUE TPEEOBAHUN
OOBEPUA K MPOI'PAMMHBIM W
NMPOIrPAMMHO-TEXHUYECKUM

CPEAOCTBAM 3AWLINTBI UHPOPMALIUWA

Odoknaa
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