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Buaeokamepbl — AErkas U XXEAQGHHAs MULLIEHbD

« Pa3HOOOpAa3mMe YCTPOUCTB, HO OAHOODPA3ME KOMMOHEHT

« Kak npaBMAO, CAODAS 3ALLUMTA HO NPOTNPAMMHO-ANMAPATHOM
YPOBHE — MOHMMOHWME HEODXOAMMOCTH MPUXOAMT HE CPA3Y

* YHUPMKALUMA AUZAUHA — (JOMNHAN AAT OAHOTO MOXET ChIrPATh
KAK (3AKAQAKQ» AAF APYIOro

o [1pMOPUTET NPOCTOTbI M HM3KOM CTOMMOCTU MOHTOXKA U
OOCAY>XXMBAHMSA HAA 3ALLIUMTOM OT B3AOMA

* Buaeokamepbl NOAKAOYEHDLI 24/7 1 MO XOPOLLUMM KOHOAOM,
TPEHA HA MOAKAIOYEHME M 3AMNMMUCH B OBAAKA

* YUCAO YCTOHOBAEHHbIX BUAEOKOMEP B3PbIBOOOPA3HO PACTET

e HUKTO HMYEro HEe NPOBEPSET, NMOKA HE TPIHET IPOM



CeroAHsilLLHUE KUOepyrposbl B cpeae loT

YCTPOMUCTB yXKe
NOAKAIOYEHO

NAKEeTOB ACQHHbIX
aHaAu3upyeTcH
eXeAHEeBHO

HOBbIX CUCTEM,
COBEpPLUAIOLLLUX
XaKepcKkue aTaku,
OOGHapyXxusaeTcs
€XXe4aCHO




* viverzk

UccAaeAOBAHMUA B (PeaAbHOM MHUPEN

MepuoA: 1-aHB 2018 ~ 23-anp 2018 (4 mecsaua)
49 wrT. IP BUAEOKAMEP CO cneul,. MOAYAEM HA BopTy

1%

MonbITKU NOAKAIO-

B Network service

YeHusa K cepBucam L attempts
M Brute force login
MoAGop napoas 33,146
Kubepartaku 2,640 ™ Cyber attacks

Bcero: 442,712



MonbITKU NOAKAIOYEHUSA K cepBUCaM (92%)

CepBuchsi YncAo nonbITOK

Telnet (23) 169,620
HTTP (80) 106,587
SSH (22) 68,963 5% om0 m Telnet (23)
HTTPS (443) 37,336 m HTTP (80)
HTTP (8080) 18,755 W SSH (22)
FTP (21) 4,522 L7% W HTTPS (443)
POP3 (110) 1,143 : :;: 52(5)080)
Bcero: 406,926 POP3 (110)




[pyObin noabop napoas (7%)

MoAGop NapoAs K cepBucam YucAo nonbITOK

MapoAb no ymoA4daHuio Ha TELNET 27,108
Mapoab kK FTP cepBucy 2,349
NMapoAb Ha TELNET 2,127
Mapoab Kk WEB-uHTepceuncy 1,562
Bcero: 33,146

6% 27

7%
B TELNET Default Credential Login
B FTP Brute Force Login

TELNET Brute Force Login
® WEB Brute Force Login



Kubepartaku (1%)

Tun aTaku YucAo nonbITOK

(Top 10)
EXPLOIT Netcore Router default credential 874
Remote Code Execution
EXPLOIT Netcore Router Backdoor Access 611
MALWARE Suspicious loT Worm TELNET 486
Activity -1
SHELLCODE Egg Hunter -1 133
WEB Apache Siruts Dynamic Method 77
Invocation Remote Code Execution -1.h
WEB GNU Bash Remote Code Execution -8.h 59
(CVE-2014-6271;Shellshock)
WEB Remote File Inclusion /etc/passwd 49
MALWARE MIRAI TELNET Activity 43
EXPLOIT Remote Command Execution via 39
Shell Script -2
RPC Novell NetWare NFS PortmapperRPC 37

Module Stack overflow

Apyrue 1 ,1 06

Bcero: 2,640



[eorpadbms UCTOYHMUKOB ATAK % viver=k

HeycTaHoBAeHHble IP 60,938
Kutan 54,217
Others

Bpasuaus 46,013 23%
CLIA 44,886
Poccus 32,693 France ‘
finoHus 26,165 Taiwan

5%
BbeTHaM 21,921

Mexico
Mekcuka 21,785 5%
TanBaHb 20,894 Viest;am
PpaHums 13,772 6% Federation

7%

Apyrue 99.428

Bcero: 442,712
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THE SOURCE FOR VIDEO SURVEILLANCE

Historical List Of Exploits

This list contains a summary of known exploits in reverse chronological order. Additional details are
provided in a section for each manufacturer below. Manufacturers with an asterisk (*) next to their name
indicate products that were OEM'd under multiple brand names beyond the original manufacturer listed.

July 2018 - Sony_Talos 2018 Vulnerabilities - Allows commands to be executed without Admin
credentials, however attacker needs to know what commands to execute so it is more complex than
some other, simpler vulnerabilities.

June 2018 - Axis VDOO 2018 Vulnerabilities - Results in root access, however the attack process is
very complex, requires multiple steps and requires advanced linux knowledge and hacking skills.
April 2018 - TBK (and OEMs) Vulnerability Provides Clear Text Credentials - a curl / http command
provides the admin credentials of affected DVRs in plain text.

April 2018 - Hikvision Critical Cloud Vulnerability - just knowing the registered email/phone number
can get admin access. Note this was resolved before the date of disclosure.

April 2018 - TVT Backdoor, Hardcoded authentication to download remote system configuration -
including login and password in clear text
January 2018 - 5 Back ¥
text credentials

s, including remote root access and clear

¢ December 2017 - Axis Vulnerabilities linked to DHCP and UPnP libraries in BisyBox, and

® ® 2 0 e e 0 0 e .

vulnerability in CGI executables
November 2017 - Hikvision Wifi cameras have hard-coded SSID, allows for rogue access point attack
(D

November 2017 - Vivotek remote stack overflow vulnerability (3)

November 2017 - Dahua Hard-coded backdoor credentials in camera and NVR firmware (6)

October 2017 - Uniview recorders vulnerable to admin password retrieval backdoor

August 2017 - Hikvision Tools allows admin password reset in older firmware (6)

August 2017 - Hikvision iVMS-4200 stores passwords with reversible encryption (3)

August 2017 - NeoCoolCam - iDoorbell product buffer overflow vulnerability allow various exp loits
July 2017 - Dahua - Buffer overflow vulnerability in password field (5).

July 2017 - Vivotek - CGI script exploits (2)

July 2017 - Axis - Buffer overflow vulnerability in 3rd party software toolkit used for ONVIF (3),
June 2017 - FLIR - Vulnerabilities allow remote code execution, unauthenticated viewing of live
images, and reveal hard-coded accounts

e June 2017 - /i s CONS .

* May 2017 - Hanwha - User can exploit cached data from a previous session to gain access to certain
recorders

e March 2017 - Hikvision - Backdoor allows unauthorized access to admin interface (4)

e March 2017 - Axis - Multiple vulnerabilities related to CSRF attacks (2)

« March 2017 - Dahua - Backdoor allows attacker to read user/password list (4)

* March 2017 - Ubiquiti - Command injection vulnerability

* February 2017 - Geutebriick - Authentication bypass.

e February 2017 - Dahua - Multiple vulnerabilities in DHI-HCVR7216A-83 recorders (3)

¢ December 2016 - Sony - Attackers can remotely enable telnet on cameras.

* December 2016 - Hikvision - hik-online.com servers susceptible to XXE exploit. (3)

* November 2016 - Milesight - Cameras have a number of vulnerabilities that allow remote exploit.

* November 2016 - Siemens - Remote privilege escalation possible via exploiting web interface.

¢ October 2016 - NUUO - Insecure default credentials. (2)

¢ October 2016 - Dahua*, XiongMai - Mirai botnet. (2)

* September 2016 - AVer - EH6108H+ DVR Multiple vulnerabilities

* August 2016 - NUUO - Remote root exploit and remote command injection vulnerability. (1)




Y10 AeAaTb? — NNoAnTUKA KMOEep6e3onacHOCTH

* CO3AQHME U Y)KECTOYEHUE MOAUTMK NO OOECMEYEHMIO
Knoepbe3onacHOCTM MPOAYKLMM HO BCEX DTAMNAX XXM3HEHHOTO
LLUKAQ MPOAYKLIMKM: PA3PAOOTKA, TECTUPOBAHUE, NPOU3BOACTBO,
MOCTABKA, MOHTOX, TEXOOCAY>XMBAHME.,

* [TOCTOIHHOE OTCAEXMBAHME CUTYALMU N YCUAEHUNE BCEX BUAOB
AEATEABHOCTM B ODAQCTM obecnevyeHms kKmbepbe3onacHOCTM.

* PeryasapHoe 0OHOBAEHME MPOLLMBOK AAS MPOOM3BOAMMBIX
YCTPOMCTB C (3AMAQTKAMM) AAG BCEX OOHAPY>XKEHHbIX MPOOOAEM.

* [lOCTOAHHOE ODYYEHME U MPOBEAEHME (KAMKDE3OB) CPEAM
notpedbuteAem CBoeM MPOAYKLMM.

* BbINyck pyKOBOACTBAO MO YCUAEHMIO OE30MACHOCTH



* viverzk

3AWUTA HA 3TAMNe NPOeKTUPOBAHUSA

o PeBM3na Kak BCEM KOHLLEMLMM PADOThI ODOPYAOBAHUA TAK U
COBOCTBEHHO MPOrPAMMHOTO KOAQ, C YIIOPOM HQ:

»> 3aLmMTy OT BHeApeHMa SQL koaa
MCNOAB3YIOTCA AAG ATAK HO VMS 1AM BED-MOPTAADI

» 3ALLUUTY OT BHEAPEHUA KOMAHA,
PaA NMOOU3BOAMTEAEN BUAEOKAMED OTAMHMACS
HEAOCTATOYHOM 3ALLIMTOM

» [lepenoAHeHune bydoepa
MCroAb3yeTca Xxakepamm B RTSP 3anpocax AA4
YAQAEHHOTO BbIMOAHEHMS MPOTPAMMHOTIO KOAQ

o Baamaaumns ceptmadomkaron SSL/TLS



CpeAcCTBa nNpoBepku HaO kKubepbe3onacHOCTb

Pa6oTa co CTOPOHHMMM OPraHM3ALLUAMU - AQYAUTOPAMMU

« Onward Security (https.//www.onwardsecurity.com/)

+ Onward Security is a leader in developing technology that secures,
defends, and responds to threats to information, distribution, and network
systems on the connected things battlefield within both government and
industrial sectors.

Pa6oTa co HE3ABMCUMBIMU SHTY3UNACTAMMU

« DEVCORE (https://devco.re/en/)

« Offer penetration testing, consulting, training.

« CEO: Allen Own (General Coordinator of Taiwan Hitcon)

« Renowned hackers trying to crack products and find loopholes.


https://www.onwardsecurity.com/
https://devco.re/en/

U HaKoHel, cTapblie AoOpble (AHTUBUPYCbI)

YpOBHM 3ALLUTbI AAS YCTPOUCTB
CUCTEM BUAECOHADOAIOAEHUS

Random username/password
login aftack

Brute Force

Botnet is implanted due to
weak password or vulnerability

Intrusion Detection
and Prevention

Camera is exposed to the
risk of new vulnerability

(o)
-—
c
O
O
()
(o))
O
£
O
(@)
S
c
O
-—
L7
=



https://www.youtube.com/watch?v=AwEyRVqJHu8&t=11s

Y viverzk

Briazo0apum 3a HUMaHuUe, U npu2siaWiaem...

Ha TaueaHb #6e36u3




