Kak 3alnTUTLCA N HE NOTEPATL
nosib3oBaTeneu

TpeboBaHUA K 3aLWMTe OT BHELWHWX Yrpo3




O koMNaHuUu

APa3pabotunk TexHonormu Active Bot Protection

AlMpoBangep ycnyr no 3awmTe MHTEPHET-PECYpPCoOB OT COBPEMEHHbIX
yrpos

AHawwnM TexHoNornaM 4oBepsaioT:

Rutube DNS &t E96[H wax-u _:: TILIFE [F1.RU
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UTo Mbl oenaem

ATecTupyeM coBCTBEHHYIO TEXHONOMUIO
AWN3yyaem BxogsLLMe aTaku Ha KINEHTOB

AMCI’IOJ’IbByeM I'IOJ'IyHEHHbIﬁ onblT oNA TECTNPOBAHNA BHELHUX
cepBUCOB MO 3anpocy

ACobntopnaeM 3akoHogaTenbcTeo PO
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Yero xoueT nonb3osaTtenb?

1. TlpocToTbl M yaobcTBa
2. DocTtynHocTun B ntoboe BpeMs

3. CoxpaHHOCTM NNYHbIX AAaHHbIX
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Yero He xo4yeT nonb3oBaTenb?

1. TTOMHWUTb MHOXEeCTBO pa3Hbix Naponen
2. Beogutb CAPCHA

3. OTtBevaTb Ha 3BoHKM KL

4. [lpobneM c JOCTYNOM K NPUTOXKEHNAM
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sense of innovation

McToUHMK yrpo3
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https://www.incapsula.com/blog/bot-traffic-report-2016.html

https://www.ericsson.com/assets/local/mobility-report/documents/2016/ericsson-mobility-
report-november-2016.pdf
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HYeM BpegHbl b0Thl

1. CKaHI/IpOBaHI/Ie Ha YA3BUMOCTWU
+ CHMXKEeHMe 3alNLLEHHOCTM
+ Puck perpagaunm nnm npoctos cepBuca

2. ABTOMaTM3NpPoOBaHHLIN ppos
+ PeI'IyTaLI,I/IOHHbIe noTepu
+ HOTepFI NOANBbHOCTN NoNb3oBaTeNeun

3. DDoS-aTaku

+ PenyTaumMoHHble noTepwu
+ [loTepa NoANbHOCTM NONb30BaTENEN
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[ToumMepbl

HOBOCTH

BOTHETDI HOBOFO I'IOKO.I'IEHI/IFI CMOFYT CAMU HAXOII,HTb
it  YA3BUMOCTU

@ tNews 21 nexkabpa 2016 e -
«PeKNnaMHbIN ... iz ciazova
BnagenbLam ¢

CamoobyyaroLmecs Knactepbl, CO6paHHbIE M3 CKOMNPOMETMPOBAaHHbLIX YCTPOIACTB,
MOTYT CTaTb OAHOW U3 K/IKOYEBLIX NpobieMm B cpepe KOMNLTEPHOW 6€30MacHOCTA
yXXe B bavkanem byayuiem.,

05.12.2018



[TonBbIYHBIN NOAXOL

ABbicTpanBaHue cobcTBEHHOro NepuMeTpa 6e30nacHoCTy
AMaponbHaa nonnTtuka
AlByxdpakTopHan aBTopu3aLus

AlMposepka nnun 610KMPOBKa «MOA03PUTENbHBIX» TPaH3aKLMN
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Ha obHapy>xeHne yxognt Bpems

Tonbko 8,2% MHUMAEHTOB onpeaenaeTcss MrHOBEHHO
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BbiaBneHo BbiasneHo MonyyeHo MonyyeH curHan BoiaBneHo YxyaweHHble/3aMeaneHHble
BHELLHeW NpoBepKow BHYTPEHHEN NpoBepKon n3selleHue ot OT KOHEYHbIX C NoMoLbHo 3KCNNyaTauUoHHbIe
Be3sonacHocTu Be3onacHocTu okynaTenen/KnueHTos nonb3osaTenen 3awmTHoro 10 XapakTepucTUKM
‘ BbisBneHo no ncte4eHUn HeCKONbKNX ,L'LHel;l n bonblue ‘ BbisBNeHo No ncte4yeHnmn HeECKONbKNX Heapenb bonbue

https://securelist.com/analysis/quarterly-malware-reports/74550/kaspersky-ddos-intelligence-report-for-q1-2016/

05.12.2018 https://securelist.com/analysis/kaspersky-security-bulletin/76858/kaspersky-security-bulletin-201 6—executive—sum|r61ary/



[TpnBbIYHbIE peLleHnS

1. Ctatuctnyeckum nogxon,
2. 3apepxka B cpabaTbiBaHUM

3. 3awuTa TONbKO OT U3BECTHbIX
3KCNNONTOB U TUNOB aTak

bnokunposka no |P-agpecam

5. Bblcokag ctomMmocTb BnageHus

A Pacxopgbl Ha nHbpacTpyKTypy
A Mpoanerne BeHOOPCKON NOALEPHKKM
A ®OT cneumnanncTos
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