MeTtoabl NLP*
ANa o6HapyXXeHus Beb-at



Moyemy BaM HyxKeH WAF

Markoe BeBejeHMe B MalUMHHOE
obyyeHue

PeKkyppeHTHblE HEMPOHHbIE CETU ANS
OGHapyXeHMA aTaK

ABTO3HKOZEpP A1 MOMCKA aHOMaIUM

AemoHcTpauma PoC




thps://githul'D.com/Posi KoJ, JaHHble, JoKep 06pa3
tiveTechnologies/seg2se Ha GitHub

g-web-attack-detection

https://aivillage.org NoCT C onnucaHnem peLleHnsd
/posts/detecting-web- ana Al Village (DEFCON 26)

attacks-rnn/



https://github.com/PositiveTechnologies/seq2seq-web-attack-detection
https://github.com/PositiveTechnologies/seq2seq-web-attack-detection
https://github.com/PositiveTechnologies/seq2seq-web-attack-detection
https://aivillage.org/posts/detecting-web-attacks-rnn/
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Y10 Takoe WAF

HopmanbHo genau

- OWASP Top 10

- 0-day

- HeAOCTaTOYHO KOMMNETEHTHbIX
yesloBeYeCKMX pecypcoB




Y10 Takoe WAF

Network Firewall

L3/L4
Port

Ip address
ACL




Y10 Takoe WAF

Network Firewall

L3/L4
Port

Ip address
ACL

Web Application Firewall

- L7

OWASP Top 10
HTTP Flood
Slowloris
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Tnbl aTak;

C TOYKM 3peHna WAF




Time series-based:

Web scraping
Brute Forcing
Fingerprinting
Scanning
L7 DDoS

Tunbl aTakK

C TOYKM 3peHna WAF

HTTP Request/Response-based:

SQL Injection
Cross Site Scripting

XML External Entities Injection

Path Traversal
OS Commanding
Object Injection




Tunbl aTak

C TOYKM 3peHna WAF

Time series-based: HTTP Request/Response-based:
e Web scraping e SQL Injection
e Brute Forcing e C(Cross Site Scripting
e Fingerprinting e XML External Entities Injection
e Scanning e Path Traversal
e L7 DDoS e 0OS Commanding
e Object Injection
MbI paboTaem € 3STUMU o




SQL Injection?

/rest/gadget/1.0/issueTable/jql?num=10&tableContext=jira.table.cols.dashboard&addDefault=true&enableSorting=true&
paging=true&showActions=true&jgql=assignee+%3D+currentUser()+AND+resolution+%3D+unresolved+ORDER+BY+priority+DESC%
2C+created+ASC&sortBy=&startIndex=0& =1533129227137
bugtracking.local
gzip, deflate

*/*
en
Mozilla/5.0 (compatible; MSIE 9.0; WindowS NT 6.1; Win64; x64; Trident/5.0)
close

assignee = currentUser() AND resolution = unresolved ORDER BY priority DESC, created ASC




SQL Injection?

/rest/gadget/1.0/issueTable/jql?num=10&tableContext=jira.table.cols.dashboard&addDefault=true&enableSorting=true&
paging=true&showActions=true&jgql=assignee+%3D+currentUser()+AND+resolution+%3D+unresolved+ORDER+BY+priority+DESC%
2C+created+ASC&sortBy=&startIndex=0& =1533129227137
bugtracking.local
gzip, deflate

*/*
en
Mozilla/5.0 (compatible; MSIE 9.0; WindowS NT 6.1; Win64; x64; Trident/5.0)
close

assignee = currentUser() AND resolution = unresolved ORDER BY priority DESC, created ASC
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SQL Injection?

/rest/gadget/1.0/issueTable/jql?num=10&tableContext=jira.table.cols.dashboard&addDefault=true&enableSorting=true&
paging=true&showActions=true&jgql=assignee+%3D+currentUser()+AND+resolution+%3D+unresolved+ORDER+BY+priority+DESC%
2C+created+ASC&sortBy=&startIndex=0& =1533129227137
bugtracking.local
gzip, deflate

*/*
en
Mozilla/5.0 (compatible; MSIE 9.0; WindowS NT 6.1; Win64; x64; Trident/5.0)
close

assignee = currentUser() AND resolution = unresolved ORDER BY priority DESC, created ASC l
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Cross Site Scripting?

/json/topic/?action=save
habr.com
keep-alive
129
https://habr.com
XMLHttpRequest
Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/66.0.3359.139
Safari/537.36
application/x-www-form-urlencoded; charset=UTF-8
PHPSESSID=aasghtnlfls38i1f1n7hb5gn64;

id=&post_type=simple&title=&text=%3Cp%3ECheck+out+my+%3Ca+href%3D%22http%3A%2F%2Fhome.page%22%3Eblogk3C%2Fa%3E!%3
C%2Fp%3E&draft=1

<p>Check out my <a href="http://home.page">blog</a>!</p>




Cross Site Scripting?

/json/topic/?action=save
habr.com
keep-alive
129
https://habr.com
XMLHttpRequest
Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/66.0.3359.139
Safari/537.36
application/x-www-form-urlencoded; charset=UTF-8
PHPSESSID=aasghtnlfls38i1f1n7hb5gn64;

id=&post_type=simple&title=&text=%3Cp%3ECheck+out+my+%3Ca+href%3D%22http%3A%2F%2Fhome.page%22%3Eblogk3C%2Fa%3E!%3
C%2Fp%3E&draft=1

ISIHISIAN
ANONR:)

<p>Check out my <a href="http://home.page">blog</a>!</p>




Cross Site Scripting?

/json/topic/?action=save
habr.com
keep-alive
129
https://habr.com
XMLHttpRequest
Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/66.0.3359.139
Safari/537.36
application/x-www-form-urlencoded; charset=UTF-8
PHPSESSID=aasghtnlfls38i1f1n7hb5gn64;
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<p>Check out my <a href="http://home.page">blog</a>!</p>




Normal user registration?

/index.php/component/users/?task=user.register
joomla.local

close

gzip, deflate
*/*

Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)

412

application/x-www-form-urlencoded

form[option]=com_users&user[passwordl]=password&user[username]=hacker&form[email2]=user@example.com&form[password
2]=password&user[email2]=user@example.com&form[task]=user.register&user[password2]=password&user[name]=user&user|

emaill]=user@example.com&user[groups][]=7&form[name]=user&user[activation]=0&test=1&form[passwordl]=password&form
[username]=user&form[emaill]=user@example.com&user[block]=0




Normal user registration?

/index.php/component/users/?task=user.register
joomla.local

close
gzip, deflate

*/*
Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)

412

application/x-www-form-urlencoded

form[option]=com users&user|[passwordl]=password&user[username]=hacker&form[email2]=user@example.com&form[password
2]=password&user[email2]=user@example.com&form[task]=user.register&user[password2]=password&user[name]=user&user|
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[username]=user&form[emaill]=user@example.com&user[block]=0
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Normal user registration?

/index.php/component/users/?task=user.register
joomla.local

close
gzip, deflate
*/*
Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
412

application/x-www-form-urlencoded

form[option]=com users&user|[passwordl]=password&user[username]=hacker&form[email2]=user@example.com&form[password
2]=password&user[email2]=user@example.com&form[task]=user.register&user[password2]=pass

~d&user[name]=user&user|
emaill]=user@example.com&user[groups ][ ]=7&form[name]=user&user[activation]=0&test=1&fc sswordl]=password&form
[username]=user&form[emaill]=user@example.com&user[block]=0
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ConocTtaBsieHMne wabsioHOB (pattern matching)

+ D PeKTUBHO OO6HapYKMBaeT - Toe MOXHO aTtakoBaTb
M3BECTHble BEKTOpa aTakK (Hanpumep ReDoS)

+ Jlerko nogaep»usatb - WX BO3MOXHO NErKo 060MTH

+ BnosHe 6bICTpblE - He a¢pdeKTMBHbI NpH 3awmTe oT

+ [lpeackasyemoe U HeW3BECTHbIX BEKTOPOB aTaK
MHTEpNpeTUpyeMoe noseaeHne (Hanpumep 0-days)

+ MoryTt pa6oTatb U3 “KOpo6Ku” - TpebytoT rny6oKMx 3HaHMM O

BeO-6e30nacHOCTH
—  MHOro J10XHO-MOJIOXUTEIbHbIX

cpabaTbliBaHUM




MawuHHoe obyyeHue (machine learning)

+ MoeT aHanmn3MpoBaTb AaHHble,
KOTOPbl€ paHblle CUCTEMA HE
BMAENA

+ OB6bIYHO HE TAK MNPOCTO 06OMTH

+ 06y4yeHHas MoZeNb A0BOJIbHO
6bICTPO MPUHMMAET peLLEHUE

+ He TpebyeTca rnyboKux 3HaHUM

npeAMeTHOM 061acTu

HeobxoanmMo Bpema an1a obyyeHus
Mozesm

TpyAHO UHTEpPNpPEeTUpPOBaTb
pe3y/ibTaTbl
HepaetepMmMHUMpoBaHHOE noBeaeHue

TpyAHO noagepmBaTtb




MawuHHoe obyyeHue (machine learning)

CyTb MaLUIMHHOIO 00y4YeHus:

BCe€ 3aBUCUMOCTU MOXXHO
ornncaTb KakKMMn-T1o (*)yHKLI,VIFIMVI

noBy0 PYHKLMIO MOXHO
npeacTaBuTb B BUAE NOSIMHOMA

Tenepb 3agava -
annpokcnmMmnpoBaTb NOJIMHOM




Oco6eHHOCTH ML B b

- Yawe Bcero 3azaum CBA3aHbl C MOMCKOM NATTEPHOB B AaHHbIX M OOHapYXXeHUeM
aHOMa MM

- TepmuHbl outlier 1 anomaly B3aMM03aMeHAEMbI

- BaxHoe pasnunume mexay obHapy:eHnem BblopocoB (outlier detection) um
O6HapyeHneM HoBM3HbI (novelty detection)

- Henb3sa nytatb MX C /106bIMM OTCbIJIKAMM Ha 00OblYHbIE (Nnormal) 1M ctaHaapTHbIE
AaHHble (standard)

- CrtonmocTb oWwmnboK | 1 Il poga MOryT 6biTb 3HaYMTE/IbBHO Pa3HbIMMU

- OwnbKkM | poaa 3aCTaBAAKT OTK/IOYATb CUCTEMY

- Moagenu fonKHbI YMeTb aanTUpoBaTbCA K HOBbIM JaHHbIM







FnobanbHas uenb:

e (Co3gaTb Moe/lb MALLUMHHOIO 06Y4YeHMA,
KOTOpas He TpebyeT npeABapUTe/IbHOro
U3BJIeYEHUA NPU3HAKOB

e Mogenb AonXKHa pelaTb 3aga4dy obHapyKeHUs
aHoManum B HTTP 3anpocax

e Mogenb gonxHa oTgaBaTb MHTEPNpeTUPYEMblE

pe3yibTaTbl




O6Hapy>xeHue aHomannn B HTTP 3anpocax

C noMmouwbo MalLiIMHHOI'O O6Y‘-IEHI4$I




O6Hapy>xeHue aHomannn B HTTP 3anpocax
C NMOMOLLbIO MALUMHHOIO 0Oy4YeHnS

Hy, a
roe TyT

NLP?




Now is the winter of our discontent

Made glorious summer by this sun of York;

And all the clouds that lour'd upon our house

In the deep bosom of the ocean buried.

Now are our brows bound with victorious wreaths;
Our bruised arms hung up for monuments;

Our stern alarums changed to merry meetings,

Our dreadful marches to delightful measures.

POST /vulnbank/online/api.php HTTP/1.1
Host: 10.0.212.25
Connection: keep-alive

Content-Length: 59 Hy, a
Accept: application/json, text/javascript,

*¥/*; q=0.01
Origin: http://10.0.212.25 rﬂe TyT
X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (X11; Linux x86_64) NLP?

Appleleb. ..




Bupabl o6y4yeHuns

e (O6y4yeHune c yuntenem (supervised learning) - 06beKTbl 1 OTBETHI
e (OO6y4eHune 6e3 yuntensa (unsupervised learning) - TONbKO 06BHEKTDI

Supervised learning

X
X
x)(

A 4

Unsupervised learning

clusters




PekyppeHTHasa HeupoHHasa ceTb (RNN)

RNN cocTomT U3 nocnegoBaTesibHO CBSI3aHHbIX 6JI0KOB,

NO3TOMY MOXeT obpabaTbiBaTb NOC/e40BaTE/IbHOCTH (TEKCT,
peyb M T.M.)

[Mnoxo o6pa6aTb|BaeT A/MHHbIE Noc/s1Ie0BaTE/IbHOCTU

XYy 2 % X - BXOAHas

L1 1 1 noc/iej0BaTeIbHOCTb
b i D e B - RNN 610K

T 1 [ y - BbIXOJ, CeTU




PekyppeHTHasa HeupoHHasa ceTb (RNN)

f Y Y ¥ YT i
T LTI LIT L1

1 - ceTb 6e3 RNN ¢ BX0OA0OM U BbIXOAOM (PUKCUPOBAHHOIO pasmepa

2 - BbIXOZ B BMAE NOCAeAoBaTe/IbHOCTU (BXOZ, - KApPTUHKA, BbIXOZ - ONMCAHUE KapTUHKM)
3 - BX0A B BUAE NOC/I€A0BATENIbHOCTU (CEHTUMEHT aHa/IM3: BXOJ - TEKCT, BbIXOZ - MO3UTUBHbIM MU
HeraTMBHbIM CMbICJ1)

4 - BX0OA4 M BbIX04 NocsieaoBaTeIbHOCTb (KnaccuduKauma suaeo, rae ans
KarKoro Kajpa - onpeaesieHHbIn 1emon)

5 - BXOA M BbIX0O/ NOCNEA0BATE/IbHOCTb (MALIMHHbIM NEPEBO)




PekyppeHTHasa HeupoHHasa ceTb (RNN)

RNN nioxo obpabatbiBaloT AJIMHHbIE NOC/€A0BaTE/IbHOCTH

e lcnosb3oBaHWE OJHOM MaTpULbl BECOB NpU NEPEXOAE OT OHOro 6/10Ka K ApYromMy
O6paTHOe pacnpocTpaHEHUE OLIMOKU: TPaUEHT ~ MaTpuLa BECOB B 60JIbLLOM CTENEHM
paZIMeHT o4YeHb 60/IbLLIOM UMM OYEHb MANIEHBKUIA
Mpo6nema: B3pbiBAOLWMECH U 3aTyXaloLMeE rPagUEHTDI

[ J
[ J
[ J
e PesynbTaT: MHDOPMALMA HE NPOXOAUT YEPES BCIO CETb




PekyppeHTHasa HeupoHHasa ceTb (RNN)

OAMH 13 CNocob0oB peLleHUA NPo6aeMbI 3aTyXaloLWmMX FPAaAMEHTOB - UCMNOJIb30BaHME APYrmX
RNN apxutektyp: LSTM uam GRU.

B LSTM (Long short-term memory, gonraa KpatkoCcpoyHasa NamMATb) MHPOpMaUMA NPOXoauT
yepes BCK CeTb.

@) ® )

-4
o () -
O, O——{e )
LSTM @ @ LSTM
o | o | |Tanh| | o ,—I
A A A I )




Knaccupukarop Ha ocHoBe LSTM

HTTP - 3TO TEKCTOBbIM MPOTOKO/
Karkzas cTpoKa Kak oTAe/IbHOe NpeasiokeHne
Kaxkaaa cTpoka - nocsiefoBaTesibHOCTb, T.K.

3Ha4eHUe nNapameTpa 3aBMCUT OT MMEHU

POST /vulnbank/online/api.php HTTP/1.1
Host: 10.0.212.25

Connection: keep-alive

Content-Length: 59

Accept: application/json, text/javascript,
*/*; q=0.01

Origin: http://10.0.212.25
X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (X11; Linux x86_64)
ApplelWeb...

Now is the winter of our discontent

Made glorious summer by this sun of York;

And all the clouds that lour'd upon our house

In the deep bosom of the ocean buried.

Now are our brows bound with victorious wreaths;
Our bruised arms hung up for monuments;

Our stern alarums changed to merry meetings,

Our dreadful marches to delightful measures.




Knaccupukarop Ha ocHoBe LSTM

e (Cob6paTb HOpMasibHbIE 3anNpoChl C NPUIOKEHUS
e CreHepnpoBaTb BPEAOHOCHbIE 3aMpocChl

e [ocTponTtb KnaccudukaTop




Knaccupukarop Ha ocHoBe LSTM

e (Cob6paTb HOpMasibHbIE 3aMpoChl C NPUIOKEHUS
e CreHepnpoBaTb BPEAOHOCHbIE 3aMpocChl

e [ocTponTtb KnaccudukaTop

O6beKT MeTKka
GET /api/posts?author=mallory&category="%200r%20"'1"'%20=%20" 1

GET /api/posts?author=alice&category=sports 5




Knaccupukarop Ha ocHoBe LSTM

[peobpa3oBaHMe AaHHbIX:
e 3anpoc
® BEKTOp CMMBOJIOB
® BEKTOp YMCen

(GET Avulnbank/index.html HTTP/1.1

?: ¢

[lGl, 'El, 'Tl, ..-"f,'1 ',l.l’ '1|,'<EOS>|]

: |
[46,44,59,...,80,5,79,5,3]




Knaccudpmkatop coCTOUT U3: Cinace )

Knaccupukarop Ha ocHoBe LSTM

A
softmax

LSTM cetu 1

NONHOCBA3HbIN CNOW |

MonHocBA3HbIM MHENHBIM cnou (fully /‘E\

connected layer) T '[ I T

‘LSTM;-—{ LSTM 1—»\ LSTM —> .. —>lL1sTM

KJ1accos ) () (x) ()

Softmax A5 nosiydeHMa BepoATHOCTEN




Knaccupukarop Ha ocHoBe LSTM

[MonoxntesibHble MOMEHTbI: EcTb HeKoTOpble Npo6/sieMbl:
e LSTM ucnonb3yoT Ana o6paboTKu e Pe3ynbTaTbl HE MHTEPNpPETUPYEMbBIE
nocaeioBaTeIbHOCTEN e CNoXHO reHepupoBaTb BpeOHOCHbIM
e [locTponnu KnaccmpukaTop Knacc
e OueHunu pesynbtarar e HyxHa py4yHasa pa3mMeTka

e Bce xopouwo, HO ...




LSTM 1 MexaHn3Mbl BHUMAHMUA

MexaHu3Mbl BHUMaHMA (Attention) no3sonAarT
onpeAenATb 3/IeMeHTbl (OTAe/IbHble CUMBOJIbI,
C/I0Ba), KOTOpble CMJIbHEE BCEr0 BJIMAIOT HA
pe3ynbTaTt npegcKkasaHMAa MoLenu.

(_xnacc )

A
softmax
| nonHocBA3HbIK croi |
ay a;
a as
h) (k) (k) )

I R T

LSTM—>| LSTM —>| LSTM —> . —> LSTM

T T T T

X)) () (x) (x)




LSTM 1 MexaHn3Mbl BHUMAHMUA
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A woman is throwing a frisbee in a park. A dﬂis standing on a hardwood floor.

A little girl sitting on a bed with
a teddy bear.

A group of people sitting on a boat
in the water.

Bahdanau, D., Cho, K., & Bengio, Y. (2014)
Xu K. et al. (2015)



LSTM 1 MexaHn3Mbl BHUMAHMUA

/lo6aBunnun cnom Attention

YNIYULIMIIM KayecTBO KJlacCMbUKaLMM

YNIYYLIMAM MHTEPNPETUPYEMOCTb MOJE/N

Ho He pewman apyrue npobaembl ¢ KnaccuduKaumen: reHepaums

BpP€AOHOCHOIO KJjlaCCa, py4dHaAd pa3MeTKa




OnpepeneHue aHOMaIMMH

3ajava onpefesieHMa aHOMaIuK \
(Anomaly Detection) - 3agava o6y4eHuA
6e3 yunTtens, T.e. y 00beKTOB HET
METKM!.

ANOMALY

VALVE

ObyyeHune ocyLecTBAAETCA Ha
HOPMaJ/lbHbIX JaHHbIX. Te AaHHble, YTO
OyayT CUJIbHO OTKJIOHATLCA - aHOMa/INMU. TIME




OnpepeneHue aHOMaIMMH
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OnpepeneHue aHOMaIMMH

Hawa 3aaa4a xopowo 0606uiaeTcs npobieMon onpeaeneHms aHoMamim
e He HyXHO pa3mMeyaTb AaHHble
e He Hy)XHO reHepmpoBaTb BpeAOHOCHbIE NMpUMEpDI

o Bpep,OHOCHbIX npmmepoB CHMJIbHO Me€HbLUE, YEM HOPMaJibHbIX 3anpoCoB




OnpepeneHue aHOMaIMMH

Nnoesa no npexHemy B TOM, YTOObI dHaliIn3nmpoBaTb NocsiegoBaTesyiIbHOCTb
CNMBOJIOB.

N obHapyxuBaTb nognocnenoBaTefibHOCTb CUMBOSIOB HE TUMUYHYIO A4
TeKyLlen nocriegoBatenbHOCTH.

O61bekKT MeTKa

GET /api/posts?author=mallory&category=|Pisleler P R YIsEyYisN 1

GET /api/posts?author=alice&category=sports 5




ABTOKOAUPOBLUMK

—> —> 3ajava gekogepa -
3a/ja4a KOAMPOBLIMKA 4 HaYYUTBCA MPABUILHO
COCTOMT B TOM, YTOObI - — AeKoanpoBaThb M3
CXaTb BXOAHblE JaHHblE B CreLManbHOro
cneymanbHoe — - npeAcTaB/ieHMA B
npeAacTaB/ieHue. MCXOAHYIO POpMY.

- 5 R —

KoaupobBuwmk Oexkopep




Seq2Seq

Seq2Seq mMmogenb And MawuHHOro nepesoja:
e COCTOMUT M3 OBYX MHOrOCHOWHbIX LSTM: KOOMPOBLUMK MU OeKkoaep
many to many
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Seq2Seq

Seq2Seq mMoaenb And MalWMHHOro nepesoda:

e CocTouT N3 ABYX MHOFOCMOMHbLIX LSTM: KOOMPOBLUMK M Aekodep

Je suis étudiant <eos>
|5
Fé

LSTM > LSTM > LSTM > LSTM 5> LSTM > LSTM » LSTM » LSTM

°
i b el

am a student “ <go> Je suis  étudiant

L y L y

S g

KoauposBluk Oexkopep




OnpepeneHne aHoManmu
e He cnoBa, a CUMBOJIbI
e LleneBaa nepemMeHHasa - Ta Xe nocsefoBaTe/IbHOCTb, YTO U Ha BXoAe

e Bbixos - BEPOATHOCTb CMMBOJ1a B IaHHOM MeCTe nocsieoBaTe/ibHOCTHU

Je suis étudiant <eos>
|5 T
Fé
LSTM > LSTM > LSTM > LSTM 5> LSTM > LSTM » LSTM » LSTM
°
1 ¢ f
am a student “ <go> Je suis  étudiant
L y L y
S S

KoauposBluk Oekopep




OnpepeneHue aHOMaIMMH

Kpome BEpoATHOCTEN Ha BbIXOAE MOJIy4YaeM 3HaYeHue hyHKUMM notepb (loss).
ITOT NoKasaTte/ib MCMOJIb3yeTCS NPU NPUHATUMU pellueHns. Ecan 3HaveHue Bbllle

nopora, To 3TO aHOMaJInA.
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OnpepeneHue aHOMaIMMH

e MoJaenb BbIBOAMT BEPOATHOCTM KaXKA0r0 CMMBOIA M 3HAYEHUE DYHKLMM NoTEpPb
e Bce 3anpochbl ¢ BbICOKMM 3HAYEHMEM (PYHKLMM NOTEPb CYMTAOTCA BPEAOHOCHBIMMU

e /lns TakMX 3anpocoB BEPOATHOCTU AJ1A aHOMAJIbHbIX CUMBOJIOB 6YAYT HU3KMMM




OnpepeneHue aHOMaIMMH

BM3yaJ'Il43aLl,l/1Fl dHOMaAJ1bHOI'O 3aripoca

/vulnbank/online/api.php
10.0.212.25
Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:59.0) Gecko/20100101 Firefox/59.0
application/json, text/javascript, */*; g=0.01
en-US,en;q=0.5
gzip, deflate
http://10.0.212.25/vulnbank/online/login.php
application/x-www-form-urlencoded
XMLHttpRequest
76
PHPSESSID=mlacs@uiou344i3fa53s7raut6
keep-alive

type=user&action=1login&username=none'+union+select+1,2,login, password,5,6,7,NULL,NULL,10,11,12,13,14,15,16,17+fro
m+users+limit+1+--1

~T







It’s Showtime!



https://docs.google.com/file/d/1pSLM-0dFwY70sV_AjSiRLLyBGD84SbWS/preview

AnekcaHapa
Myp3uHa

machine learning engineer

AMurzina@ptsecurity.com

https://github.com/Posi
tiveTechnologies/seg2se
g-web-attack-detection

Ko4, AaHHble, AOKep obpas
Ha GitHub

https://aivillage.org

osts/detecting-web MOCT C OnMcaHneM petlieHnA
/posts/detecting-web- .
attacks-rnn/ ana Al Village (DEFCON 26)



https://github.com/PositiveTechnologies/seq2seq-web-attack-detection
https://github.com/PositiveTechnologies/seq2seq-web-attack-detection
https://github.com/PositiveTechnologies/seq2seq-web-attack-detection
https://aivillage.org/posts/detecting-web-attacks-rnn/

