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PUHLEPT LUB P® — uctouHnk nHpopmaumm o6 yrposax

OTYET LUEHTPA MOHUTOPWUHIA W PEATIPOBAHWA
HA KOMMBIOTEPHbLIE ATAKW B KPEOUTHO-
®UHAHCOBOW CHEPE AEMAPTAMEHTA
MHOOPMALIMOHHOM BE3OMACHOCTU

BAHKA POCCUU

1.09.2017 - 31.08.2018

PUHCEPT 2018 - s1o
3+ ropa ycneluHoii pa6oTsl ®UHLIEPT B LIB

38 cneumanucTos ¢ NPoUNbHLIM 06pasoBaH1eM

BAHK POCCHM

&% OUHUEPT

34 ropa - cpenHui Bo3pacT paboTHnkos PUHLIEPT
O6pazoranHue no UB - Mry, MUoW, MITY um. BaymaHa

718 opranusaumii y4acTHIKOB MHGOPMALIMOHHOTO OBMEHa

517 6ankos, 6onee 200 nHbIx opraHusaLmit "

436 opmeranadK pasocnaHo no e-mail 3a UCTEKLLMI Nepuoa

W77 /

HenogHapgzopHele opraHM3aymMn — y4acTHUKM obMeHa

My6nukaumn 8 CMA*

PeriioHansHsle *13
opraMel BNacTu -
I'Ipaaooxpanmenbnble _7
opraHs
PaspaBotunkn BMNO/MO
OnepaTopbl cBA3W

CTpYKTYpHbIE MogpasgeneHus
BaHka Poccum

Apyrie. —

WHocTpaHHLle GaHkn 15
AHTVBAPYCHBIE KOMNAHAK

AHBECTULMOKHBIE KOMNAHWKM 1

OpMruHansl + nepeneYarku
MpeablAyLLMIA OTYETHLIA NepUos

W Tekywmit oT4eTHbIA Neprog Mo3uTuBHble = HeraTuBHble = HelTpankHble




®UHLEPT : BIOKUPOBKA ®ULLUHIOBbIX CAUTOB

01 - 08.2017

MoweHHuuyecTBo (19/947)
= dMHaHCOBbIe nupamuabl (39/9)

Aswabunetsl (23/10)
MnatexHble cuctemol (16/4)
BMO (28/36)
* MNpodeccuonanbHble  yuactHuku PUB (7/13)
= [lxe-OUDA (0/53)
= P2P nepeeogel (84/50)
" [lkerocoprambl (2/0)
" Marazumbl (24/54)
= Mpoueccudr (1/0)
M®DO (29/71)
= baHkoBckue nepeeogsl (1/3)
CrpaxoBble komnaHuw (45/81)
= Cuctembl onnatol yenyr (2/1)
" NxeBankn (44/326)
= basa paHubix (3/0)

[ona cHATLIX ¢ AenernpoBaHnsA AoMeHoB (%)

Bcero

MolwekHuyecTeo
ThreBankm
IhkecTpaxoBkie KOMNAHWK
MxeMeO

MaraauHbl

P2P nepeBoapl

BNo

MnarexHele cucTembl
MpotheccroHansHeIR y4acTHUK PLIB
ABunabuneTsl
DUHAHCOBbLIE NMpamMuab!

Baxkosckue n epeBoibl |

CucTemel onnaTtsl yenyr
MxedNDA

012017=09.2017 [  09.2017-09.2018




MEXXBAHKOBCKOE COOBLUECTBO INO Ub

MEXBAHK (KNYB AHTUOPOINM) 2018 - ato

9+ nert ycneluHon HedbopmanbHol paboTsl B Poccum v B Mupe

KNyb AHTUAPOI. NPEUMYLLECTBA

L 6bICprIl7I KOHTaKT C Kosnneramm

= nomolb B 6opbbe ¢ Bupycamu (aHTMBMpPYCHas
XapTus)

= 3KCMepTHOoe 0bCYyXAeHVE KOMMIaeHC-BOMPOCOB

=  onepaTuBHOE UHPOPMUPOBaHME 06 MHLMOEHTaX

=  06Cy)XOEHME CXeM MOLLEHHMYECTBA 1 BApUaHTOB
3aWwuThl

*  aKTyasbHble HOBOCTM B OTpacnu ¢
KOMMEHTapUsIM/ 3KCNEPTOB

" anbTepHaTMBHas TOYKa 3pEHUS MO
npobnemartuke

363 poccuiicknx 6aHKOB y4aCTHUKOB

12 6aHkoB 13 KasaxcTaHa, 4 6aHka 13 Beropyccuu, 3 6aHka 13
Knprusum BxogsaT B kny6

710+ cneunanncTos no MHGOPMAaLIMOHHON GesonacHocTH B kiy6e
2000+ paccbinok no e-mail 3a Bpemsi CylLeCTBOBaHUS

CospgaHbl v pabotatot nnowaakv ans ONLINE n OFFLINE
06LLEeHNs y4acTHMKOB Kryba

Puckn HapyuweHuss 4OCTYNMHOCTU:
KNYB AHTUAPOTM. AKTYANIbHBIE PUCKM NN e
Pucku HapyLwieHuns KOH(*)I/IAGHLWIa.I'IbHOCTM:

c OTCYTCTBME [OMNONHUTESbHbIX CMOCOBOB ayTeHTUuKaLmnm 1 KomnnaeHc pucku:
BepuuKaLmm oTnpaBuTens 1 nonyvaresns coobLieHuns;

_ . oCTaloTCA OTAeNbHbIE MPOTUBOPEUMS C dpeaepasibHbIMK 3aKoHaMK
% obLeHMe Mo OTKPbITLIM kaHanam cessu (e-mail, TenedoH, «O nepcoHarnbHbIX AaHHbIX» 1 «O 6aHKOBCKOW TanHey;
WhatsApp);
. erynapHble yTeuku MHopMaLmy K 3r0yMbILLNIEHHUKAM;
RARIG .l hop . Pel'lyTaLWIOHHble n uMmaxeBbie PUCKU:
. HeperynsipHas 6510KMpoBKa AOCTYNa K MHAopMaLum;

. DornbLUIOE KONMMYECTBO OLLINMBOK NEPBOro 1 BTOPOro poaa;
. «YepHble CMUCKM» NOCT(aKTyM He paboTatT adhPeKTMBHO;




COBETbI OT KOJUIEI
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BJIOM'N OTPACJIIEBbLIX 3KCINEPTOB

[D © @& nitpsy/ukatsky.blogspot.com

MABHAR CTPAMMUA MOV BHCTYMAENMR  MOMKYPCH  MOMKMAMA  OBOMME  DSCLAMER

busnec be3 onacHocTH

BHINEC GEIONACHOCTI WK 6EIONACHOCTL GiaHeca? O ToM H O
APYroM B 0AHOM GROe.... (6+)

3 YETO CKJIAZILIBAETCS CTOMMOCT SOC?

© 221018 ) ugna GeaonacuocTn. axouommea SOC C) No comments

v 2018 (1
2010139 Mlocne nposenessoit Ka CyberCrimeCon
¥ oxmbpa (9) How 1o draw " 8007
Vi woro an Owl. NIpe3eHTaLIM Kax COIAATH CRO SOC”
cxnaguesercn 8 PAIHMIX COUCRTAX W TIWHAIX BECERaX
croumocTs SOC? 2 NIPO30YNANO HECKOMBKO SONPOCOE N0 €0
COREEXEHIND. B LENOM Mt CHOANINC K
Wurepecoe
wccneaosane no i TOMY, WTO CNaIM OKAIATHCS MECTaMN
SOCam i 8HCOKOYPOEHESAM, 3 MECTIMM

TPEGHIOWIMM NORCHENIR. Kax &
USBECTHOM MAMIOCTR3LIN W3 Temy Kax
(ApesesTauuA) MapHCOEATS COBY" MNOMME NPOMEXYTOuNME LLar, NOPAzyMEBaENE
NDE3EHTALMER, GuiNih ONYILEHS B BIAY O¥ENS HESONBWOND BpEMENH,
shA8NENHOrG Ha AOKNAD.

Kax cosaame ceoit
s0C?

Tosopure ua Guaec-
Aamke?. A uTo
3107

A But moxeTe Kaseats

oce satopa arax WHTEPECHOE HCC/IEAOBAHME N0 SOCAM

a cBow opran.

(C R 7 1eMaenun SOC ) No comments
B O e T1p0OMXY BODUNORD ToMy 90 SOC
Tem Gonee, wTo GnuamTca kax SOC
B ~ Forum, Tax w Cisco Securty Operations

@ 80na20.blogspot.com/search?q= TOP10+ rasessix + Kok

B 3TOM 10AY A YAANHO (ME NOWDABUNOCH, GHINO WTEPECHO W NONE3HO) chelpn & I
Information Securty Europe (PO Hee MICN TyT) W Pewsn NOCMOTPETS, ¥TO ewe X
no A ™H 8 Mipe

. TOP10 MexayHapoaHbIx koHcepeHuyii no UG 8 201

Hawen Tamte TOP-comcrt

 The Top 11 Information Security Conferences of 2016 (ccuinxa)
« The Top 50 Must-Attend Information Security Conferences (cceinra)
10 Must Go To' Cybersecurity Conferences DEF CON, ToorCon, SchmooCon and more!

W etje 00Ut NEpesens MEPONPHATIR Ha 2017 FOR 11O PETMOHAM (CTs He BCe, HO MHOMOE)

1107 Ce0R e COCTABNN BOT TaKOH NEpesens TOP10 FIaBHBIX KOHPEPEHLMA U BLICTABOK

1.RSA Conference (USA). ccuinsa
« Moxanyii Nywwan W KYNHEILAR KONDEPEHLIA W BLCTABKA N0 Teme U, ee noc
wenosex
« B 2017 roay OyaeT 3 xonpepentym (Abu Dhabi, USA. SINGapore), HO CaMas KpynHas
8 San Francisco (USA)
« Mocewenme nnaTHoe, 1595 — 2695 $ (€CTL FPYNNOBLIE CXILXM 1 CIAH 33 PaHHIOK pent
* BnevaTnenits ANexces NlyKaLKOro OF KOHPEDEHLII MOXHO NOCMOTPETS B 10 Gore (cc

2.INFOSECURITY EUROPE. ccoinia

epua
- € 25 ceHTABPA No 27 HOAGPA

v
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1 QKIAGDL 2018 HOAGDL 2018 exabpn 2018, AHRADL 2019, Heepany 2019 Mapr 2019
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pesui <TpaHchopw:
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Koa uHdopMaLmoHHol 6e3onacHoCTy.
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v NOAPOBHEE 9 B PACTUCARME

Large Installation System
Administration Conference (USENIX
LISA) 201 78

AR 110 BONPOCAM KOMMLIOTEPHAIX TEXHONOTA
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BEOOMCTBEHHbLIE CUTYALUUOHHDbIE LEHTPbI




3a uHpopmauunemn —
B MIHTepHeT, 3a 3HaHNAMU —
Ha Kypcbl no b

-- UHTepHeT
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ONLINE KYPCBbI MO UB
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g BecnnaTHas nomolls B NoABope Npodecchy

Mpotdecoun = 28 BEecnnathoie MHTEHCUEDT - 8 Ky

GeekUniverSity QUGyHenne C YpoBHz J

@akyneTET

MCKycCcTBEHHOTO WH

BesonacHoCcTb B CETH

MeTonal B2M0Ma 0 28U ATl

TVYHLIA XaKep

"BennliA’ Xakep

FreeBSD v asTOoMaTM3aUMA

ADMUHMCTPMPOESHME CEPEEPOE

ATaKa W sawuTa Be6- N MoGUAbHBIX
MPUNOMHEHWA

FawuTa eeb-NpUNcKEHHA NO MOAENN DWASF
TOP 10. 3aLynTa MOBUTIEHE NPUTIOHKEHNA
MNATHOPM.
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>- AUTHORIZAT
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HTML/CSS

CospemMeHHan web-pazpabotka

PHP. ¥poBeHb 2

Mpodaccuonanaian sef-pazpabomka

Android. ¥YposeHb 1

FazpaloTKa nof MoBunbHbIE YCTPOACTEE

HTML5 n CS353

Coep cpeacTea Web-pazpaboTiku

@000 O

PHP. ¥poBeHb 1

OcHoBnl Bef-pazpaboTiu

JavaScript. YpogeHb 1

WHTepakTie Ha 8

Android. ¥poBeHb 2

MpoheccHOHANtHaA paspatoTKa NPUGKEHUA

Node.js

CepeepHOR NpOrpaMMUpoRaHMe Ha JavaScript

‘iCAL
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™~
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OFFLINE KYPCbI NO Ub

40++>

[NaeHaA > Kypckl > MHBopMauHMoHHan Be30NacHOCTE

.
?qeﬁﬂbm ueHTp npu MITY um. H.3. Baymana

ZneLjnanncTru

Cxema NPOXOoXAeHNA KypCcoB

no nH$popmaLVioHHO 6e3onacHOCTH

Ocwosbi GesonackocTn

MyTteBoguTenb No kypcam «UHdopMaLnMoHHas 6e30NacHOCTb >

MaUMONHaR GesonacHocTs

BOCCTaHOBIIeHH # 3a0IMTa AaHHbX.
Vi

AnCKaMM

-
INble METOfIbl BOCCTaHOBNENHA
ua»«ux C PaMUHBDCTUNOB HocHTeNeR

3auwa pe6-caitros ot sanoma

BOCCTaHOBAENWE YTPAHENHEX AHHEX
MecTIK AcKos.

Kon Gesonackocru

Mpuienenvie cicrems: sauym

[ Secret Net 7. a3oneih Kypc

|y KL OO
Mipdovs Senver Araram sautase-caos
o OWASP Top!
KL 008.104: Kaspersky Endpoint Security
ITHumbIR XaKUHT
KL-009.10 Endpoint Security and ~
+
KL010, CE.

L

Management.
Ynpasnenwe MoBHbHbNM YCTPORCTEAMM

et Tia6opaTopum Kacnapekoro s rmrbet
20744AC: Hactpoika Gesonaciocn _ ey FreedSD.
Windows Server 2016, Pl ek Yposens 1.Ochosu | | Yposens 1.Ockoss
SRMAICTOUDORINA || SRUNACTPHpORIAR
302 1l
auwran M ¥ 3

Linux (CentOS/Debian).
Yposens 2. FreeBSD. Yposens 2.
Adpwncrouposanme || Cepamcon wceres
cepswcos ncereit

$—'

unux (CentOS/Debian)/FreeBSD. Yposen 3.
3ammopeiicTame ¢ Microsoft Windows.

¥
CEH 2. Tectuposanwe Ha

KLO31. an
Nerwui arent

Secret Net 7. Pacuimpenibii Kypc

Kypesi Check Point

Nocrpoenme Gesonackocr

MocTpoeHHe MHGOPMAUMOHHOI
6e30MacHOCTH Ha OcHoBe 150 / IEC 27002

Check Point (Check Point Security

Administration R80.10)

GesonackocT
.
CEH3. Paccnenosanme
XaKEDCKIX MHUMAENTOB
3

pewenmit
Linux (Ubuntu)FreeBSD. Yposens 3.

|-+ Obecneuenvie Ge3onacrocy cucrem,
cepeicos u cerein

Linux (CentOS/Debian) FreeBSD. Yposewt 3.

'5230MACHOCTY M 3ALVITHI OT XAKEPCKIX aTaK

CEHVO,

)

Cisco Systems

Linux (CentOS/Debian)/FreeBSD. Yposens 3.
e

e

WHpopM3awmTa

YuebHold ueHTp

Kypcbl PacnucaHue KypcoB Ooyve

MaeHaa CTRaHWUA = KYRCcE

Kypcbl YU4ebHOro LUeHTpa
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HEOXWOAHHO JMIOBOINbITHBIE PECYPChbI

£x 2 vuram

US government's declassified "Russian hacking
report has the curious disclaimer that it is based
on watching TV and reading Tweets.

& Aabik TBUTA: AHTIUACKWIA

Some of our judgments about Kremlin preferences and intent are drawn from the behavior of Kremlin-
loyal political figures, state media, and pro-Kremlin social media actors, all of whom the Kremlin either

directly uses to convey or who are ble to the Kremlin. The Russian leadership invests
510 s7s MOREBRUERMA

1:38 - 7 sHB. 2017 1

4 as £3 521ic. @

TELEGRAM

Hoe coobuienne

D13 1 HOp L. - BaHKu - g,npe,qocrasneume wHbOPMaUMK Nno pusuve...
B MO RGAUVI SUNE “EIUBER MU IGE 1 LJUA ¥ IV UBU.

AVBUAYANEHO B INUKY. ® o o

NS

NPOBUNB NHOOPMALIUN

0 Mpumep py6exa.xls

@

otik . 14:43
;

NPOBMB UHOOPMALIMA
Cucrema PYBEX 7000 pybneid, cpok -1-2 gHa. MepeceyeHne
rpaHuysi ¢ 2010 roaa. ® 500 S

19 aBrycra

NPOBMB NHO®OPMALINMA
BanaHc no CHepBanky - Dusnku - Cuerta - 9000, kapTe! 5000. Cpok -1

AeHb © 345 @Sinoptik 8




DARKNET - HE TOJIbKO BPEOHO, HO U NOJNIE3HO

DARKN=z |



KTo Bnageet nnpopmaumen —
TOT BNageeT MMPOM

-- HaTtaH PoTtwwnnba




«MOMAOAUTECb» HA YNIOBKU MOLUEHHUKOB

) Google Cloud

AapmMuHUcTpatop copocun naponb Bawero
akKayHTa Google
3npaecteydte, Bbl NOBEOMNMI BALW MPK3-https: vk, coBdhkke ||

AnMUHMCTpaTOp chpockn napant ona Bawero akkayHta Google B gomere You
Wiin.

Haxmute COpocHTE NAaponb HXe W 2a0adTe HOEEIA napone. 1okl

oBECMEMUTE HEMNYHLIYH 3ALLUTY, CNEAyHTE PEKOMEHAELMANM ND COZ0aHHH

HagexHOr napona.

This is your badluck. I'm aware 1gaz1QAZ is your password. More to the point, | know your secret and Ive evidence of it. You don't know me and nobody paid me to investigate
you

It's just your bad luck that | came across your bad deeds. Actually, | actually placed a makware on the adult videos (adult pom) and you visited this web site to experience fun
{you know what | mean). When you were busy watching videos, your web browser started operating as a Rdp (Remote desktop) that has a key logger which provided me with
access to your screen and webcam. Just after that, my software obtained every one of your contacts from your messenger, social networks, and e-mail.

Adter that | put in ruch more hours than | should have irvestigating into your life and created a double screen video. First part displays the recording you were watching and
second part displays the recording fror your web camera (its you doing dirty things)

Frankly, | want to forget details about you and allow you to continue with your daily life. And | will provide you 2 options that may make it happen. Those two option is either to
ignore this letter, or simply pay me $3600. Let's investigate these 2 options in more detail

Option 1 is to ignore this e mail. Let us see what is going to happen if you take this option. [will certainly send out your video recording to all your contacts including members of
your farily, colleagues, ete. It will not protect you frorm the humiliation your family will have to feel when family and friends find out your unpleasant details from me

Second Option is to pay me §3600. Ywe'll name it my "privacy tip". | will explain what will happen if you choose this choice. Your secret remains your secret. 'l delete the video
immediately. You keep your routine life like nothing ever occurred.

At this point you must be thinking, *l will complain to the police”. Let me tell you, | have covered my steps to make sure that this email message can't be traced to me and it won't
stay away from the evidence fram destroying your daily life. | am not trying to break your bank. | just want to get compensated for my time | place into irvestigating you. Let's
hope you decide to produce pretty rmuch everything disappear and pay me the confidentiality fee. You will make the payment through Bitcoin (if you do not know this, type "how to
buy bitcoins" on google search)

Transfer Amount: $3600 @ Mail.Ru Arenr

MNosapaenaem Bobl BbIBpaHbI cueTemol M nonydaete GoHye 3000%!




[MnewkKoB Anekcent KOHCTaHTUHOBWMY

HEe3aBUCUMbIM 3KCNEePT NO MHPOPMaLMOHHOM Be3onacHoCTH
Ten. +7-903-613-8485



