CepBucbl 6e3o0nacHOCTHU
n3 obraka:
MU nnu peanbHOCTb?
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Beaute busHec Bnepép,
Wonpocam WHc(popMALIMOHHOMN
_ : ~oe3onacyocTn, obnayHbin npoBanaep #CloudMTC




[OnHamunka obrnayHoro prHKa 2016-2018

2 HeobnayHast MHhpacTpykTypa,
pasmelLLleHHast Ha COBCTBEHHOM MIioLLaaKe

HeobnayHast MHGpacTpyKTypa,
pasmellieHHad y npoBanaepa

m YacTHble obnaka, pasMeLlEHHbIE Ha
niowagke 3aka34yka

YacTHble obnaka, pasmelLieHHble Ha
nnotLjaake npoBanaepa
laaS B nyb6nmyHbIX obnakax

MW SaaS

u MTC Begute 6ustec nepég,
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13,8%

7,8%

5,5%

2016

) SRR

7,0%

14,2%

11,1%

1M1,7%

2018

TpeHa Ha cokpalleHue
NHPPACTPYKTYPHI,
pasmMeLLaemMoun

Ha COBCTBEHHbIX
nrowagkax (on-premises)
B NOMb3y 3HA4YUTENBHOIO
pocTta laaS B nybnmyHbIX
obnakax n SaaS

Poct gonu obnayvHbix

CEPBUCOB BblpacTeT
c 27% no 45%

NcTtouHuk: 451 Redearch



CTnmynbl noTpebneHnst obrnayHbIX CEPBUCOB

BakHbIM noaaepXnBatoLLmM obnadHyo murpaumio dakTopoM OCTaeTCs
HedUHaHCOBbLI BOMPOC — rapaHTuM 6e3onacHoCTu

CTonmoCTb pelleHws _ 61 %

(apaHTViA 6e30MacHoCT/ L 58 %

- 56 %

®PurHaHCOBbIE rapaHTUM AoCTynHOCTK nNo SLA

Bo3amoxXHOCTb COKpalweHUA nsgepxek ' ' 54 %

/npo3payHas KanbKynaums

Hanuune Heobxogmmoro cepeuca y noctasLUMKa _ 44 %

NctouHnk: CNews Analytics, 2018

u MTC Begute 6ustec nepég, b
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Security as a Service — @
BbirogHee, adpPEeKTUBHEE ,

N HagexHee, 4yem ‘
TpaaULUNOHHbIE :

«KOpObOOYHbIE» pelleHnsa VB! @
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u MTC Beaure 6usHec Bnepép, b




[Touemy Bbl HE UCMonNb3yeTe SecaaS cerogHa"?

u MTC Begute 6ustec nepég,

[loBepsieTe cBOMM MOCTaBLLMKAM KaCcCU4YeCKomn MHTerpauum
N NoKanbHOM cepBepHON BHYTpU odomca

XoTuTe ObITb «NPUBSA3aHbI» K TPAAULIMOHHBIM «KOPOOKaM»
N «©Kenesy», KOTOpoe CTAapeeT N HY>XHO YacTO MEHSITb

He nHTepecHbl 3KOHOMUYECKME NpenmyLLLecTBa 061a4HON
Moaenu

OTKasbiBaeTeCb OT COBPEMEHHbIX (PYHKLMOHANbHbIX
N 9P EKTUBHBIX peeHnn SecaaS

b



[Mpennockinku ansa Bbibopa SecaaS?

Bbi30BblI: PeweHune:

[TocTosiHHO pacTywme TpeboBaHnsa dusHeca k b

PocT yrpo3 b 1 nosiBneHne HoBbIX PUCKOB

ObecneunTb agekBaTHyO 3alnTy busHeca
CHwmxeHue 3atpat Ha T n Nb

HOedununt Kagpos, poCT 3aTpaT Ha KBaNMPULMPOBAHHbIX
crneumnanncToB () )
Q

[MoTpebHOCTL B aAeKBaTHbIX PeLUEHUSIX
C MUHUManbHbIMU 3aTpatamu OnTumunsnposatb 3aTpatbl 6€3 noTepb

u MTC Beaure 6usHec Bnepép,



[Touemy SecaaS BbIUrpbIBaET Yy TpPagULIMOHHOIO noaxona?

. Bbicokasa 3penocTb COBPEMEHHbIX 0B6NaYHbIX peLleHni
. PeweHuna Vb BblnrpbeiBatoT oT 0651a4HON Moaenm
v MacLTabnupyeMoCTb 1 BblICOKasi 3KOHOMUYECKas
9P PEKTNBHOCTL
v MOHUTOPWUHT LUMPOKOro cnekTpa yrpo3 u MrHOBeHHoe
pearnpoBaHue
v nogaep)kka pelueHnn npodpeccnoHanbHon KoMmaHaom

TMeHTbl pas3mellatoT T-nHdpacTpykTypy B obnake
HYy>XOalTcA B ee 3aLuuTe

K
7
» Ypepusauma n coBpeMeHHble noaxoabl K b nameHsaoT
TPpaaUUMOHHbIE peLleHns

u MTC Beaure 6usHec Bnepép,



UTto Takoe Security as a Service B #CloudMTC?

[MepenoBble obnayvHble pelleHnsa anga 6e3onacHocTu
knneHToB B obnake #CloudMTC

[MonHoe conpoBoXaeHne npogeccrnoHarbHON KOMaH4oW

[Mbkue peleHnsa N BbICOKad roToOBHOCTb

PearnbHasa akoHOMM4Yeckas apdeKTUBHOCTb
u MTC Begute 6ustec nepég, b



#CloudMTC Security

|
I
I
152-93 Security as a Service Real Security Certification
3alwnLLEeHHbIN CepBuchl ObecneyeHue & Compliance
CerMeHT nog 6e3onacHoCTH 6a30B0Oro ypoBHs CepTudomkaums
pa3MeLLleHne no 3anpocy Be3onacHocTu obnaka MTC
NCMNAOH NHAQPACTPYKTYpbI Ha COOTBETCTBUE
N CepBMCOB TpeboBaHUAM

cTaHaapToB



CepBucbl SecaaS #CloudMTC: cerogHsa n 3aBTpa

CepBucbl 6e3onacHoOCTU ceTeBown
a,—, nHdpactpyktypbl FW+VPN+IPS/IDS

CepBucbl 3awmTbl gocTyna

CepBuc 3aWwuThl
NpPUBUNErMpoBaHHbIX Y/3

oT CepBuc nornposaHus cobbITU
an 3
2 MoHuTOpUHr cobbiTun 1B

3anncb agMUHUCTPATUBHBIX CECCUI

u MTC Begute 6ustec nepég,

CepBuchl obecneyeHns 3amnThbl
KOprnopaTMBHOM NOYThI
(AHTMCnam / AHTNBMpPYC)

Cepsuc 3awnTbl Beb-cepepos
n cepsepoB npunoxenun (WAF)

CepBuchl obecneyeHnss aHTUBMPYCHON
3aWnTbl BUPTYarbHbIX MaLUvH

Cepsuc SoC / SIEM
CepBUC NUHTECTOB U CKaHepa 3aLUULLEHHOCTM
Cepsuc IDM

Cepsuc DLP

laaS-15293
3aluieHHbIn cermeHT Obnaka
#CloudMTC

3awmTa BupTyanbHbix pecypcoB NCIOH B
O6nake #CloudMTC

YaaneHnHbin goctyn kK UCIMNOH B Obnake
#CloudMTC

3auwmta APM nonb3oBatenen NCIOH,
pa3meLlleHHon B Obnake #CloudMTC

laaS-15293 (¥3-2/ Y3-1)
PCIDSS
ISAE

Ic:



«Mepcu» Bblbpana 3awumeHHbIn cermeHT obnaka #CloudMTS
ans npoekta SmartMed

: : UHTepHet oo .
: . * MexceTeBow 3aLUMILEHHbIN CErMEeHT*
. . © 3KpaH Kpuntownios #CloudMTC .
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« SmartMed no3sonsieT nonyyatb KOHCYNbTaUun ¢ Bpadamu «Meacu» no BUOEOCBSA3N UMK B YaTe;
Bbi3biBaTb Bpada Ha JOM, HEOTIOXHYH NMOMOLLb, U 3anNUCbIBaTbLCA Ha OYHbIE NPUEMbI B KNUHUKN «Meacny»;
XpaHUTb MeaAULIMHCKNE AaHHble B CMapTdOHe, OCTaBasiCb YBEPEHHbIM B X 3aLLUULLEHHOCTW.

 [punoxeHne SmartMed OCTYNHO M ero MOXHO ckadaTb B App Store n Google Play

» [laHHble kKNneHTOB SmartMed xpaHAaTcAa B 3aWMLLEHHOM cerMmeHTe obnayvyHon nHdpactpyktypbl #CloudMTS

https://moskva.mts.ru/about/obshhestvennosti-i-smi/soobshheniya-kompanii/press-relizi/2018-04-19/mts-i-medsi-zapuskayut-platformu-dlya-razvitiya-uslug-cifrovoj-mediciny




ObnayHble cepBucol #CloudMTC
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3alWnLLEHHbIN
CermeHT, SecaS
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Managed Microsoft

Disaster Services SPLA Big Data
Recovery

u MTC Begute 6ustec nepég, b
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Elastic Storage Backup




becnnaTtHoe TecTupoBaHue
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u MTC Beaure 6usHec Bnepép, b



